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Drastic times require drastic action. In normal times it would be unthinkable of implementing the 

digital monitoring, surveillance, and detection of an entire population in a democratic country. Not 

all countries especially not the Europe Union and NATO could so without parliamentary approval, 

or a declaration of emergency, thereby giving political leaders authority tantamount to a 

dictatorship. But these actions need to be considered. It might be essential in saving lives, or even 

the essential turning point, in the prevention of the COVID-19 virus from destroying entire cities 

or the economies of countries. 

COVID-19 has shaken the world, in more ways than one. Many countries will need to 

address health care deficiencies for the role of the state is to provide for and to protect its citizens. 

Most if not all countries worldwide have a shortage of hospital beds and ventilators. Only five 

states have implemented digital monitoring, surveillance, and detection of large parts if not all their 

populations in the prevention of COVID-19, because of such shortages. But in doing so have 

potentially infringed privacy and rights. Not all states can use this means, even if it is successful.   

The writing has been on the wall. Coronavirus (CoV) infections are not unknown to 

medicine. They have been documented in scholarly publications since at least 2000. For example, 

an article in the Japan Journal of Infectious Diseases describes the detection of the human 

coronavirus between 2010 and 2013 in Yamagata, Japan. The current COVID-19 is part of a family 

of CoV that includes the SARS virus of 2002 where research even prior to this in 2000 detected 

that human pathogenic CoVs are associated with a wide range of respiratory illnesses, including 

common colds, pneumonia, and bronchiolitis.1 Additionally, another study described that CoVs are 

associated with CNS diseases such as acute disseminated encephalomyelitis and multiple sclerosis 

that are evident in young children.2  

Yet while no one could have predicted, or should be blamed, that CoV would become a 

global pandemic there is now a need to take more seriously scenarios often better placed in science-

fiction movies. As CoV has been known for decades so have others for example Ebola. Indeed 

there are far more deadly illnesses than COVID-19 that are water or air borne. Jokes aside, we have 

suspected that the dinosaurs might have been wiped off the face of the planet by some form of 

illness. So we have a responsibility to consider all drastic means in drastic times to ensure that this 

doesn’t also happen to humans.  

https://jvi.asm.org/content/74/19/8913
https://jvi.asm.org/content/74/19/8913
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Building upon scientific and medical knowledge, also identified in current health care 

practices around the world, the current COVID-19 global pandemic has two certain distinct known 

features. The first is that a person is most likely to be infected by being in close physical proximity 

to another person who is infected. The second follows the first. By being isolated from others the 

potential of being infected is reduced. So it is a good personal health policy and practice of staying 

at home, working from home, and ordering essentials such as food to be delivered to your door, 

but without opening it to meet the messenger, who could be a carrier from one address to another. 

Important is to know who you have been in contact with and who has been in contact with you. 

This will decide how long to remain at home and how long a country must remain in such a lock-

down.  

This opinion of isolation is a health one and recognizes that the economic implications are 

significant. It also has an impact on education, for example, as schools and universities would need 

to close. Governments that have closed their countries, including public transport, at an early stage 

have shown a significant lower rate of infection than those who have waited to a later stage or who 

haven’t at all. The data as of April 2, 2020 provided by the World Health Organization shows this.3  

An additional step to closing an entire state, or taking it into lock-down, has been taken 

prominently by five countries. They have implemented en-mass a significant further step, even 

when knowing that they would be criticized for potential infringement of privacy and rights. They 

are using digital technologies, for example cell-phone GPS location, and CCTV, to identify who 

has been near a person infected. They are using used this information to isolate these people for at 

least 14 days, even if they don’t show symptoms, in order to reduce the potential of spreading the 

COVID-19 virus. Isolation can be self-implemented by staying in a quarantined room in their own 

house. These five countries have been China, Israel, Singapore, South Korea and Taiwan. 

For example in Singapore, the government rolled out an app called TraceTogether. It uses 

Bluetooth signals between cellphones to see if potential carriers of the coronavirus have been in 

close contact with others. In South Korea, the government used records such as credit card 

transactions, smartphone location data and CCTV video, to create a system where confirmed cases 

were tracked. While in Hong Kong, some residents are made to wear a wristband which linked to 

a smartphone app and could alert authorities if a person left their place of quarantine. In Israel the 

internal security agency Shin Bet is using citizens’ cell phone location data to track where they’ve 

been so they can enforce quarantine controls and monitor the movements of those infected. The 

information is given to the Health Authorities to contact the people.  

https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/situation-reports
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In many cases the data is already there. The history of the location of cell phones is held for 

example by cell phone companies. In some individual cases police have obtained such data to solve 

cases, be it to prove innocence or guilt. But that has been with the approval of a court. One of the 

earliest and most prominent cases was in the murder of BBC presenter who was killed on April 26, 

1999 outside her London home. There is no evidence of a democratic state using such technology 

to enact monitoring and surveillance of its entire population.  

In China, Israel, Singapore, South Korea and Taiwan there has been an amazing success 

rate in reducing the potential exponential spread of the virus. The goal has been to reduce the spread 

from exponential to linear and then to zero. Only time will tell how successful this practice of 

isolation will be in the long-term in terms of deaths as there are many other factors that need to be 

considered such as the persons age and other illnesses.  

Yet, in my opinion the use of such digital monitoring, surveillance, and detection in the 

prevention of the spread of the infection of COVID-19 will be the most important case in the 

progressive advent of artificial intelligence (AI), big data, and the next-generation 

telecommunication network (5G). When there are 300 million plus patients globally or even 30 

million in one country then an AI decision support tool could generate not only a decision on 

isolation or quarantine but also a referral triage decision, ensuring correct referral urgencies within 

any local health system. That means finding the sick person quickly and ensuring the sickest receive 

priority to ensure their quick return to health.  

So, in my opinion, COVID-19 has shaken the world, in more ways than one. Many countries 

will need to address health care deficiencies for the role of the state is to provide for and to protect 

the citizen. Yet, digital health interventions to reduce infection by isolation are not a substitute for 

functioning health systems that require hospital beds and ventilators. They also pose the question 

of how many democratic states can use monitoring, surveillance, and detection while still adhering 

to privacy and rights, even if these are successful means.  

The bottom line is that political leaders must look at how states have taken drastic measures 

in drastic times. One measure, taken by five states, is digital monitoring, surveillance, and detection 

in the prevention of COVID-19. If shown that this measure can turn the tide then it must be taken 

by all states. It would be an understatement to say that a life has been saved at the cost of privacy 

and rights rather than to say a life was lost because it protected the deceased’s privacy and rights 

when alive but didn’t save his/her life.   
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