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Executive Summary 

As the foreign country that was closest to the attacks that occurred in the United 
States on September 11, 2001, Canada’s government moved quickly to  strengthen its 
own law greatly and demonstrate solidarity with the United States by enacting an Anti-
terrorism Act by the end of the year.  This statute created a series of terrorist or terrorist-
related offenses that are punishable with stiff sentences.  Over the next couple of years, 
Canada also amended its immigration, money laundering, public health, and agriculture 
laws to specifically address terrorist threats.  In addition to legislative reforms, Canada 
worked with the United States to create a Safe Border Accord and a Safe Third Country 
Agreement and it reorganized the government to create a Department of Public Safety.  
In recent years, several provisions of the new or amended laws have been held to be 
unconstitutional.  The current Conservative government has proposed amendments that 
would preserve basic mechanisms of the laws while simultaneously satisfying the court’s 
constitutional findings. 

The Canadian economy has been very strong over the past seven years.  The 
dollar has appreciated approximately forty percent against the U.S. dollar over this 
period.  Nevertheless, any disruption in trade with the United States could create serious 
economic hardship within the country.  Therefore, the Canadian government has been 
working extremely hard at trying to keep the border open to trade and tourism without 
sacrificing the security of both the United States and Canada.  The Canadian government 
has been particularly concerned about the effect the United States Western Hemisphere 
Travel Initiative respecting land border crossings could have on tourism because it 
would require adults to carry a passport.  On the other hand, the one Canadian policy 
that has raised the most concern in the United States has been Canada’s refugee policy.  
Canada has a generous system that some security analysts believe is open to abuse by 
foreign terrorists who hope to use Canada as a backdoor for entry to the United States.  
None of the persons who were involved in the September 11 attacks on Washington and 
New York, however, came into the country from Canada. Only one would-be terrorist has 
been arrested at the Canada-U.S. border while on a mission to attack a U.S. target.  The 
Canadian government has also taken some steps to reform its immigration laws to more 
carefully screen possible terrorist threats.  Nevertheless, Canada still accepts a far larger 
number of new immigrants every year than the United States on a per capita basis and 
many of its immigrants come from Asian countries that have experienced political 
violence. 
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I.  INTRODUCTION 

A.  TYPE OF GOVERNMENT 

1.  The Monarchy 

 Canada is a constitutional monarchy in which both the Queen and her lone appointee in Canada, 
the Governor General, both can  be considered formal heads of state.  This is because the Queen, from 
whom all royal prerogatives derive, has delegated all of her powers over Canada to the office of the 
Governor General, except her power to appoint or dismiss the Governor General.  In practice, all 
Governors General have been appointed by Britain’s reigning monarch on the advice of the Canadian 
Prime Minister since 1930.  The Prime Minister is the head of the government in the House of Commons, 
and some of the major responsibilities of the Governor General are to formally summon, prorogue, and 
dissolve Parliament.  The Governor General calls on the leader of the party that won the most seats in the 
House to form a government.  The Governor General also gives royal assent to laws and regulations 
enacted by Parliament upon the advice of the government.  The Governor General is bound by an 
unwritten constitutional convention to assent to laws and regulations passed by Parliament,1 but certain 
questions remain as to what powers the Governor General might legally exercise in emergencies or 
extraordinary circumstances.  Questions also exist as to the Governor General’s power to recognize a 
coalition or to decide who should be asked to form a government in the case of a very close election. 

2.  The Senate 

The upper but less powerful chamber in Canada’s Parliament is the Senate.  Canada’s 105 
senators are appointed by the Governor General acting upon the Prime Minister’s advice.  Provincial 
representation in the Senate is based upon a regional formula.  The Maritimes (excluding Newfoundland), 
Quebec, Ontario, and the West all have twenty-four seats.  Newfoundland and the three territories are 
represented by nine additional senators.  This formula has led to increasingly disproportionate 
representation, because the center of the Canadian population has moved steadily westward and gives 
such Maritime provinces as Nova Scotia and New Brunswick more seats in the Senate than the far more 
populous Western provinces of British Columbia and Alberta.  There have been many proposals to 
abolish or reform the Senate over the years.  Most of the ideas for reform envision the Senate becoming 
more equal, elected, and effective or a “Triple E” institution.  The Conservative Government elected in 
2006 has long supported Senate reform and recently introduced a bill to provide for the election of 
Senators and to replace the current mandatory retirement age of seventy-five with fixed terms.2  However, 
as the leader of a minority government, Prime Minister Harper will need support from a collection of 
opposition members or support from one of the two largest minority parties to make even these changes.  
Any proposal to change the representational formula would require not only the support of Parliament but 
also unanimous provincial consent. 

Being an appointed body, the Senate usually has confined its activities to conducting studies and 
inquiries, giving a second examination to bills passed by the House of Commons and proposing 
amendments.  In order for a bill to become law, however, it must be passed in identical form in both the 
House of Commons and the Senate.  While the Senate has seldom refused to enact legislation approved 
by the House of Commons, it is not uncommon for a bill that was passed by the House of Commons to 
                                                      

1  PETER HOGG, CONSTITUTIONAL LAW OF CANADA 253 (4th ed. 1997). 
2  Senate Appointment Consultations Act, Bill C-43, 39th Parl. 1st Sess.  
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languish in the Senate, the chamber of “sober second thought,” and eventually be extinguished through 
the calling of a general election before it is taken up and approved by the upper chamber.  The most 
famous active intervention by the Senate in the legislative process occurred in 1988.  In that year, the 
Senate refused to pass the government’s bill to approve the Canada-United States Free Trade Agreement 
until a general election was held.  When the government headed by former Prime Minister Brian 
Mulroney subsequently was returned to power in an election that focused on the trade agreement, the 
Senate passed the government’s implementing legislation.  This action is considered “exceptional” and 
“anomalous” by many constitutional scholars3 and was not repeated when the North American Free Trade 
Agreement (NAFTA) came up for a vote.   With the 2006 election of a minority Conservative 
Government, Canada’s upper chamber again was dominated by Senators appointed by the opposition 
Liberal Party.  It remains to be seen whether this Liberal majority in the current Senate will be as active as 
its predecessor was when the last Conservative government was in power. 

3.The House of Commons  

The lower chamber of the Parliament of Canada is the House of Commons.  The House of 
Commons currently has 308 seats that are filled through elections in single-member districts.  Canada 
does not have a system of proportional representation but it has always been a multiparty state.  The 38th 
Parliament consisted of members of the Liberal, Conservative, Bloc Quebecois, and New Democratic 
parties.  The same parties are now represented in the 39th Parliament, but the Conservative Party has 
supplanted the Liberal Party as the largest party in the House of Commons.  However, because the 
Conservative Party has well under half of the Members of the House of Commons, it is a minority 
government that can have any of its proposals defeated by the combined opposition parties.  A possible 
alternative to a minority government in a parliamentary system is a coalition government in which at least 
two parties are represented in the cabinet.  However, coalitions have been very rare in Canadian history.    

The House of Commons is elected through an electoral system that is based upon a regional 
representation formula set out in the Constitution4 and the Electoral Boundaries Readjustment Act.5  The 
Constitution provides that the House of Commons shall consist of 282 Members, subject to additions to 
account for population growth.  In 1976, Ontario was given ninety-five seats; Quebec seventy-five seats; 
British Columbia twenty-eight seats; Alberta twenty-one seats; Saskatchewan fourteen seats; Manitoba 
fourteen seats; Nova Scotia eleven seats; New Brunswick ten seats; Newfoundland seven seats; Prince 
Edward Island four seats; and the Yukon and the Northwest Territories each received one seat.6  The 
Constitution’s allowance, however, for increases in membership to provide better proportional 
representation is subject to one major exception.  The exception is that all provinces are guaranteed at 
least as many seats in the House of Commons as they have in the Senate.  Asalready mentioned, the 
Senate has105 seats.  Ontario and Quebec both have twenty-four seats; Nova Scotia has ten seats; New 
Brunswick has ten seats; Manitoba, Saskatchewan, British Columbia, Alberta, and Newfoundland all 
have six seats; Prince Edward Island has four seats; and the Yukon, Nunuvut, and the Northwest 
Territories all have one seat.7  Thus, the rule that all provinces must have at least as many seats in the 
House of Commons as they do in the Senate is most significant to the Maritime provinces of 
Newfoundland, Nova Scotia, New Brunswick, and Prince Edward Island because they were given a 

                                                      

3  Id. at 252. 
4  Constitution Act, 1867, R.S.C. No. 5, s. 51 (1985). 
5  Electoral Boundaries Readjustment Act, 1985, R.S.C. c. 6 (2nd Supp. 1988). 
6  Constitution Act, 1867, R.S.C. No. 5, s. 51 (1985). 
7  Id. s. 22. 
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disproportionate number of seats in the Senate.  The other provinces are not in danger of falling below the 
floor contained in the Constitution. 

The Electoral Boundaries Readjustment Act established a second guarantee respecting provincial 
representation in the House of Commons.  This guarantee is that a province’s representation cannot, as a 
result of readjustment, fall below its 1976 totals.  This provision is of greatest benefit to the Provinces of 
Quebec and Saskatchewan because their populations have been declining as a percentage of the total 
Canadian population.  However, the Electoral Boundaries Readjustment Act does allow for the addition 
of new seats in the House of Commons for provinces that have experienced growth.  Thus, in 2003, the 
number of seats in the lower chamber was increased to 308 to reflect growth in the populations of 
Ontario, British Columbia, and Alberta. 

Electoral districts are adjusted in accordance with the Electoral Boundaries Readjustment Act.8  
The Electoral Boundaries Readjustment Act requires the use of census data to determine whether electoral 
boundaries need to be adjusted.  For many years, Canada conducted a census every ten years.  More 
recently, censuses have been conducted every five years.9  The last three censuses were conducted in 
1996, 2001, and 2006.  In conducting a census, Statistics Canada attempts to count all residents.  The 
census counts not only adult citizens but also minors, resident aliens, refugee claimants and other persons 
who can establish that they are living in Canada indefinitely.  Persons who are staying in Canada as 
temporary visitors, such as students and workers on employment visas are not counted in Canadian 
censuses. 

While Canada’s Constitution provides that a general election must be called within five years of 
the previous general election,10 few Parliaments last much longer than four years.  Most elections are 
triggered by the Prime Minister asking for Parliament to be dissolved in its third or fourth year of 
existence.  There is often much speculation about when an election will be called because Prime Ministers 
usually decide to call them when their party’s chances of returning to power are greatest.  However, some 
elections are forced upon them.  A government that loses a vote of no confidence in the House of 
Commons is generally obliged to ask the Governor General to dissolve Parliament and call a general 
election.  What constitutes a vote of no confidence has been the subject of some debate in recent 
yearsbecause governments have been interpreting it more narrowly than was historically the case.  
Nevertheless, it still seems that the defeat of a proposed budgetary measure is generally the most 
recognized  form of a vote of no confidence.  Defeat on a major bill proposed to fight terrorism also might  
be viewed as a vote of no confidence because of the subject’s importance to national security and foreign 
relations. 

 The Conservative government has proposed major federal electoral reforms and has passed a bill 
to create An Act to Amend the Canada Elections Act that would provide for an election to be 
automatically called four years after the previous election.  While this bill has been approved by the 
House of Commons, it is still being considered by the Senate.11  If enacted into law, the bill would not 
preclude the possibility of a government being defeated at any time but it would negate  any federal 
government’s ability  to call elections at the time of its own choosing.  In return, the likelihood of a 

                                                      

8  Electoral Boundaries Readjustment Act, R.S.C. c. E-3 (1985), as amended by R.S.C. c. 6 (2nd Supp. 1988).   
9  STATISTICS CANADA, 1996 CENSUS HANDBOOK, available at 

http://www12.statcan.ca/english/census01/info/96_%20Handbook-2002.pdf. 
10  Constitution Act, 1867, R.S.C. No. 5, s. 50 (Appendix 1985). 
11  Bill C-16, 39th Parl. 1st Sess., 

http://www.parl.gc.ca/LEGISINFO/index.asp?List=ls&Query=4544&Session=14&Language=e (last visited  

http://www12.statcan.ca/english/census01/info/96_%20Handbook-2002.pdf
http://www.parl.gc.ca/LEGISINFO/index.asp?List=ls&Query=4544&Session=14&Language=e
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government being defeated through a vote of no confidence would probably be diminished, as opposition 
parties might fear that the public would punish them for forcing an election that was not considered 
necessary, unless their were such exceptional circumstances as a crisis threatening national health or 
security or a major public shift away from the government’s foreign policies. 

Resident aliens and other non-citizens are not allowed to vote in federal elections.  Canada 
maintains a national Register of Electors.12  This list was originally compiled in 1996 through a form of 
door to door canvassing called enumeration.  The Register of Electors has since been updated through 
information obtained from tax authorities, provincial governments, driver’s license applications, and other 
sources.13  Canada does not use social insurance information in compiling its list of electors for reasons of 
privacy. 

Vacant seats in the House of Commons are filled through special by-elections.  The Prime 
Minister decides when by-elections will be held.  The calling of by-elections is another strategic decision, 
as the results of a by-election are often interpreted to reflect the current level of popular support for the 
government. 

 
II.  LEGAL SYSTEM 
 

A.  The Constitution 
 
Canada does not have a single constitutional document.  In 1867, the United Kingdom united the 

four provinces of Ontario, Quebec, Nova Scotia, and New Brunswick as the Dominion of Canada through 
the enactment of the British North America Act.14  This statute divided legislative powers between 
Parliament and the provincial legislatures.  The original British North America Act has since been 
renamed the “Constitution Act, 1867” but it remains in force and its division of powers, though modified, 
has remained largely intact.15  On its face, this division would appear to give Parliament very broad 
authority to enact legislation covering virtually any matter it wishes to address, due to the fact that it gives 
Parliament jurisdiction over interprovincial trade and commerce and residual powers over matters not 
assigned to the provinces.  However, the courts have broadly interpreted the provinces’ enumerated 
powers, particularly for those termed “property and civil rights,” and, consequently, have ensured that 
Canada is, in practice, a more decentralized federation16 than the United States.  Many fields that are 
governed by federal legislation in the United States are governed by provincial legislation in Canada.  A 
few examples are labor law, securities regulation, and intraprovincial transportation.  However, there is 
one major exception to this rule that is particularly relevant to the fight against terrorism.  The 
Constitution Act, 1867, gives Parliament exclusive jurisdiction to enact criminal laws for Canada.17  In 
exercising this power, Parliament has enacted a Criminal Code that applies throughout the country.  The 
provinces do not have their own separate criminal codes for intraprovincial or minor crimes, but they can 
enforce laws otherwise within their jurisdiction through what are termed “quasi-criminal laws.”  Highway 
traffic laws are an example of quasi-criminal laws.  Antiterrorism legislation, on the other hand, is 
criminal law in the strict sense that it falls almost entirely within the exclusive powers of Parliament. On 

                                                      

12  Id. s. 44. 
13  STATISTICS CANADA, 1996 CENSUS HANDBOOK, supra note 6. 
14  30 & 31 Vic. c. 3. 
15  Constitution Act, 1867, R.S.C. No. 5, ss. 91-92 (Appendix 1985). 
16  Id. s. 92(13) 
17  Id. s. 91(27). 
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the other hand, as will be seen, the provinces do have primary responsibility for enforcing the criminal 
laws written by Parliament. 
 

B. The Charter of Rights and Freedoms 
 

The original Constitution of 1867 did not give Canada the power to amend its Constitution or 
give Canadians constitutional guarantees similar to those found in the United States in the Bill of Rights.  
In 1982, these two matters were addressed through the enactment of the Constitution Act, 1982.18  This 
document replaced the anachronistic procedure of formally asking the United Kingdom’s government to 
enact an amendment to change the Constitution, with complex formulas for Parliament to amend the 
Constitution with the consent of all or some of the provinces, depending on the nature of the proposed 
changes, and it simultaneously created the Canadian Charter of Rights and Freedoms19 [hereinafter 
referred to as the Charter]. The adoption of the Charter has dramatically altered constitutional law in 
Canada over the past twenty-four years.  Whereas the study of this field was once focused almost entirely 
on the legislative powers of Parliament and the provinces,  now subjects such as civil rights or what limits 
the Charter places on the powers of Parliament and the provincial legislatures have moved to the 
forefront.  In fact, the most hotly debated constitutional question in Canada today is whether aspects of 
Parliament’s major response to the events of September 11 in the United States, the Anti-terrorism Act of 
2001, 20 contravene provisions of the Charter. 

 
The Charter differs from the Bill of Rights in a number of respects.  For example, the Charter is 

far more detailed.  For this reason, as well as a judicial trend that embodies more European influences 
than are encountered in American jurisprudence, the Charter has been interpreted to give Canadians 
guarantees that have not been found to exist in the United States.  A clear example in this regard is 
protection from the death penalty.  Canadian courts have interpreted the Charter to not only prohibit the 
imposition of the death penalty but also to prohibit the extradition of persons who face the death penalty 
except in “extraordinary circumstances.”21  However, while the Charter is more detailed than the Bill of 
Rights, it is also qualified in two significant respects.  First, Charter rights are subject to “such reasonable 
limits prescribed by law as can be demonstrably justified in a free and democratic society.”22  This 
limitation gives the courts authority to uphold laws that they consider “reasonable” in a democratic 
society even if they would otherwise contravene the Charter.  Secondly, the Charter contains a 
“notwithstanding” clause that generally gives Parliament and the provincial legislatures authority to 
declare that legislation they have enacted is to go into force “notwithstanding” the fact that it contravenes 
the Charter.23  While some legislators were afraid that the inclusion of this clause would give Canadian 
governments a convenient way to ignore Charter guarantees, Canadian governments in actuality have 
been so concerned that invoking the notwithstanding clause would create a public backlash that they have 
avoided using it almost entirely.  In fact, the notwithstanding clause has not been invoked by Parliament 
on a single occasion and it has been resorted to on the provincial level only in a couple of instances. 

                                                      

18  R.S.C. No. 44 (Appendix 1985). 
19  Part I of the Constitution Act, 1982, being Schedule B to the Canada Act 1982, c. 11 (U.K.). 
20  2001 S.C. c. 41. 
21  United States v. Burns, [2001] 1 S.C.R. 283.  
22  Part I of the Constitution Act, being Schedule B to the Act Act, 1982, c. 11, s. 1 (U.K.). 
23  Id. s. 33. 
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C. Common and Civil Law 
 

Canada is a common law jurisdiction with one major exception.  In most matters considered to be 
in the private sphere, such as family, property, commercial, and contractual law, the Province of Quebec 
is a civil code jurisdiction. Quebec has both a Civil Code and a Code of Civil Procedure.  However, as 
previously stated, Quebec does not have its ownCriminal Code.  The Federal Criminal Code applies in 
Quebec as well as in the other provinces and that Code was founded upon principles of British common 
law.  Thus, Quebec actually has a hybrid legal system.  The common law applied in Canada is almost 
entirely derived from the pronouncements of the highest British courts even though domestic variations 
have become more common.  

 
D. The Judiciary 

 
While the Criminal Code is a statute, enforcement of it is entrusted to the provincial attorneys 

general.  Trials of persons charged with violating the Criminal Code are held in provincial courts.  
Appeals from provincial trial decisions can be taken to the higher provincial courts.  The highest courts in 
the provinces are the Courts of Appeal.  Appeals from decisions of the Courts of Appeal can be taken, 
usually with leave, to the Supreme Court of Canada.  Thus, Canada has an integrated system in which the 
Supreme Court reviews decisions of provincial courts.  Canada does not have parallel federal and 
provincial courts for separate determinations of federal and provincial laws. The Supreme Court is not 
limited to applying federal law.  Canada does have a Federal Court, once called the Exchequer Court, 
below the Supreme Court and this court does have a trial division as well as an appellate division. 
However, rather than being involved in the enforcement of the country’s criminal laws, the Federal Court 
is chiefly involved in reviewing decisions of federal boards, commissions and tribunals and determining 
questions of law referred to it by federal boards, commissions and  tribunals.24  In the fight against 
terrorism, the Federal Court is involved in reviewing police and governmental actions to determine 
whether they are in conformance with the constitution and laws of Canada.   
 

Canada also has a special Court Martial Appeal Court to hear appeals from military tribunals 
established under the National Defence Act25 by members of the Canadian Armed Forces charged with 
violating the Code of Service Discipline or other military regulations.  Members of the Canadian Armed 
Forces can also be tried in provincial courts as they are also subject to the provisions of the Criminal 
Code for such offenses as murder.  The Court Martial Appeal Court does not hear appeals in cases 
involving foreign persons charged with war crimes or terrorism offenses. 

 
 

                                                      

24  Statistics Canada, Canadian Centre for Justice Statistics, Profile of Courts in Canada 1997 (1998). 
25  R.S.C. c. N-4 (1985), as amended. 
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E. Incidence of Terrorism 

 
             1.  Domestic Terrorism 
 

Although it has been reported that there were approximately 428 incidents of terrorism in Canada 
between 1960 and 1989,26  Canadian history is marked by a very low level of serious political violence.  
On the federal level, one of the fathers of Confederation was assassinated by a radical Fenian supporter in 
1869, but there have been no other major incidents of violence against a federal official.  On the 
provincial or local level, a cabinet minister in the government of Quebec was assassinated by the violent 
separatist organization known as the Front de Liberation du Quebec or “FLQ” in 1970, but the crisis that 
this action provoked was short-lived.  Nevertheless, the assassination of this cabinet minister in Quebec, 
which had been preceded by the kidnapping of a British diplomat a few days earlier, was a major event in 
Canadian history, and the period that followed it has come to be known as “the October crisis.” After the 
two separate kidnappings occurred, the federal government headed by former Prime Minister Pierre 
Trudeau responded by issuing a proclamation declaring that “an apprehended insurrection exists.”  This 
action brought the extant War Measures Act into effect and led to the arrest and detention of 497 people.  
Less than twenty-five of these persons were ever convicted of related crimes, and Canada’s leading expert 
on constitutional law has characterized the government’s actions as “a remarkable suspension of civil 
liberties.”27  The sight of Canadian troops securing Parliament Hill, airports, and other national sights was 
a great shock to many Canadians, and the War Measures Act was later repealed and replaced with an 
Emergencies Act.  The latter statute places greater restrictions on the powers of the government to declare 
and maintain a form of martial law than its predecessor28 and it gives the courts a major role in reviewing 
governmental actions to better guard the civil liberties of citizens.   
 

Nearly half of the other cases of political violence in recent Canadian history have also involved 
small groups of extremist Quebec separatists.  However, the number of these incidents tapered off after 
the FLQ crisis in the same way that political violence tapered off in the United States after the war in 
Vietnam, and there is little fear of a reemergence of violent separatism in Quebec.  Most of the reported 
incidents in recent years have involved such actions as the defacement of statutes and there have been no 
serious threats to health or safety.  Since 1970, the Quebec independence movement has grown into an 
almost entirely mainstream force.  Two separatist governments have been elected in Quebec, two 
referendums on sovereignty have been held, and the majority of Quebec’s seats in the House of Commons 
have been captured by the independence-seeking Bloc Quebecois.  Nevertheless, Quebec’s status within 
the confederation has not changed.  The last referendum on sovereignty was held in 1995 and, although 
the result was extremely close, the proposal that could have led to a declaration of independence by the 
Quebec government was defeated.  The provincial separatist party, the Parti Quebecois, is currently in the 
opposition in Quebec and does not have a timetable for holding yet a third referendum.  The Bloc 
Quebecois fully participates in the House of Commons even though it was primarily formed to guard and 
promote Quebec interests.  The Bloc does not run candidates outside of Quebec. 

Outside Quebec, radical leftists have committed some bombings in Ontario and right-leaning 
groups in the West have also engaged in isolated violent behavior.  However, these incidents, along with 
similar actions by such “single issue players,” such as violent anti-abortion, anti-war, and animal rights 

                                                      

26  Mackenzie Institute, Overseas Terrorism in Canada, 3 (2003), available at 
http://www.mackenzieinstitute.com/2003/other_peoples_wars2.htm#terrorism. 

27  HOGG, supra note 1, at 466. 
28  Emergencies Act,  R.S.C. c. 22 (4th Supp. 1989). 

http://www.mackenzieinstitute.com/2003/other_peoples_wars2.htm#terrorism
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activists, have been fairly rare.  Consequently, Canada can be characterized as a country that historically 
has had a very low level of domestic terrorism against domestic targets. 

            2. Terrorist Attacks on Canadian Targets Abroad 

Terrorist attacks on Canadian targets abroad have been even rarer than domestic terrorist attacks.  
In assessing the situation, the Canadian-based MacKenzie Institute has written as follows:  

Deliberate attacks on Canadian targets abroad have been few and far between—so far.  
The Canadian Embassy in Peru was bombed (with only minor damage) in 1991, and the 
Air Canada cargo area in Los Angeles International Airport was bombed by an Armenian 
group in 1982.  Canadian diplomats have had to exercise caution in some postings (Sri 
Lanka, for instance, where there was a terrorist attack on non-Canadian targets just 
outside the Canadian Chancery in 1992) but so far they do not seem to have been 
targeted.29

Some other incidents, such as a few attacks on Canadian peacekeepers, could undoubtedly be added to 
this short list.  However, it remains true that no Canadian diplomatic missions or military installations 
have ever suffered significant damage as the result of a terrorist attack abroad.  On the other hand, 
Canadians have been victims of foreign terrorism.  Twenty-four Canadians are believed to have died in 
New York during the attacks of September 11.  Since then, two Canadians have been killed in Bali and 
Canadian Forces personnel have been killed or wounded in terrorist attacks in Afghanistan. 

  3. Foreign Terrorism in Canada 

The most deadly form of terrorism experienced in Canada has been foreign terrorism directed at 
foreign targets. The most serious tragedy of this type was the Air India disaster of 1985.  In June of that 
year, two suitcase bombs were placed on planes in Vancouver.  One of these bombs exploded in Japan 
and killed two baggage handlers.  The other exploded on Flight 182 as it was approaching Ireland on its 
way from Toronto to the United Kingdom. Three hundred and twenty-nine persons were killed in this 
disaster, most of whom were Canadian citizens.  Within a few months, weapons charges were laid against 
two persons.  One of these persons, a Sikh militant, was convicted on one of the charges. He eventually 
served ten years in prison, but the investigation into the other persons who were primarily responsible for 
the tragedy dragged on for fifteen more years despite the fact that, as later evidence showed, Canadian 
police had been tracking and wiretapping the prime suspects in the case even before the bombings 
occurred.  During the lengthy investigation, it was revealed that the Royal Canadian Mounted Police had 
been concerned for several years prior to 1985 that Sikh militants might eventually retaliate in Canada for 
the Indian Government’s raid on a Sikh temple in India.  The one person already convicted in connection 
with the bombing and the two other Sikh suspects were eventually charged with murder.  Before he could 
be apprehended, another key suspect was killed during a police raid in India.  When the one person 
already convicted pleaded guilty to lesser charges, the trial went forward against the remaining men.  The 
trial lasted nineteen months.  Several witnesses testified against the accused, but in the end, the trial judge 
ruled that the Crown’s case was too weak and the two accused Sikhs were acquitted.  The trial had been 
conducted by a single judge sitting without a jury and friends and relatives of the accused were outraged 
at the result.  Many of these friends and relatives demanded a public inquiry.30

                                                      

29  McKenzie Institute, supra note 22. 
30  CBCNews, The Bombing of Air India Flight 182, http://www.cbc.ca/news/background/airindia (last visited Dec. 19, 

2006). 

http://www.cbc.ca/news/background/airindia


Legal Responses To Terrorism – January 2007                                                The Law Library of Congress – 10 

In November of 2005, the former Liberal Government asked a former Premier of Ontario to 
conduct a focused inquiry into the Air India disaster.  The former Premier agreed to conduct a hearing, 
but indicated that he did not plan to retry the suspects now protected by the principle that a person cannot 
be tried twice for the same offense.  Instead of conducting an essentially quasi-criminal trial of the 
acquitted persons through a hearing, the plan was for the inquiry to consider the following matters: 

• whether the assessment of Sikh terrorism was adequate in light of the available 
information. 

• whether the Royal Canadian Mounted Police and the Canadian Security Intelligence 
Service cooperated adequately in the investigation. 

• whether the intelligence gathered was adequately presented at trial; and 

• whether any breaches of airport security have been addressed.31 

After the former Premier of Ontario decided to run for the leadership of the Liberal Party, the 
Prime Minister appointed a retired Supreme Court justice to head the Air India inquiry.  One of the more 
contentious issues to be examined by this former justice may well be whether evidence was withheld or 
destroyed by police and security officials to either cover-up wrongdoings or protect sources. 

The Air India disaster was the most deadly bombing in Canadian aviation history.  There have 
been other acts of Sikh terrorism in Canada, but none have had such deadly consequences.  As to other 
attacks by foreign elements on foreign targets in Canada, the McKenzie Institute has written as follows: 

[One expert] listed 62 incidents of international /émigré terrorism between 1960 and the end of 
1989.  Most of these involved unsophisticated attacks with pipe-bombs and Molotov cocktails on 
diplomatic sites—with the Cuban Consulate in Montreal receiving much unwelcome attention 
from Cuban expatriates during the 1960’s.  There were some attacks on Yugoslavian targets 
mounted by Canadian Croatians (who also sponsored some terrorist incidents inside Yugoslavia); 
some prominent Canadian Jews were among the intended targets of a Black September letter 
bomb campaign in 1971-72.  Two Canadian Marxists also stumbled off to Nicaragua for 
“Solidarity Work” with the Sandanistas in the late 1980s, but had actually been recruited by a 
Latin American terrorist group and deliberately involved themselves in the kidnapping of a 
Brazilian multi-millionaire. 

Two other sources of terrorism during this time included the Armenian Secret Army for the 
Liberation of Armenia and the Justice Commandos of the Armenian Genocide, and the start of 
Sikh terrorism inside Canada.  The Armenian groups lived a short, but spectacular life, 
assassinating a Turkish military attaché on Ottawa’s prestigious Island Park Drive in a rush-hour 
drive by shooting, and staging the 1985 takeover of the Turkish Embassy in Ottawa—during 
which a Canadian security guard was shot to death.  Sikh terrorism first appeared in 1979, and has 
been present in Canada ever since.32

Thus, there have been no tragedies against foreign targets in Canada to rival the Air India 
disaster. 

                                                      

31  CBCNews, Ottawa asks Rae to Head Air India Inquiry, Nov. 23, 2005, available at 
http://www.cbc.ca/story/canada/national/2005/11/23/rae-india051123.html. 
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             4.  Foreign Terrorism Originating in Canada 

Canada has not been a steady launching point for terrorist attacks abroad.  Since September 11, 
many political figures, commentators in the media, and security personnel in the United States have 
indicated that they thought the hijackers did or may have come to this country from Canada or that the 
terrorists had some Canadian connection.  There appears to be absolutely no evidence to support of these 
assertions, and, despite the many retractions that have been issued,the facts have been presented, the 
periodic repetitions of this belief in Washington, D.C. and in the U.S. press has been extremely frustrating 
to Canadians  participating in antiterrorism activities at the Canadian Embassy, the Department of Foreign 
Affairs, and Canadian security agencies.33

While there is no evidence of any connection between Canada and the events of September 11, 
however, Canadians have been involved in some planning and execution of terrorist operations in other 
countries.  In a presentation before the Canadian Senate’s Committee on the Anti-terrorism Act, the 
Director of the Canadian Security Intelligence Service listed six examples of Canadian Muslim activities 
in 2005.  These examples were as follows: 

1. A Canadian, since killed, was believed to have been involved in the 2003 
Riyadh residential bombings; 

2. The brother of the terrorist just referred to was involved in a plot to attack 
foreign embassies in Singapore; 

3. Members of the family of the late Ahmed Said Khadr have undergone terrorist 
training in Afghanistan and elsewhere; 

4. An Algerian-Canadian was convicted in France of directing a terrorist cell; 

5. A Lebanese-Canadian was imprisoned in Lebanon for shooting at security 
personnel and 

6. Two Tunisian-Canadians made a suicide video and are listed on the U.S. 
“Reward for Justice” Program.34  

The most notable case of a person attempting to come to the United States from Canada to launch 
a terrorist activity did not involve a Canadian citizen.    Ahmed Ressam, the man who has come to be 
known as the “would be millennium bomber,” was born in Algeria and came to Canada in 1994.  
Ressam requested political asylum in Canada.  While his claim was denied, Ressam was allowed to 
stay in Canada pending a refugee hearing.  Ressam apparently left Canada and went to a terrorist camp 
in Afghanistan before sneaking back into Canada with a false passport.  In 1999, he began building a 
bomb in Vancouver.  On December 17, 1999, Ressam was detained by a suspecting U.S. official at the 
Port Angeles, Washington border crossing.  When it was discovered that he was transporting 50 
kilograms of explosives, Ressam was arrested.  At the subsequent trial, there was testimony that 
Ressam had links to Osama Bin Laden.  After being convicted in the United States of conspiracy to 
commit terrorist activities, Ressam accepted an offer for a reduced sentence in return for information 
that would reveal his intentions and for agreeing to testify against his accomplices and some other 

                                                      

33  Presentation by Jim Judd, Director Canadian Security Intelligence Service Senate Committee on Anti-
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would-be terrorists.  Ressam revealed that his plan to was set off a bomb at Los Angeles International 
Airport on New Year’s Eve 1999.  Sentencing was delayed four years while he offered some 
cooperation to investigators.35 When Ressam allegedly stopped cooperating with his interrogators, 
prosecutors sought a sentence of thirty-five years imprisonment.  Defense lawyers contended that he 
had already given American investigators all of the relevant information he could.  On July 27, 2005, 
Ahmed Ressam was sentenced in the United States to twenty-two years imprisonment.36

The Ressam case is one of the most famous border arrests in U.S. history and the fact that the 
“would-be millennium bomber” came from Canada has probably created some of the misperceptions 
about supposed Canadian connections to September 11.  However, the fact is that Ressam was not part 
of the September 11 group and, while he did use Canada as a conduit in his attempt to launch an attack 
in the United States after taking advantage of Canada’s generous refugee laws and system, he was not a 
Canadian citizen or a lawfully accepted refugee. 

5.  Terrorist Concerns 

Since September 11, Canadian fears about the possibility of future political violence have 
centered almost entirely around Muslim extremism.  Canadian concerns about Muslim terrorism striking 
the country can be broken down into concern over foreign threats and concern over homegrown threats. 

            6.  Foreign Terrorism Concerns 

In the immediate aftermath of September 11, there was considerable concern in the United States 
that more foreign terrorists might soon attempt to enter the country through Canada.  Canada is often 
portrayed as a country that is less concerned with terrorist threats than the United States and easier to 
enter and remain in, particularly as a refugee claimant.  Since 2001, American concerns have increasingly 
shifted to the problem of securing the southern border.  However, concerns over Canada’s commitment to 
border security still exist.  Some of this concern is fueled by a perception that Canadians feel somewhat 
protected from terrorism because they did not send troops to fight with the Americans, British, 
Australians, and others in Iraq and recently distanced themselves somewhat from Washington under the 
leadership of former Liberal Prime Ministers Chretien and Martin.  Polls showing that less than half of 
Canadians claim that they are worried about terrorism, as opposed to over 70percent of respondents in 
Britain, Italy, Germany, and Spain, have received widespread coverage.37 However, while it is probably 
true that most Canadians are somewhat less fearful of terrorist attacks occurring within their country than 
most Americans, Canadian concerns are far from negligible.  Canada has contributed forces in 
Afghanistan, worked closely with the United States on border initiatives, passed anti-terrorist legislation, 
and has created a Department of Public Safety.  Law enforcement officials have been working to uncover 
and break up terrorist cells within the country and such foreign developments as the subway bombings in 
London and the Muslim riots in France have heightened Canadian fears of terrorist activities since 
September 11.  Within Canada, it has often been noted that, in 2002, Osama Bin Laden released a 
videotape in which Canada was singled out and described as one of “the most important countries allied 
with America.”38 This tape also mentioned Britain, France, Italy, Germany, and Australia as prime targets 

                                                      

35  Ahmed Ressam: The Would-be Millenium Bomber, CBCNews, July 27, 2005, available at 
http://www.cbc.ca/news/background/osamabinladen/ressam_timeline.html. 

36  Id. 
37  Views on terrorism and Iraq in seven countries spotlighted by poll, Associated Press, Oct. 11, 2004. 
38  Stewart Bell, Bin Laden Videotape Singling Out Canada Redistributed: Internet Video, FINANCIAL POST, July 14, 
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for al-Qaeda.  As has also been frequently repeatedin the Canadian media, Canada is the only one of the 
listed countries that has not yet been victimized by a terrorist bombing claimed by al-Qaeda.  This has led 
some commentators to speculate that Canada could be the target for the next major attack.  Some 
Canadians are particularly fearful of this possibility because they believe that the image that they are more 
open to foreign terrorists than the United States, whether deserved or not, makes Canada appear to be an 
inviting target. 

7.  Homegrown Terrorism 

Concern over the possibility of homegrown terrorism is a more recent phenomenon.  Reports that 
many of the suspected bombers in the 2005 London bombings were youths who had spent most of their 
lives in the United Kingdom served to greatly intensify concerns that the same type of homegrown 
terrorism could occur in Canada.  The Muslim community in Canada is diverse and complex.  Rather than 
being descendants of immigrants from one particular country, the vast majority of Canada’s Muslims are 
recent immigrants or the children of recent immigrants from many different countries.  In 1981, the 
Muslim population of Canada was around 100,000 persons.  Over the next ten years the population more 
than doubled to around 230,000 with over half of those persons living in Ontario.  Statistics from the 
2001 census show the Muslim population had more than doubled again to around 580,000.  Of these 
Muslims, nearly 350,000 were living in Ontario and around 100,000 were living in Quebec.39  About two-
thirds of the other 130,000 Muslims were living in Alberta and British Columbia.  In the other five 
provinces, the Muslim populations were very small. 

While Canada’s Muslim immigrants have come from many different countries, there are some 
regional patterns in the Muslim community.  In Quebec, most of the immigrants have come from North 
Africa and the countries of the Middle East that once had a French occupation.  Quebec administers its 
own immigration program and has always had difficulties attracting qualified French-speakers.  One 
region where Quebec has traditionally found a large number of eligible French-speaking immigrants has 
been the Middle East and North Africa.  Since September 11, Quebec has been recruiting more actively in 
non-Muslim countries and it has been screening applicants from the Middle East more closely.  The 
Federal Government follows up nominations with its own, recently-intensified security checks.  These 
measures have apparently slowed Muslim immigration to the province. 

Ontario, by contrast, has drawn more Muslim immigrants from Iran, Indonesia, Pakistan, India, 
the Persian Gulf, and other areas that were once under British control or have been historically 
independent.  Many Muslims admitted to live in other parts of the country have also moved to Ontario to 
be closer to friends and relatives. 

Within Ontario and Quebec, about three-quarters of the Muslims live in the two largest 
metropolitan areas of Toronto and Montreal.  This fact means that Canada’s Muslim communities are 
very concentrated.  Within Canada there is a popular slogan that whereas the United States has the model 
of the melting pot, Canada promotes a cultural mosaic.  While  the differences between these two models 
are theoretically clear, neither country is a pure melting pot or a pure cultural mosaic and the differences 
between the two countries can easily be exaggerated.  Nevertheless, it is probably true that many 
immigrant communities, including the Muslim community, tend to be somewhat more tightly-knit in 
Canada than in the United States.  In Canada, the idea of the cultural distinctiveness is usually seen as a 
positive feature of Canadian society.  However, security experts fear that insularity promotes diaspora 
nationalism or strong ethnic identification coupled with hostility for one’s country of residence.  While 
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http://www.statcan.ca/english/Pgdb/demo30c.htm. 

http://www.statcan.ca/english/Pgdb/demo30c.htm


Legal Responses To Terrorism – January 2007                                                The Law Library of Congress – 14 

not unique to the Muslim community, diaspora nationalism presently is seen by security personnel as 
being more dangerous within that group than within any other in Canada. 

On June 2, 2006, the dangers of destructive diaspora nationalism were dramatized most vividly 
when twelve Muslim men and five Muslim youths living in Ontario were charged with a series of 
terrorist-related offenses after they had attempted to take delivery of three tons of ammonium nitrate 
fertilizer for the purpose of converting it into the type of powerful explosive fertilizer that was used in the 
Oklahoma City bombing.  The police alleged that the group was planning a series of attacks against 
targets in Southern Ontario in apparent retaliation for Canada’s participation in military operations within 
Afghanistan.  The most shocking detail was that the group had once considered storming the Parliament 
Buildings in Ottawa and that at least one of the accused had talked about beheading the Prime Minister 
and other Members of Parliament.  It was later revealed that the group had decided to focus on Southern 
Ontario targets because it was not familiar with the nation’s capital located on the Eastern side of the 
province. 

The arrests in Southern Ontario prompted an immediate review of security on Parliament Hill.   
Security was tightened and new steps were taken to protect the Prime Minister.  RCMP sharpshooters 
were reportedly assigned to the Prime Minister, new means of transportation were arranged, and new 
procedures for entering the House of Commons were devised.40  

The June 2, 2006, arrests have been described as Canada’s largest counterterrorism operation 
since September 11.41  News of the arrests received mixed reactions in the United States Congress.  Some 
congressmen applauded the RCMP’s effectiveness while others saw the situation as a demonstration that 
Canada’s immigration policies are lax and that its growing Muslim population contains an element that 
poses a growing threat to the United States.42   

The men arrested on June 2, 2006, have been remanded into custody and face a lengthy trial.  
Several of the youths arrested by the police have been granted bail43 and will be tried under the Youth 
Criminal Justice Act.44   

From the above, it can be seen that two major features of the Muslim community are that it has 
been growing rapidly and that it is highly concentrated in the country’s two major urban centers.  Within 
these cities are a number of Muslim organizations.  One organization devoted to exploring legal issues 
surrounding Muslim and Canadian law and promoting understanding of Muslim law through its Web site 
is the Canadian Society of Muslims.    45

One measure of the Muslim community’s independence came in October of 2003 when a group 
of around fifty lawyers and other representatives voted in favor of a proposal to create a committee to 
draft regulation, rules, and by-laws for the Islamic Institute of Civil Justice.  This Institute did not 
immediately begin functioning as a formal body, but plans were for a first Islamic Institute to be created 
                                                      

40  Tim Naumetz and James Gordon, MPs Defiant in Face of Terror Threat: Security Review Ordered for Parliament, 
OTTAWA CITIZEN, June 7, 2006, at A4. 

41  Three Adults Charged in Alleged Terror Plot Remanded into Custody, EDMONTON JOURNAL, July 15, 2006, at A5. 
42  Canada Terror Suspects Held for Trial, ASSOCIATED PRESS, June 6, 2006, available at 
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45  The Canadian Society of Muslims maintains a web site at http://muslim-canada.org/ (last visited Dec. 19, 2006). 
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be in the Toronto area and for later expansion to five other cities.  The goal of the Islamic Institute was to 
employ Sharia law in the resolution of disputes through arbitration.  Sharia law would not have been 
employed to prosecute crimes since criminal law is under federal jurisdiction, but it was to be applied in 
such cases as the settlement of property settlements in divorce cases. The Islamic Institute aimed to train 
Muslim lawyers as arbitrators for both the Sunni and Shiite communities.  These arbitrators would be 
trained in the different schools of Sharia. 

The idea of bringing Sharia law to Canada received widespread coverage in Canada and the 
United States and was not greeted with enthusiasm by all Canadian Muslims. Many Muslims that came to 
Canada as refugees from such countries as Iran and Afghanistan expressed fears about Islamic 
fundamentalism.  Proponents of the Islamic Institute argued that no one would be required to arbitrate 
their disputes, but opponents countered that members of the Muslim community might feel pressured into 
accepting arbitration against their own interests.  One group that spoke out with particular force against 
the use of Sharia in Canada was the Canadian Council of Muslim Women.  In one of its position 
statements, this group contended that there is an idealization of Sharia and a lack of understanding of the 
impact it would have on Canadian Muslim women. The Council suggested that they saw no compelling 
reason to live under any other form of law in Canada than what currently exists and that they want the 
same laws to apply to them as to other Canadian women.  The Council has posted a Declaration opposing 
religious arbitration in family law on its web site.46

In Ontario, the Government has stepped into the debate by introducing proposed legislation which 
would prohibit the courts from enforcing arbitral awards in custody, marriage, and other disputes made in 
accordance with foreign religious law.47 This statute would require arbitrators to apply the laws of 
Ontario to such matters.  There appears to be widespread support for the propsed Family Statute Law 
Amendment Act, but proponents of arbitration under Sharia are expected to voice their opposition to the 
bill loudly.48  The constitutionality of such a law would undoubtedly be challenged.  However, if a court 
was to strike down the law, the Ontario government might be moved by overwhelming public support to 
override the court’s decision by taking the unprecedented, but legal step of declaring that the law shall 
operate notwithstanding the provisions of the Charter.  

The debate over Sharia in Canada is instructive because it shows that there is an active Muslim 
minority that aims to promote a strong and separate Muslim identity within the country.  This group has 
raised fears that terrorists will find it easier to find new recruits within Canada than what was previously 
thought.  In his presentation before the Senate Committee on the Anti-terrorism Act, Director Judd of the 
Canadian Security Intelligence Service stated that “more of the type of persons attracted to terrorist 
networks…are being found in the second generation of immigrant families—whether in Europe, Canada, 
or elsewhere.”49  Hence, the heightened fear of homegrown terrorism.   

II. Legislative History 

A.  Pre-September 11 

                                                      

46 Canadian Council of Muslim Women, Muslim Family Law, 
http://www.ccmw.com/MuslimFamilyLaw/muslim_family_law.htm (last visited Dec. 19, 2006 ). 

47 Family Statute Law Amendment Act, 2006, Bill 27, 38th Leg. 2d Sess., available at 
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Prior to 2001, Canada did not have criminal provisions specifically prohibiting terrorist activities 
or the financing of terrorist activities.  Canada had complied with several international conventions by 
creating such crimes as piracy and offenses against air or maritime safety.50 These crimes covered such 
matters as hijacking, hostage taking, attacking diplomats, and causing air or nautical disasters, but they 
were not aimed at all types of violent behavior motivated by political ideology. Of course, terrorist acts 
such as embassy bombings, political assassinations, and kidnappings could always have been prosecuted 
under the general Criminal Code offenses respecting murder, conspiracy to commit murder, assault, and 
illegal imprisonment.  In fact, opponents of the anti-terrorism measures that were expanded in 2001 
generally argued that the extant laws were fully adequate to deal with the problem. 

In 2000, Parliament created the Proceeds of Crime (Money Laundering ) Act.51  While the prime 
objective of this new law was to “respond to the threat posed by organized crime,”52  some of its 
provisions could have been applied to terrorist activities due to the fact that it established measures to 
detect and deter money laundering and facilitated the investigation and prosecution of money laundering 
offenses.  The Proceeds of Crime (Money Laundering Act) required the reporting of certain suspicious 
transactions to a Financial Transactions and Reports Analysis Centre. 

Canada has long had stricter gun control laws than the United States, and, in 1995, Parliament 
enacted a new Firearms Act to further tighten these laws.  This Act established new licensing and 
registration requirements.  Under the licensing requirements, persons are required to have a license to 
own, borrow, or store a firearm in Canada.  Licenses  currently being issued are referred to as “Possession 
and Acquisition Licenses.”  In order to qualify for a license, a person must pass a public-safety check and, 
for restricted weapons, they must pass a safety course as well.   The registration requirements require 
virtually all firearms to be registered.  In order to register a firearm, a person must have a valid firearms 
license allowing him or her to possess that class of firearm.53

The 1995 Firearms Act also amended and supplemented the Criminal Code’s provisions 
respecting Firearms and Other Weapons in a number of respects.  The Criminal Code generally groups 
firearms into prohibited, restricted, and non-restricted categories.  Handguns that are not prohibited are 
restricted and require special permission to own or transfer.  Permits to carry handguns are issued to 
operators of armoured vehicles but few others.  Permits to carry handguns are not issued to persons for 
reasons of personal security.  Automatic weapons are generally prohibited and many semi-automatic 
weapons are restricted.  The Criminal Code creates numerous offenses in relation to the illegal use, 
storage, transfer, and importation of prohibited, restricted, and non-restricted weapons.  The Criminal 
Code also creates mandatory sentences involving imprisonment for certain firearms offenses.  The last 
major change to the Criminal Code was to create a new system for the issuance of prohibition orders 
against persons convicted of firearms offenses and persons believed to pose a threat to the public.  
Prohibition orders are issued by the courts and are reviewable. 54
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The implementation of the gun registry has been very controversial in Canada.55  In 2002, the 
Auditor General found that what had originally been projected to cost taxpayers around Can$2 million 
would cost approximately Can$1 billion by 2005.  Critics were quick to point out that this was 
approximately five hundred times the original estimate.  The program has also encountered unexpected 
compliance problems.  Even after extending registration and licensing deadlines several times, the 
Government still found the level of willful disobediance to be much higher than was expected.  
Nevertheless, the former Liberal Government remained committed to the 1995 law until its defeat in 
2006.  The new Conservative Government has strong representation in the western provinces where 
opposition to stricter gun control is generally greatest.  On June 19, 2006, the Conservative government 
introduced legislation to remove registration requirements for non-restricted firearms.56  This measure 
will primarily apply to hunting weapons.  Under the proposed legislation, registration certificates will no 
longer be required when transferring a firearm, but a person transferring a non-restricted firearm to an 
individual would be required to seek authorization from the Chief Firearms Officer.  Thus, although the 
Government’s proposal will change the registration requirements, it will not change the requirement for 
all persons to hold a license to possess a firearm.  Background checks will still be conducted and safety 
courses for more dangerous weapons will still be required.  The Government’s bill has only received first 
reading in the House of Commons.  The opposition parties have supported the gun registry in the past 
and, while a majority of the members in the Senate and the House of Commons will probably support the 
proposed amendments, it is unlikely that Parliament will presently agree to any further closing of  the gun 
registry. 

B.  Post-September 11 

Immediately following the events of September 11, the Canadian Government headed by former 
Prime Minister Jean Chretien sought to enact a comprehensive law aimed specifically at combating 
terrorism by the end of the year.  To meet this goal, Parliament moved very quickly to enact both a broad 
Anti-terrorism Act57 and  rename and amend the 2000 money laundering law by extending it to target 
terrorist financing.  On October 15, 2001 the bill creating the Anti-terrorism Act received second reading 
in Canada’s lower chamber, the popularly-elected House of Commons.58  After being so approved in 
principle, the bill was then considered by the justice committee in the House. During the committee 
hearings, many professional groups, including ones representing the legal profession, appeared as 
witnesses. After the bill was reported out of the committee, it received final approval in the House of 
Commons on November 28, 2001. Following passage by Canada’s upper chamber, the appointed Senate, 
the Anti-terrorism Act received Royal Assent on December 18, 2001.  The Government thus met its goal 
of responding to September 11 by the end of 2001. 

As previously mentioned, the question of how the Anti-terrorism Act and its implementing 
regulations, might limit Charter and other rights has become a major issue in the legal profession.  
Although prior to 2001, professional groups had appeared before Senate and House committees to express 
their concerns on this issue on a number of occasions, the debates from that year indicate widespread 
support for some form of anti-terrorist legislation.  The Anti-terrorism Act was approved on second 
reading by a vote of 208 to 8 and it was approved on third or final reading by a vote of 189 to 47.  The bill 
thus had broad support even though some opposition Members did question a number of its provisions.  
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Members from, the Bloc Quebecois and the New Democratic Party, the parties generally considered to be 
to the left of the ruling Liberal Party, expressed many concerns respecting preventative arrests, limits on 
access to information, the absence of full sunset provisions, and the possibility that persons engaged in 
what had generally been viewed as legitimate political dissent could be prosecuted as terrorists.  Members 
of the two conservative parties that have since merged to become the ruling Conservative Party of Canada 
generally argued for greater immigration and refugee reforms, expanded extradition powers, and increases 
in funding for antiterrorist efforts.  The speeches of the opposition parties in the House of Commons 
during the periods allotted for debate covered many issues, but the most frequently discussed topic was 
how much time should have been allotted for consideration of the bill. The opposition parties were united 
in their criticism of the Government’s decision to limit presentations.   Much of the reported proceedings 
consist of exchanges between opposition critics and members of the Cabinet.   The Prime Minister, the 
Minister of Justice and other Government officials generally took the position that it was vital for Canada 
to show solidarity with other countries that had already passed antiterrorism legislation, particularly the 
United States, by enacting the bill without delay.  In this connection, meeting the December 31 deadline 
was seen as symbolically important.  

The Anti-terrorism Act substantially amended the 2000 money laundering law and renamed it the 
Proceeds of Crime (Money Laundering) and Terrorist Financing Act.59  The amended statute states that 
one of its prime objectives is “to implement specific measures to detect and deter money laundering and 
the financing of terrorist activities and to facilitate the investigation and prosecution of money laundering 
offences and terrorist activity financing offenses.”60

Part I of the The Proceeds of Crime (Money Laundering) and Terrorist Financing Act authorizes 
the Governor General, acting upon the advice of the Minister of Finance, to enact regulations that define 
businesses, professions, and activities that are subject to the Record Keeping and Reporting of Suspicious 
Transactions requirements of the Act and  its implementing regulations.  Part II of the Act requires the 
Reporting of Currency and Monetary Instruments.   

C.  Post-2001 Legislation 

Since the creation of the Anti-terrorism Act at the end of 2001, Parliament has amended its 
antiterrorism, money laundering, and other criminal laws on a number of occasions.  Security measures 
have been tightened in response to foreign bombings and uncovered foreign plots to commit political 
violence.  Airport security was particularly increased after the uncovering of a plot against British 
airlines.  However, no foreign events have led to the creation of an entirely new law in the same way as 
the events of September 11 led to the creation of the Anti-terrorism Act. 

D.  Sunset Provisions 

The Anti-terrorism Act contains both a mandatory parliamentary review requirement and a partial 
sunset clause.  As to mandatory review, section 145 of the Act requires that a committee or committee of 
Parliament begin a “comprehensive review of the provisions and operation of the Act” within three years 
from the date that the Act received Royal Assent.61  This provision effectively required reviews in the 
Senate and House of Commons to commence by December 18, 2004.  Nine days prior to this deadline, 
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the House of Commons authorized the Standing Committee on Justice, Human Rights, Public Safety and 
Emergency Preparedness to begin a review of the Anti-terrorism Act, which was performed by  the 
Subcommittee on Public Safety and National Security.  The Senate established a Special Committee to 
conduct a separate review.  The Senate and House Committees were originally required to report back to 
Parliament within a year, but their work was delayed by the dissolution of Parliament in November2005 
and the subsequent calling of a general election.  The House Committee now has a new chairman and new 
membership.  The Senate Committee remains controlled by the opposition, and in the hearings that have 
been held to date, it has generally been more critical of the most controversial provisions of the Anti-
terrorism Act than its counterpart in the House of Commons.   

Like the Firearms Act of 1995, the Anti-terrorism Act of 2001 substantially amended the 
Criminal Code.  While the Government was unwilling to apply a sunset clause to the entire Anti-terrorism 
Act, it did agree to insert a clause providing that three sections would cease to apply “at the end of the 
fifteenth sitting day of Parliament after December 31, 2006 unless, before the end of that day, the 
application of those sections is extended by a resolution…passed by both Houses of Parliament.”62  There 
is an added rule that while the resolution may be debated, it cannot be amended.63 The three clauses 
subject to the sunset provision relate to investigative hearings, arrest warrants, and preventative detention.  
These provisions have been the subject of much criticism from human rights activists who argue that they 
go too far in depriving persons of their constitutional rights; but, also were strongly defended by the 
Liberal Government prior to its electoral defeat early in 2006.  Just before the dissolution of Parliament, 
the Deputy Prime Minister and the Minister of Justice appeared before the Canadian Senate’s Special 
Committee on the Anti-terrorism Act to state that they were against proposals to either repeal the law or 
allow its sunset clause to effectively allow some of its more controversial provisions respecting 
investigative hearings and preventative detention to lapse through inaction.64  These officials strongly 
disagreed with suggestions that the provisions of the Anti-terrorism Act that have never been employed 
by law enforcement officials are no longer needed 

After the 2006 election, a new committee was formed with a Conservative chairman.  This 
committee released an interim report on October 24, 200665 in which it recommended that preventative 
detention and investigative hearings should be renewed for another five years even though neither power 
has ever been used.  The majority report, which was supported by the Liberals, did recommend one 
change to the clause respecting investigative hearings that would clarify that such hearings would e “only 
be available when there was reason to believe there was imminent peril that a terrorist offense was about 
to be committed.”66  

The Bloc Quebecois and the New Democratic Party issued a minority report in which they argued 
that the preventative arrest power should be abolished. Members of these parties took the position that 
Canadian law already gives the police adequate investigative powers.  They also stated that cases like that 
of Mahar Arar, an individual who was deported from the United States to Jordan on the basis of 
information given to American authorities by the RCMP, and later found by a Commission to be 
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erroneous, show that the preventative arrest powers could be used to unfairly brand a person as a terrorist 
in the absence of substantial supporting evidence.  However, while the Arar case has attracted much 
attention and condemnation, it is not directly relevant to the specific issue at hand because he was never 
under preventative arrest in Canada. 

The Conservative Government now has until the fifteenth sitting day of Parliament in 2007 to 
extend the provisions of the Anti-terrorism Act which will otherwise expire.  This date is expected to fall 
in the third week of February.  Any amendments to the provisions subject to the sunset clause would have 
to be made in separate legislation.  The Liberal Party recently chose a new leader in Stephane Dion.  Mr. 
Dion was a minister in both the Chretien and Martin governments and a foreign affairs critic in the 
shadow cabinet before becoming the Leader of the Opposition.   

When the relevant resolution is placed before the Senate and the House of Commons time will be 
allotted for debate.  While the measure is expected to pass, the government could probably increase its 
support from the opposition parties by responding to the review committee’s recommendations either 
though the introduction of a bill incorporating the suggested changes or by stating that it intends to amend 
the Anti-terrorism Act in the recommended manner. 

III. International Cooperation 

A. Bilateral Antiterrorism Agreements 

Canada and the United States have long cooperated to secure what is often described as the 
world’s longest undefended border.  Law enforcement officials share information through a number of 
channels and programs.  Prior to 2001, two areas in which cooperation occurred most frequently were the 
combating of illegal trafficking in drugs and the prevention of illegal immigration.  In 1995, the two 
governments signed a joint accord on “Our Shared Border.”  “The 1995 accord brought together five 
agencies (the former U.S. Immigration and Naturalization Service, the former U.S. Customs Service, 
Revenue Canada, Citizenship and Immigration Canada, and the Royal Canadian Mounted Police) to focus 
on joint border issues such as enhancing security through more effective inspection efforts that target 
specific problems and the continued commitment to pool inspection and enforcement resources.” 67 In 
1999, the two governments created the Canada-U.S. Partnership Forum (CUSP) to provide a mechanism 
for governments, border communities, and stakeholders to discuss border management.  These are but 
two examples of pre-2001 cooperation. 

Shortly after September 11, Canadian and U.S. officials began meeting to discuss a new anti-
terrorism program.  On December 12, 2001, Canadian Deputy Prime Minister Manley and future U.S. 
Secretary of Homeland Security Tom Ridge signed a Smart Border Declaration which contained a thirty-
point action plan.  The action plan, which has since been expanded to contain thirty-two points, has been 
characterized as having as its four pillars: 1) the secure flow of people; 2) the secure flow of goods; 3) 
secure infrastructure; and 4) information sharing and coordination in the enforcement of these objectives.  
The purpose of the plan can also be described as aiming to secure the border while allowing a free flow of 
low-risk travelers and goods.  The sheer amount of trade makes this goal both necessary and difficult to 
achieve.  As has been stated: “The United States and Canada enjoy the largest bilateral commercial 
relationship in the world; the U.S. State Department estimates total two-way trade at more than $1 billion 
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per day”68 Much of this trade is in intracompany transfer between plants involved in the joint production 
of goods.  This is particularly true of the automotive sector. 

In 2002, President Bush and Prime Minister Chretien met to discuss the Smart Border Action 
Plan and agreed to request regular updates on the work that is being done to implement it.  On October 3, 
the Deputy Prime Minister and the U.S. Secretary of Homeland Security released their fourth progress 
report on the Smart Border Action Plan.  This progress report highlighted significant accomplishments in 
modernizing and securing the border.69  The thirty-two points of the Action Plan and what they relate to 
or what has been achieved under them are as follows: 

1. Biometrics.  Development of common standards for travel documents. 

2. Permanent Resident Cards.  Canadian program to issue fraud-resistant cards to all permanent 
residents. 

3. Single Alternative Inspection System.  Development of special NEXUS lanes to speed border 
crossings by frequent travelers. 

4. Refugee/Asylum Processing,  Exchange of information on immigration related issues, 
including patterns in the movement of refugees. 

5. Managing of Refugee/Asylum claims.  Implementation of Safe Third Country Agreement to 
discourage asylum shopping and the presentation of multiple asylum applications.. 

6. Visa Policy Coordination.  Cooperation between overseas embassies. 

7. Air Pre-clearance. Expansion of the pre-clearance program which authorizes U.S. officials at 
designated Canadian airports to admit persons to the United States at the time of boarding.  
Passengers on a flight that has been pre-cleared can disembark in the United States as if they 
were on a domestic flight.   The possibility of Canada pre-clearing flights to the United States 
was also to be considered. 

8. Advance Passenger Information Passenger Name Record.  Sharing of information on high-
risk travelers. 

9. Joint Passenger Analysis Units.  Experimentation with joint locations of customs and 
immigration officers. 

10. Maritime Security and Ferry Terminals.  Preparation of a benchmark study. 

11. Compatible Immigration Databases.  Facilitate regular information exchange. 

12. Immigration Officers Overseas,  Overseas intelligence liason. 

13. International Cooperation.  Technical assistance to developing countries. 
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14. Harmonized Commercial Processing.    Creation of the Free and Secure Trade (FAST) 
program to expedite low-risk shipments. 

15. Clearance Away from Border.  Developing approaches to move customs and immigration 
inspection activities away from the border. 

16. Joint Facilities.  The creation of joint facilities at six border locations. 

17. Customs Data.  Expanded sharing of information. 

18. Container Targeting at Seaports.  Creation of joint targeting teams. 

19. Infrastructure Improvements.  Improvement of border crossing facilities. 

20. Intelligent Transportation Systems.  Implementing efficient risk management. 

21. Critical Infrastructure Protection.  Creation of a joint framework. 

22. Aviation Security.  Coordination of national standards. 

23. Integrated Border and Marine Enforcement Teams.  Expansion of Integrated Border 
Enforcement Team (IBET) activities to fourteen border locations. 

24. Joint Enforcement Coordination.  Expansion of the Canada-United States Cross-Border 
Crime Forum (CBCF). 

25. Integrated Intelligence.  Creation of Integrated National Security Enforcement Teams 
(INSETs). 

26. Fingerprints.  Increased efficiency of extant information-sharing. 

27. Removal of Deportees.  Joint removal operations. 

28. Counter-Terrorism legislation.  Enactment of appropriate laws. 

29. Freezing of Terrorist Assets.  Joint actions and Information-sharing. 

30. Joint Training and Exercises.  Improving cross-border preparedness. 

31. Biosecurity.  Creation of a binational working group to study issues relating to biological 
threats to human, animal, and plant life. 

32. Science and Technology Cooperation.  Creation of a joint research and development 
program.70 

As can be seen from the above descriptions, there are a number of overlapping points in the 
Action Plan.  Nevertheless, it is a very comprehensive program that points out that the United States 
cooperates more closely with Canada in its anti-terrorism efforts than it does with any other country. 
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One of the most pressing concerns at the time the Action Plan was signed concerned Canadian 
refugee policies.  Fears that the more liberal Canadian policies could be exploited by persons seeking to 
launch terrorist activities in the United States were expressed on a number of levels.  Canadian officials 
responded by pointing out that the majority of its refugee claimants were actually persons coming from 
the United States and that in order for Canada to reduce its backlog and process new claimants more 
effectively, the northward flow of refugee claimants would have to be slowed.  In December 2002, the 
United States and Canada signed a Safe Third Country Agreement to allow immigration officials in both 
countries to require most persons from a third country who seek asylum at the border to go back and 
present their claim in the other country.71  This agreement essentially aims to deter “asylum shopping” 
and the filing of multiple refugee claims. Canada published draft regulations very quickly, but 
implementation of the Agreement was delayed by the lengthy and complicated process for drafting and 
approving appropriate regulations in the United States.  This process required review and joint approval 
by the Departments of Justice and Homeland Security.  Once they were approved, the implementing 
regulations went into force in both Canada and the United States at the beginning of 2005. 

Although the Safe-Third Country Agreement aims to limit asylum shopping and the filing of 
multiple claims, it is limited in scope and subject to several major exceptions.  One major limitation is 
that it only applies to the presentation of claims at land border crossings.  Airport and marine facilities are 
not covered because, as the drafters of the Agreement explained, it is only in land border crossing cases 
that authorities are certain that the claimant was in the other country before seeking asylum.  Critics have 
asked whether presence in the other country could not quite easily be proved in other types of cases and 
have suggested that this limitation will encourage would-be refugee claimants to sneak into their country 
of choice illegally or fly into their country of choice in order to present their claim.  The Agreement also 
contains very broad exceptions for relatives, including the relatives of other asylum seekers, and it allows 
the parties to “examine any refugee status claim made to that party where it determines that it is in the 
public interest to do so.”  Because the Safe Third Country Agreement is generally opposed by refugee 
groups in both countries, it is likely that internal pressure will be put on both countries to invoke this 
reserved right in particular cases. 

Despite its limited application, statistics showed that the number of refugee claims presented at 
border crossings in Canada declined by approximately forty percent during the first year that the Safe 
Third Country Agreement was in effect.  However, during that same period, the number of refugee claims 
presented at airports was down around twenty-five percent.  This suggests that the number of refugee 
claims presented in Canada was on the decline when the Safe Third Country Agreement went into effect. 

The Safe Third Country Agreement does not contain a sunset clause, but its effectiveness on 
deterring asylum shopping and the presentation of multiple claims may depend upon whether it is found 
to be constitutionally permissible by the courts of the parties.  In recent years, Canadian courts have 
extended many rights and protections contained in the Canadian Charter of Rights and Freedoms to 
refugee claimants and illegal aliens  Some of these rulings have frustrated attempts by government and 
quasi-judicial officers to eliminate abuses and speed up the process of removing rejected claimants and 
persons unlawfully within the country.  A number of organizations within Canada have already indicated 
that they intend to challenge the constitutionality of the Safe Third Country Agreement.  Opponents of the 
Agreement hope to at least broaden its exceptions and point to the dramatic decrease in the number of 
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refugee claims as showing that it goes too far in closing off Canada to persons fearing prosecution for 
political, religious, ethnic, cultural, or other related reasons who were previously protected by the 
generous provisions of the Immigration and Refugee Protection Act and favorable judicial rulings.. 

            B. The Arar Case 

Law enforcement cooperation between the United States and Canada has led to at least one cause 
celebre.   In 2002,  a naturalized Canadian citizen, Mahar Arar,  was detained by U.S. immigration 
officials in New York while he was returning from Tunisia.  After being questioned for approximately ten 
days, Mr. Arar was deported to Jordan.  The Jordanian police turned him over to Syrian authorities who 
reportedly tortured him into confessing his involvement with terrorist sympathizers and organizations.  
Mr. Arar was then allowed to return to Canada where his complaints about mistreatment and his 
protestations of innocence generated a tremendous amount of sympathetic media coverage.  The 
government finally agreed to establish a Royal Commission to investigate the case.    The Commission of 
Inquiry into the Actions of Canadian Officials in Relation to Mahar Arar released the findings of its 
investigation of this case in September of 2006.  In carefully worded language, the Commission found 
that there was no evidence that Mr. Arar had committed any offenses or that his activities constitute a 
threat to the security of Canada despite his associations and trips to the Middle East and North Africa. 
The Commission also found that there was no evidence Canadian officials encouraged their counterparts 
in the U.S. to deport him to Syria.  However,  the Commission did find that the Royal Canadian Mounted 
Police had provided U.S. authorities with information about Mr. Arar which was inaccurate and portrayed 
him in an unfair fashion.  The Commission indicated that there was no evidence that the Canadian 
Security Intelligence Service had participated in information-sharing.72   

The United States declined to participate in the Commission of Inquiry.  Subsequent to the release 
of the Commission’s report, Canada’s Minister of Foreign Affairs filed a formal protest with the U.S. 
Secretary of State contending that U.S. authorities had not given Canadian authorities complete 
information about the situation and the United States’ intentions.  The Canadian Prime Minister has asked 
for assurances that incidents like the Arar deportation will not occur even though the matter had 
reportedly been previously discussed with President Bush by former Prime Minister Martin.73  U.S. 
officials have always contended that they acted in accordance with U.S. law and that Mr. Arar was 
deported because his name appeared on a list of persons thought to pose a security risk.  U.S. law does not 
require that a dual citizen be deported to his country of residence.  It has been suggested that one reason 
that the U.S. may have decided to deport Mr. Arar to the Middle East was that the wanted to see whether 
this would affect the activities of any of his suspected associates. 

The U.S. administration did not immediately respond to the protest by the Canadian Government 
due, at least in part, to the fact that there is ongoing litigation over the case in this country.  However, a 
former U.S. diplomat wrote an extremely critical article about Canada’s reactions in which he stated as 
follows: 

After painstaking review….Mr Arar is declared totally innocent.  It was a miscarriage of justice—
and Parliament apologizes. 
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To be sure, the prime minister did not apologize.  Nor did previous prime minister Jean Chretien 
or Paul Martin apologize on behalf of their once-upon-a-time government (indeed it doesn’t seem 
as if anyone asked them to do so). 

Every senior Canadian official (past, present and presumably future) professes ignorance of 
anything untoward regarding Mr. Arar….So faced with this controversy, Ottawa turns to that 
hardy perennial: blame the U.S.A. 

And George W. Bush is supposed to apologize given these examples? Make promises that the 
U.S. “come clean” and “admit deficiencies” in dealing with Canadian officials? 

What the U.S. is more likely to do is place into serious question any “intelligence” supplied by 
Canadian police and intelligence services.  As the adage goes, “With friends like this, who needs 
enemies?” 

There should be an apology all right.  Canadians should be apologizing to the U.S. for wasting our 
time, effort and resources on a wild goose chase.  One can be sure that every Canadian police and 
intelligence official was “acting in good faith.”  Well, a little “good faith” effort after reassignment 
to Moose Jaw might be salutary.74      

While this article contained very strong language, concern that the Arar case could affect Canada-
United States relations has also been expressed in a more cautionary fashion.  The Canada Institute of the 
Woodrow Wilson International Center for Scholars and the Canada Institute on North American issues, in 
partnership with the Canadian Centre of Intelligence and Security Studies at Carleton University in 
Ottawa have scheduled a panel discussion on Canada-U.S. Bilateral Security Intelligence Relations in the 
aftermath of the Canadian inquiry into the Arar case for January 29, 2007.  Two background papers were 
commissioned for this meeting. 

Despite the fallout from the Arar case, the U.S. Administration does not appear to view it as a 
major source of bilateral friction.  The Administration continues to believe that Canadian-American 
relations are better with the Conservative government in power in Ottawa than they were under its 
predecessor.  The cooperative spirit at the first crime forum following the Arar Commission’s report and 
during the Secreary of State’s subsequent visit to Halifax was very strong.  The crime forum resulted in 
Canada and the United States signing an agreement to share information more quickly on firearms and 
illegal weapons.75  Canada has been particularly concerned about illegal weapons being smuggled into the 
country because despite its strict gun control laws, gang violence has been on the increase and many of 
the weapons used in the reported cases were obtained in the United States.  

In December 2006, Secretary of State Rice was asked by Foreign Minister MacKay why Mr. Arar 
remains on the security watch list in the United States even though his case has been thoroughly 
investigated and his name has been removed from the Canadian watch list.  Secretary of State Rice 
indicated that she would ask the Department of Homeland Security for a report on the case, but that the 
United States would make its own independent determination as to whether he should remain barred from 
entering the country without permission and that the United States would take any information it has and 
that was not presented at the inquiry conducted in Canada into consideration.76   One U.S. official has 
stated that the United States does have information respecting Mr. Arar which has not been revealed, but 
even if this information does not prove a terrorist connection, the Administration may simply disagree 
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with the Canadian inquiry’s finding in the Arar case that the evidence before it did not indicate that Mr. 
Arar is a security risk. Nevertheless, Secretary of State Rice has reportedly assured the Canadian 
Government that it would in the future consult with Canadian officials before deporting any Canadian 
citizens holding dual citizenship to a third country.77       

C. Judicial Cooperation and Extradition 

Canada has bilateral extradition treaties with fifty countries.  This list is composed of Albania, 
Argentina, Austria, Belgium, Bolivia, Chile, Columbia, Cuba, Czechoslovakia, Denmark Ecuador, El 
Salvadore, Estonia, Finland, France, Germany, Greece, Guatemala, Haiti, Hong Kong, Hungary, Iceland, 
India, Israel, Italy, Korea, Latvia, Liberia, Lithuania, Luxembourg, Mexico, Monaco, the Netherlands, 
Nicaragua, Norway, Panama, Paraguay, Peru, Phillipines, Portugal, Romania, San Marino, South Africa, 
Spain, Sweden, Switzerland, Thailand, Tonga, the United States, and Uruguay.78  Many of these are older 
treaties that were signed by the United Kingdom and extended to the Dominion of Canada before it 
acquired constitutional authority to conducts its own foreign relations through pre-World War II British 
reforms of its relations with such Dominions as Canada, Australia, and New Zealand..  Interestingly, the 
United Kingdom is not on the list of the fifty countries with which Canada has a bilateral extradition 
treaty.  The reason for this is that extradition within the Commonwealth was traditionally governed by 
fugitive offenders legislation enacted within the individual Commonwealth countries.  Canada had a 
Fugitive Offenders Act until 1999.79 This Act was repealed by the new Extradition Act of 1999.80  
However, the new Act designated thirty-one countries as “extradition partners.”81 In addition to the 
United Kingdom, this list included Antigua and Barbuda, Australia, the Bahamas, Barbados, Botswana, 
Costa Rica, Ghana, Grenada, Guyana, Jamaica, Japan, Lesotho, Maldives, Malta, Mauritius, Namibia, 
Nauru, New Zealand, Papua New Guinea, Singapore, Soloman Islands, South Africa, St. Kitts and Nevis, 
St. Lucia, St. Vincent and the Grenadines, Swaziland, Trinidad and Tobago, Tuvalu, Vanuatu, and 
Zimbabwe.82 Also included on this schedule are the international criminal courts for war crimes 
committed in Rwanda and the former Yugoslavia.83

Despite the fact that Canada has extradition arrangements with approximately one hundred 
countries, nearly ninety percent of the requests for extradition from Canada come from the United States.  
Extradition between Canada and the United States has a long history dating back to the Jay Treaty of 
1794.  Until 1991, the applicable treaties were based upon the principle of double criminality.  Under this 
principle, a person could be extradited for generally serious crimes that were punishable in both countries,  
In 1991, the double criminality principle was partly “diluted” through the introduction of a “punishment 
mode by which any ‘offence’ garnering a maximum sentence of more than one year could lead to 
extradition.”84 Thus, a person can, in certain cases,  now be extradited for actions that are illegal in the 
requesting country, but not in Canada. At the same time, the process for extraditing persons was 
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reformed, partly in response to complaints from U.S. officials about delays in the Canadian system.  
Despite some reforms, a couple of cases involving heinous crimes continued to drag on in Canada and the 
government subsequently decided to further streamline the process. 

In 1999, Canada created a new Extradition Act.  This law is said to mark a “radical departure 
from traditional extradition procedure, dispensing…with any reference to crime or criminality, and 
focusing instead on “conduct” supportive of an allegation of a Canadian ‘offence.’”85  The author of the 
leading treatise on extradition from Canada, Gary Botting, describes how the new law operates as 
follows: 

The Act gives the Minister of Justice (actually the International Assistance Group (IAG) 
of Justice Canada the responsibility to determine the Canadian offence that most closely resembles 
the alleged conduct.  Before the IAG lawyers can make that determination, a foreign prosecutor or 
judge familiar with the case must have certified that the alleged offence meets standards of 
punishment specified in the treaty, that the evidence was collected legally and is available for trial, 
and that in his or her opinion the evidence of the alleged conduct is sufficient to support 
prosecution for the indicted offence.  The requesting nation need only present a summary of the 
evidence in a ‘record of the case, which, if believed, would be sufficient to commit the person 
sought…’86

The document referred to by this author is called an “authority to proceed.”  The record contained 
in such a document must be accepted by the extradition judge.  However, challenges to the 
constitutionality of the actions of Canadian officials can still be raised. 

It has been said that “Canada has gone further than virtually any other country in facilitating 
extradition.”  In a sharp critique of the new law cited by Mr. Botting, one author has stated that 
extradition is a process of balancing international cooperation with the protection of an individual’s rights 
and that “with implementation of its 1999 Extradition Act, Canada left no doubt where its priorities lay, 
gaining the dubious distinction of facilitating extradition perhaps more than any other country in the 
world.”87  However, the process can still take years and there are many issues that still have not been 
judicially considered.  One of these issues is whether foreign officials should ever be held to standards 
required of law enforcement authorities under the Canadian Charter of Rights and Freedoms.  A second 
question that has not been fully answered is when judges should refuse extradition because it would 
“shock the Canadian conscience” or be “simply unacceptable.”88  It has been suggested that interminable 
incarceration, deplorable foreign prison conditions, dangers of contracting AIDS and even the failure of 
foreign police officials to advise a suspect of his or her rights are all grounds for refusing to surrender 
persons to United States authorities.  While no hard and  fast rules have been adopted in these areas, it 
appears that appeals based on these and related grounds will continue to be heard by the courts for many 
years. 

In recent years, the Supreme Court of Canada has released two major rulings on extradition and 
deportation.  The extradition case was decided prior to September 11, 2001.  Earlier that year, the 
Supreme Court of Canada held that two Canadian citizens could not be extradited to the State of 
Washington unless the Minister of Justice was first assured that they would not face the death penalty.  
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The two individuals sought by the State of Washington were accused and later convicted in Washington 
of committing a brutal triple murder in 1994.  The victims were the parents and a disabled sister of one of 
the two persons being sought.  The Minister of Justice had ordered their extradition, but a lower court had 
blocked this action on the grounds that the Charter protected Canadians from having to face the death 
penalty.  The case was appealed to the Supreme Court of Canada. 

The Supreme Court of Canada’s decision in United States v. Burns89was far broader than most 
legal experts had expected.  In holding that the extradition order would have deprived the two accused 
individuals of their rights to liberty and security of the person because their lives would be at risk, the 
Supreme Court not only placed major limitations on the powers of the government to extradite its own 
citizens, but also on the powers of the government to return Americans who have fled to Canada after 
committing capital offenses.  The government argued that effectively guaranteeing American and other 
foreign criminals that they would never face the death penalty for a capital crime committed abroad if 
they surrendered or were caught in Canada would only invite some of the most heinous foreign criminals 
to hide out in Canada.  However, the Supreme Court was not moved by this argument and decided that 
any attempt to bring back the death penalty in Canada would be declared to be unconstitutional in at least 
all but what the court might consider to be extraordinary cases.  After approximately fifteen years in 
which the death penalty was legal, but never imposed, Canada formally abolished the death penalty in 
1974.  Nevertheless, some Members of Parliament favor reinstatement of the death penalty for such 
aggravated crimes as mass murder or terrorism. 

One reason legal experts had expected a narrower decision is that the Supreme Court of Canada 
had approved the extradition of two serial killers facing the death penalty as recently as 1991.  However, 
in its decision, the Supreme Court launched in a broad attack on the death penalty.  Considerable attention 
was given to recent disclosures of wrongful or allegedly wrongful convictions for murder in both Canada 
and the United States.  Also cited was what was termed the death row phenomenon.”  According to the 
unanimous court, this phenomenon is the result of the “psychological trauma to death row inhabitants, 
many of whom may ultimately be shown to be innocent.”  The court even went so far as to say that “many 
of those who regard its horrors as self-inflicted concede that it is a relevant consideration.”  Where these 
concessions came from is not clear.  None of  the thirty “authors cited” in the opinion as experts on 
criminal justice appears to be a proponent of the death penalty for even aggravated cases or multiple 
murders. 

In United States v. Burns, the Canadian Supreme Court did not rule that the Government could 
never extradite an individual without first receiving assurances that the accused will not face the death 
penalty.  Instead, it left the door slightly open by holding that such assurances are constitutionally 
required in all but exceptional cases.  In the case decided, the Supreme Court concluded that entering a 
family home and using a baseball bat to fatally bludgeon three people,  two of whom were elderly and one 
of whom was disabled, in order to collect on a life insurance policy did not qualify as an exceptional case.  
However, the Supreme Court could still support the extradition of a person facing the death penalty in the 
United States as part of the international war on terrorism. 

In the first major post-2001 deportation case, the Supreme Court was somewhat more 
sympathetic to the government’s case.  In Suresh v. Canada, the Supreme Court of Canada ruled that 
Canadian constitutional law does not absolutely prohibit the deportation of a person posing a security risk 
to the country even if that person has a reasonable fear of being tortured by foreign authorities. 90  This 
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ruling upheld the government’s position respecting deportation of persons facing torture, but it did not 
settle the instant case of a suspected Tamil fundraiser who the government wanted to deport to Sri Lanka.  
This is because the Supreme Court also ruled that while Canadian law does not require the Minister of 
Immigration to give a suspected terrorist a full oral hearing, it does require the Minister to present 
relevant material to the person named in a deportation order, subject to security interests, and to provide 
written reasons for his or her decision.  Because the government had not done so in the instant case, the 
court ordered a rehearing.  The result was that the suspected member of a terrorist organization who 
entered Canada in 1995 was allowed to stay in Canada for the time being.  In 2005, Mr. Suresh was still 
fighting the extradition order in court.  It is possible that the case will wind up in the Supreme Court once 
again on the issue of whether the Minister had showed that there were reasonable grounds for concluding 
that the subject posed a serious risk to national security. 

In Suresh v. Canada, the Supreme Court of Canada further found that international law generally 
rejects the deportation of persons facing torture even when national security might be compromised.  The 
Court did not find that domestic Canadian law offers this protection to refugees, but indicated that it 
believed that national security concerns must be substantial to justify the deportation of a person facing 
torture and that such deportations would likely be permissible only in exceptional cases.  In weighing his 
options, the Minister of Citizenship and Immigration can consider pledges received from foreign 
governments.  The Supreme Court of Canada, however, made it clear that such pledges are not as reliable 
as pledges by foreign governments not to impose a certain type of punishment or sentence on an 
individual in normal extradition or deportation cases, including ones in which a foreign government 
promises not to impose the death penalty. 

The ruling in Suresh v. Canada raises many questions.  On its face, it reaffirms the legality of a 
tool to be used against terrorists.  However, the qualifications inserted by the justices in their unanimous 
decision may well provide many grounds for appeals in individual cases.  This is one reason that the 
Supreme Court’s decision cannot be wholly embraced by Canadians who believe that their laws have 
been interpreted far too generously to persons who have entered the country illegally or who have entered 
the country for illegal purposes. 

In a related case, Ahani v. Canada, the Supreme Court allowed the deportation of an Iranian 
suspected of terrorist activities on the grounds that there was not sufficient evidence that he would face 
torture at the hands of Iranian authorites.  Mr. Ahani was actually suspected of being supported by the 
Iranian government or acting as a agent of the Iranian government and unlike Mr. Suresh, he was soon 
removed from Canada. 

While the Suresh and Ahani cases involved deportation orders, some of the principles contained 
in them respecting removal of persons facing torture could also be applied in extradition cases. 

D.  U.N. Resolutions 

Canada has complied with numerous United Nations conventions and resolutions respecting 
terrorism by enacting appropriate legislation.  The Anti-terrorism Act of 2001 was enacted to comply with 
United Nations Security Council Resolution 1373 of 2001.91

IV. Administrative Organization 
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A.  Public Safety and Emergency Preparedness Canada 

In 2003, the former Liberal Government created the Department of Public Safety and Emergency 
Preparedness Canada (PSEPC) to coordinate the activities of a number of departments and agencies that 
are responsible for national security and public safety.  PSEPC now operates under the provisions of the 
Department of Public Safety and Emergency Preparedness Act.92  The Act provides for the appointment 
of a cabinet-level Minister and states that this Minister is responsible for coordinating the activities of the 
agencies for which he or she is responsible, including the Royal Canadian Mounted Police (RCMP), the 
Canadian Security Intelligence Service (CSIS), the Canada Border Services Agency, the Canadian 
Firearms Centre, the Correctional Service of Canada, and the National Parole Board.93  The Department 
is headquartered in Ottawa, has a budget of C$430 million and about 800 employees.  PSEPC often deals 
directly with the U.S. Department of Homeland Security Approximately 120 of its employees are at 
branch locations.  The primary responsibilities of the PSEPC’s six branches are as follows: 

Emergency Management and National Security Branch.  Emergency management policy, national 
security policy, and Canadian Cyber Incident Response Centre. 

Policing, Law Enforcement and Interoperability Branch.  Law enforcement and border strategies. 

Corporate Management Branch.  Information technology services and human resources. 

Community Safety and Partnership Branch,  Corrections policy and crime prevention. 

Portfolio Relations and Public Affairs Branch.  Communications. 

Inspector General of the Canadian Security intelligence Service.  Monitoring CSIS compliance. 94

The six departments that the Minister represents in Parliament and their functions are as follows: 

Canada Border Services Agency.  The CBSA was also created in 2003 to combine 
immigration and customs functions.  This agency enforces Canadian laws governing trade and 
travel.  The CBSA screens persons entering the country and collects duties and taxes on imported 
goods.  The CBSA has approximately 12,000 employees.95

Canadian Firearms Centre.  The Canadian Firearms Centre was originally established in 
the Department of Justice to develop and implement the new firearms licensing and registration 
system created in 1995.  The Centre was separated from the Department of Justice in 2003 and 
now reports to Parliament through the Minister for PSEPC.  The Centre coordinates activities of 
federal agencies and provincial governments. 

The Canadian Security Intelligence Service.  CSIS was created in 1984.96  Prior to that 
date, Canada did not have an agency established for the specific purpose of gathering intelligence.  
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CSIS has described its role as being to “investigate threats, analyze information and produce 
intelligence.”97  CSIS has  stated that “countering terrorist violence is [its] top priority.”98  CSIS 
views its role as a proactive one, as opposed to the reactive one of the law enforcement agencies.  
CSIS has grouped its activities and services into the following four categories: 1) intelligence 
collection and analysis; 2) sharing intelligence; 3) security screening; and 4) sharing information 
with the public.  Intelligence collection includes the interception of telecommunications 
authorized by a federal court warrant. Reports are prepared on emerging trends and issues of 
security.  Intelligence that has been gathered and analyzed is shared on both the national and 
international levels.  A Government liaison unit maintains contact with government departments.  
Threat assessments are one of CSIS’ “key products.”  At the international level, CSIS works in 
close collaboration with Canada’s traditional allies and shares pertinent intelligence to counter the 
global threat of terrorism and the proliferation of weapons of mass destruction.  CSIS also 
cooperates with a number of other countries and provides information to selected foreign 
agencies.  Strict standards and guidelines govern relationships with foreign entities and the 
sharing of intelligence.  Prior to entering into such agreements, all CSIS’ foreign arrangements 
must be reviewed by the Minister of Foreign Affairs and approved by the Minister of Public 
Safety and Emergency Preparedness Canada.99  CSIS operates within Canada.  Canada does not 
have a foreign intelligence agency. 

As was previously mentioned, the inquiry in the Arar case did not find that CSIS had 
given U.S. authorities information on his activities. 

Security screening is designed to prevent persons who pose a security risk from entering 
or receiving permanent residence in Canada and to prevent persons who pose a security risk from 
gaining access to a sensitive government agency.  This function is described a “a first line of 
defence against terrorism.”100  Security screening covers government screening of employees and 
the issuance of security clearances, sensitive site screening, foreign screening, immigration 
screening, and refugee screening. 

Correctional Service of Canada.  The Correctional Service operates federal prisons and 
detention facilities.101

The National Parole Board.  The National Parole Board is responsible for reviewing 
applications for parole by persons convicted of federal crimes. 

The Royal Canadian Mounted Police.  Best known outside Canada for their bright red 
ceremonial tunics and their colorful musical rides, the RCMP is Canada’s national police force.  
However, unlike the Federal Bureau of Investigation, the RCMP also serves as the provincial 
police in all of Canada’s provinces except Ontario and Quebec, where the Ontario Provincial 
Police and the Quebec Provincial Police exercise this function.  The RCMP  also serves as the 
municipal police in approximately 200 communities.  However, most of the largest cities, 
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including Toronto and Montreal, have their own municipal police.  The RCMP is headquartered 
in Ottawa and has an actual strength of approximately 23,500 persons. 

B. Domestic Uses of the Military 

Canadian Forces do not conduct policing functions within Canada, but they are engaged in many 
operations.  The Department of National Defence describes some of its domestic activities as follows: 

During the past 10 years, the Canadian Forces have conducted thousands of sovereignty and 
search and rescue missions. They have assisted other government departments in deterring illegal 
fishing, countering drug smuggling, intercepting ships carrying illegal migrants and protecting 
our environment. In addition, the Forces have helped civilian authorities respond to natural 
disasters and other incidents, including floods, ice storms, forest fires, hurricanes, plane crashes 
and the Year 2000 transition. They also deployed more than 5,000 personnel, as well as air 
defence weapons, CF-18 fighters, Hercules transport aircraft and helicopters, in support of the 
2002 G8 Summit in Kananaskis. Finally, as part of their North American Aerospace Defence 
Command (NORAD) commitment, Canadian Forces fighter aircraft have increased their patrols 
to ensure the safety of our skies following the attacks of September 11.  

The Canadian Forces have played an important role in asserting Canadian sovereignty in the 
North. Today, their activities include the work of Northern Area Headquarters in Yellowknife, 
the operation of the signals facility at Alert, overflights by our long-range patrol and Twin Otter 
aircraft, and periodic exercises. The Canadian Rangers, part-time Reservists who provide a 
military presence in remote, isolated and coastal communities in the North, report unusual 
activities or sightings, and conduct surveillance or sovereignty patrols as required.102

Canadian Forces may be called upon in domestic emergencies, as occurred during the “October 
Crisis” in 1970.  Canada Forces have also been called to several protracted confrontations at First Nations 
reservations.  For these purposes, Canada does not have separate national guards organized by the federal 
or provincial governments. 

C. Continuation of Government 

The method that Canada uses to fill vacancies in the House of Commons is the process of 
conducting by-elections.  The Parliament of Canada Act provides that “where a vacancy occurs in the 
House of Commons, a writ shall be issued between the 11th and 180th day after the receipt by the Chief 
Electoral Officer of the warrant for the issue of a writ for the election of a member of the House.”103  
There are no provisions for appointments to the House of Commons either in normal or extraordinary 
circumstances. 

If an emergency were to arise and both the Prime Minister and the House of Commons were 
unable to function, the Governor General would have to lead the Government.  Canada’s laws and 
regulations are written so as to confer broad executive and legislative functions on the Governor General.  
However, as has been mentioned, the Governor General normally acts upon the advice of the Prime 
Minister and his or her Cabinet.    In an emergency, the creation of special powers would not be necessary 
since circumstances could suspend the constitutional convention that normally requires the Governor 
General to act upon advice.  In exercising his or her powers, the Governor General could seek the advice 
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of the Senate if that body were to be able to function or if it had been refilled through appointments.  The 
Senate is a body that is composed of members appointed by the Governor General acting upon the advice 
of the Prime Minister.  While the Senate must approve Acts of Parliament before they can be signed into 
law, it “has rarely refused passage of measures proposed by the government.”104  Senators may be 
appointed to the Cabinet and assume ministerial responsibilities.  Although this is rarely exercised, this 
power could also be resorted to in extraordinary circumstances.. 

Canada does not have legislation providing for the creation of an emergency government in the 
event of a catastrophe or for an alternative national capital to Ottawa.  There is also no mechanism for the 
creation of a substitute Supreme Court.  In the absence of the Supreme Court, judges of the highest 
provincial Courts of Appeal could form an interim tribunal. The events of September 11, 2001 have led to 
studies of all of these issues, but not yet to any legislative reforms. 

D.  Government Warning Systems 

Canada and the United States renewed the North American Aerospace Defense Command 
(NORAD) agreement in May of 2006.  NORAD was created in 1958 to serve as a continental air defense 
pact to monitor U.S. and Canadian airspace.  The latest renewal calls for an expansion of NORAD to 
encompass maritime surveillance.  This expansion had previously been resisted by the former Liberal 
Government. In 2004, Canada and the U.S. amended NORAD to permit it to share information on 
ballistic missiles with U.S. Missile Defense systems.  Canada has not, however, agreed to participate in 
the U.S. Missile Defence System.  Even though the former Liberal government apparently based its 
decision  upon domestic political considerations, 105 its early and firm  rejection of the United States offer 
to participate surprised many leading politicians and commentators.   The former Ambassador to the 
United States supported participation and recently urged the Liberal Party change its position on 
continental missile defense system in the aftermath of missile tests conducted by North Korea.106  The 
Conservative leadership supported the former Liberal government’s decision against participation.  Since 
then, it has been reported that the current government has suggested it might eventually allow a free vote 
on the issue in which every member would be allowed to vote his or her conscience without facing 
repercussions from the party or caucus.107

V.  Terrorism Offenses 

A.  Definition of Terrorism 

The Criminal Code of Canada contains a two-part definition of a “terrorist activity.”  The first 
part of this definition refers to acts committed in or outside of Canada that contravene other sections of 
the Code which were adopted to implement provisions of a number of international agreements.  These 
agreements cover, among other matters, unlawful seizure of aircraft, acts against civil aviation, crimes 
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against internationally protected persons, taking of hostages, the protection of nuclear material, violence 
at airports, maritime safety, fixed platforms, terrorist bombings, and financing of terrorism.108

The second part of the definition refers to an act or omission committed in or outside Canada that 
is committed: 1) “in whole or in part for a political, religious, or ideological purpose, objective or cause; 
and that 2) ”in whole or in part with the intention of intimidating the public or a segment of the public, 
with regard to its security, including its economic security, or compelling a person, a government or a 
domestic or an international organization to do or to refrain from doing any act, whether the public or the 
person, government or organization is inside or outside Canada” intentionally: 

• causes death or serious bodily harm by the use of violence; 

• endangers a person’s life 

• causes a serious risk to the health or safety of the public or any segment of the public 

• causes substantial property damage 

• causes serious interference with or serious disruption of an essential service, facility or 
system other than as a result of advocacy, protest, dissent or stoppage of work that is not 
intended to result in the conduct or harm referred to in clauses A to C.109 

For greater certainty, the second definition is declared to include “a conspiracy, attempt, or threat 
to commit any such act or omission, or being an accessory after the fact of counseling, in relation to any 
such act or omission, but, for greater certainty, does not include an act or omission that is committed 
during an armed conflict and that, at the time and in the place of its commission, is in accordance with 
customary international law or conventional international law…110”The constitutionality of the first part 
of the definition of a “terrorist activity” was recently challenged in the Ontario Superior Court of Justice.  
The defendant in the case, Mohammed Momim Khawaja was charged with seven terrorist offenses.  
Included in the charges were allegations that the accused had attempted to make a detonator to set off 
bombs in Canada and the United Kingdom and that he had had explosives in his possession for the 
purpose of carrying out a public attack.  Prior to trial, the accused filed for a declaration that the definition 
of a terrorist activity was both unconstitutional and overly broad and vague.  The court that heard the 
motion found that the definition was not overly broad or vague, but  agreed with the defendant’s 
submission that the portion that requires a showing of a “political, religious, or ideological purpose” 
contravened the Canadian Charter of Rights and Freedoms’ guarantees respecting freedom of conscience 
and religion and freedom of thought, belief, opinion, and expression.111  In reaching his decision, the trial 
judge consulted the definitions of terrorism and terrorist activities in a number of foreign laws and found 
that while the United Kingdom and such other Commonwealth countries as Australia, New Zealand, and 
South Africa had similar provisions in their anti-terrorism legislation, as for example in the the U.K.’s 
Terrorism Act, 2000112, anti-terrorism legislation in the United States and the European nations of France, 
Germany, Italy, Austria, and the Netherlands “contains no definitional element of motive resembling that 
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in the Canadian statute.” 113 The trial judge also found that the United Nations had considered the issue, 
but had not been able to agree on a definition of terrorism that refers to a perpetrator’s motives. 

The Ontario Superior Court of Justice then considered domestic Canadian law and found that 
motive has never been a constituent element of Canadian offenses.  It was the judge’s opinion that motive 
is only relevant in sentencing.  Thus, a person who commits assault for racial reasons may be given a 
lengthier sentences than one who act randomly, but the crime is the same. Having found that the first part 
of the definition of a terrorist activity offends  section 2 of the Charter, the government was given the 
opportunity to show that this infringement was nevertheless valid for being “reasonable” in a free and 
democratic society.  The fact that other countries do not include motive in their definition of a terrorist 
activity weighed heavily against the government.  Therefore, the court relied heavily upon foreign law in 
finding that the government had not met its burden of showing that the motive requirement is reasonable 
in a free and democratic society. 

At this point, the  Ontario Superior Court of Justice could have dismissed the charges.  However, 
the judge in the case found that the motive section could be severed from the second part of the definition 
and that it could stand on its own.  He therefore ordered that the accused be tried for the terrorist offenses 
he was charged with without any reference to his religious motives.   

At a subsequent hearing in the Khawaja case, the trial judge urged the Crown prosecutor and the 
defendant to seek an expedited review of his decision by the Supreme Court of Canada.114  The judge 
explained that he was concerned that a prolonged delay would be unfair to the accused.  While appeals of 
trial court decisions are normally first taken to the highest provincial court, the Supreme Court could 
agree to decide the legal issues without them being first considered by Ontario’s Court of Appeal if it 
deems them to be of pressing national concern or importance  In fact, Canada’s Supreme Court has 
jurisdiction to hear reference cases referred to it by the government.  In reference cases, the Supreme 
Court issues its opinion on the constitutionality of a law or procedure without an actual case being 
presented to it.   

From the government’s point of view, being free of the onus of proving motive may make 
prosecutions of terrorists easier.  However, higher courts could still find that without the reference to 
motive, the definition of a terrorist activity is too broad and could encompass such activities as disruptive 
behavior by unruly groups.  There is also the problem of how the government can show that a terrorist 
activity, as opposed to another type of crime, has been committed if it is not allowed to prove motive.  

B. Terrorism Offenses Created by the Anti-terrorism Act of 2001 

In addition to the crimes that were created to implement international conventions and are 
encompassed by the first part of the definition of the term “terrorist activity,” the Canadian Criminal Code 
now contains a number of additional terrorism offenses that were created by the Anti-terrorism Act of 
2001.  The first group of these offenses relate to the financing of terrorism.  Within this group are the 
following: 
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           providing or collecting property for certain terrorist activities;115

           providing or making available property or services for terrorist purposes;116 and 

 using or possessing property for terrorist purposes.  

The second group of offenses relate to “participating, facilitating, instructing or harbouring” 
terrorists.   Within this group are the following offenses: 

 participation in activitites of a terrorist group;117

           facilitating terrorist activities;118

 commission of an offense for a terrorist group;119

 instructing to carry out activities for a terrorist group;120

 instructing to carry out terrorist activity;121 and 

 harboring or concealing terrorists122

C. Enforcement 

Most of the offenses mentioned above are generally punishable with a maximum sentence of ten 
years’ imprisonment.  Facilitating a terrorist activity is punishable with fourteen years’ imprisonment 
while committing an offense for a terrorist group, instructing to carry out an activity for a terrorist group, 
and instructing to carry out a terrorist activity are all punishable with life imprisonment.  Additionally, 
any person convicted of an indictable offense for committing an act or omission that constitutes a terrorist 
activity within the meaning of the Criminal Code is also liable to imprisonment for life.123  This catch-all 
provision demonstrates how central the definition of a “terrorist activity” is to the Anti-terrorism Act. 

VI. Aviation Security 

A.  Aviation Offenses 

Canada has a number of aviation offenses that are separate from the terrorist offenses listed 
above.  Since 1972, hijacking an aircraft by force or any other form of intimidation with intent to cause 
confinement, to transport any person against his will to an unscheduled place, holding any person for 
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ransom, or causing an aircraft to deviate in a material respect from it flight plan is a criminal offense that 
is punishable with imprisonment for life.124   Endangering the safety of an aircraft or airport is a separate 
crime that is also punishable with life imprisonment.  This crime is committed by any one who: 

(a) on board an aircraft in flight, commits an act of violence against a person that is likely to 
endanger the safety of the aircraft, 

(b) using a weapon, commits an act of violence against a person at an airport serving international 
civil aviation that causes or is likely to cause serious injury or death and that endangers or is 
likely to endanger safety at the airport, 

(c) causes damage to an aircraft in service that renders the aircraft incapable of flight or that is 
likely to endanger the safety of the aircraft in flight, 

(d) places or causes to be placed on board an aircraft in service anything  that is likely to cause 
damage to the aircraft, that will render it incapable of flight or that is likely to endanger the safety 
of the aircraft in flight, 

(e) causes damage to or interferes with the operation of any air navigation facility where the 
damage or interference is likely to endanger the safety of an aircraft in flight, 

(f) using a weapon, substance or device, destroys or causes serious  damage to the facilities of an 
airport serving international civil aviation or to any aircraft not in service located there, or causes 
disruption of services of the airport, that endangers or is likely to endanger safety at the airport, or 

(g) endangers the safety of an aircraft in flight by communicating to any other person any 
information that the person knows to be false125

In addition to the two sections mentioned above, Canada has enacted separate provisions to 
extend the jurisdiction of Canadian courts to try persons for crimes committed against aircraft outside of 
Canada if they are found in Canada.126  Section 7(2) overlaps with the older provisions of the Criminal 
Code and was largely created to fulfil Canada’s obligations under a number of international treaties.  In 
the absence of language so extending jurisdiction to Canadian courts, crimes in relation to aircraft 
committed outside Canada by non-Canadians against non-Canadian targets could not be tried in Canada 
since Canada generally follows the territorial principle of international criminal law. 

Section 7(2) also gives Canadian courts jurisdiction to try persons for crimes committed against 
or on board the Space Station.  This provision also implements an international agreement. 

B. Security Personnel on Aircraft 

The government of Canada created the Canadian Air Transport Security Authority (CATSA) 
immediately following the events of September 11, 2001.  CATSA has the following six major areas of 
responsibility: 
                                                      

124  Id. s. 76. 
125  Id. s. 77 
126  Id. s. 7(2). 
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1. pre-screening of passengers and belongings; 

2. detection of explosives; 

3. contracting for policing services on selected flights and all flights to Reagan 
National Airport in Washington, D.C.; 

4. issuing and checking restricted area identification cards; 

5. screening non-passengers in restricted areas; and 

6. contributing for supplemental airport policing services.127 

 

CATSA assumed full operational responsibility for pre-board screening at the beginning of 2002. 
Prior to that time, Canada was, like the United States, one of the few countries to have inspections 
conducted by non-government employees.  In order to better screen passengers and luggage, the 
Government has committed over Can$1 billion for the detection of explosives by the end of 2006.  
CATSA works with the RCMP in administering the Canadian Air Carrier Protective Program.  This 
program  covers selected domestic and international flights and all flights to Reagan National Airport in 
Washington, D.C. under a special agreement with the United States.   CATSA is creating a special 
identification card for non-passengers in secure areas which will include biometric information.  At the 
present time, the organization  conducts random screening of non-passengers in those secure areas.  
CATSA also administers funds included in its budget for assisting airports in increasing their police 
presence. 

Between 2002 and 2004 Transport Canada had a Cabin Security Enhancement Contribution 
Program to help airlines with the cost of complying with the regulations respecting the securing of 
cockpits.  This program defrayed the costs of installing secure doors and video monitoring equipment.128  
Some smaller planes used for short commercially flights within the country do not have separate cabins. 

CATSA contains a provision which requires the Minister of Transport to complete a review of the 
Act’s provisions and the operation of the implementing legislation during its fifth year of existence and to 
prepare a report for Parliament on the results.  The Minister has accordingly appointed a review panel and 
issued a consultation document designed to assist in consultation between the advisory panel and 
stakeholders.  The panel has travelled to selected cities across the country and consulted  with air carriers, 
airport operators, air travelers and provincial and territorial governments in 2006.  The panel has been 
asked to review the provisions and operations of CATSA to ensure that the legislation provides a sound 
basis for the carrying out of CATSA’s mandate.  The panel is also directed to provide advice on future 
aviation security requirements. 

In 2006, CATSA announced that it was expanding the number of RCMP officers assigned to 
selected domestic and international flights. For security reasons, details respecting current operations and 
future plans were not divulged. 
                                                      

127  Transport Canada, CATSA’s Mission is to Protect the Public by Securing Critical Elements of the Air Transport 
System as Assigned by the Government, http://www.tc.gc.ca/CivilAviation/International/csecp.htm (last visited Dec. 19, 2006). 

128  Transport Canada, Cabin Security Enhancement Contribution Program, 
http://www.tc.gc.ca/CivilAviation/International/csecp.htm (last visited Dec. 19, 2006). 

http://www.tc.gc.ca/CivilAviation/International/csecp.htm
http://www.tc.gc.ca/CivilAviation/International/csecp.htm
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C. Weapons Carried By Pilots 

Canada does not require or permit pilots to carry firearms.  In 2002, Air Canada, the country’s 
largest passenger airline, conducted a poll of its pilots to see whether they would support such an 
initiative.  The pilots reportedly voted against carrying firearms in this non-binding survey.129  The Air 
Canada Pilots Association favored security upgrades of cabins and entrances.  When work on this project 
took longer than had been expected, however, the Association suggested that the pilots should be given 
stun guns for protection if it could not be finished more quickly. 

D.  Locked Cockpits 

The rules respecting the locking of cockpits and cockpit doors contained in the Canadian Aviation 
Regulations were revised in 2002 and 2003.  The relevant sections now read as follows: 

(1) Subject to subsections (3) and (4), no person shall operate an aeroplane in respect of 
which an initial type certificate was issued after January 1, 1958 unless the aeroplane is 
equipped with 

(a) in the case of a passenger-carrying aeroplane, 

(i) a door between the flight deck and the passenger compartment, and 

(ii) if the aeroplane is equipped with a crew rest facility having an entry 
from the flight deck and a separate entry from the passenger 
compartment, a door between the crew rest facility and the passenger 
compartment; and 

(b) in the case of an all-cargo aeroplane that was equipped with a flight deck 
door on January 15, 2002, 

(i) a door between the flight deck and a compartment occupied by a 
person, and 

(ii) if the aeroplane is equipped with a crew rest facility having an entry 
from the flight deck and a separate entry from a compartment occupied 
by a person, a door between the crew rest facility and the compartment. 

(2) The doors required by subsection (1) shall be equipped with a locking device that can 
be unlocked only from inside the flight deck or the crew rest facility, as the case may be. 

(3) A key shall be readily available to each crew member for each door that separates a 
passenger compartment or a compartment occupied by a person from an emergency exit, 
with the exception of a door required by subsection (1). 

(4) No crew member, except a flight crew member, shall have a key to a door required by 
subsection (1) at any time from the moment the passenger entry doors are closed in 
preparation for departure until they are opened on arrival unless the locking device 
required by subsection (2) is installed and locked. 

(5) No person shall operate an aeroplane that is required by subsection (1) to be equipped 
with a door unless 

(a) each door meets the design requirements of section 525.795 of the 
Airworthiness Manual in effect on May 1, 2002; and 

                                                      

129  Nocholas Van Praet, Air Canada Pilots Demand Stun Guns in Cockpits: Irked By Security Delays, Oct. 12, 2002. 
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(b) the locking device required by subsection (2) and any other system used to 
control access to the flight deck can be operated from each flight crew member 
position. 130

Thus, Canada has requirements for the equipping of doors with safety locks and the locking of 
cabin doors on large aircraft.  It appears that certain smaller aircraft have been exempted from this 
requirement. 

E.  Shootdown Operations 

The North American Aerospace Defense Command (NORAD) is responsible for aerospace 
warning and control for Canada and the United States.  The NORAD commander is responsible to both 
the Prime Minister of Canada and the President of the United States who can authorize shootdown 
operations.  NORAD’s headquarters are in Colorado.  There are three subordinate regions.  One of these, 
the Canadian NORAD region is headquartered in Winnipeg, Manitoba.  This region monitors all aircraft 
entering Canadian airspace.  The Canadian NORAD region has stated that since the terrorist attacks of 
2001, it “has been heavily committed to Operation Noble Eagle (ONE), NORAD’s ongoing internal 
defence mission.”131  Under this Operation, the Canadian Air Division is responsible for providing 
combat-ready air forces to meet Canada’s commitments.  The Canadian Air Division has CF-18 Hornet 
fighter aircraft on continuous alert to respond to any threats..132  On September 11, 2001, the NORAD 
commander was a Canadian. 

On September 11, 2001, a Korean jet sent out a hijack distress signal over Canadian airspace.  
Since Canadian planes could not reach the jet quickly enough, it was intercepted by U.S. fighter aircraft 
authorized to enter Canadian airspace by Prime Minister Chretien.  The Prime Minister later revealed in a 
television interview that he had “in principle” authorized the U.S. planes to shoot down the Korean jet if 
they believed it was being piloted by terrorists.  The Prime Minister stated that he had asked the American 
authorities to call again, but that they should be prepared to shoot the plane down.  However, it turned out 
that there had been only a communications and language problem.  On the same day, other aircraft were 
diverted to East Coast airports to protect Canada’s largest cities.133

VII. Monitoring of Persons 

A.  Immigration 

Although Canada has an active immigration program, it does not have formal country, 
hemispheric, or overall quotas.  The government establishes annual targets based upon recent trends and 
the country’s absorptive capacity.  The previous Liberal government headed by former Prime Minister 
Chretien announced that Canada hoped to eventually increase its total annual immigration to around 
300,000 a year. That figure would represent approximately 1 percent of the Canadian population.  
However, the annual targets were never actually set that high.  In 2004, Canada accepted approximately 

                                                      

130  Canadian Aviation Regulations, S.O.R. 2002-135, s. 3, as amended by S.O.R. 2003-121, s. 4. 
131  North American Aerospace Defense Command, Canadian NORAD Region, 

http://www.norad.mil/about_us/canr.htm (last visited _Dec. 19, 2006). 
132  North American Aerospace Defense Command, http://www.norad.mil/about_us.htm (last visited Dec. 19, 2006). 
133  Bruce Cheadle, PM’s Trigger Finger Was Twitching: Chretien Prepared to OK Shootdown of Korean Jet, DAILY 

HERALD-TRIBUNE (Grand Prairie, Alberta), Sept. 12, 2002, at 9.  
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235,000 persons for permanent residence.134  Permanent residents often are referred to as “landed 
immigrants.” The basic classes of immigrants are the family class, economic immigrants, and refugees. 
Canada also admits persons to work in the country without becoming permanent residents.  In 2005, the 
number of persons allowed to work in the country temporarily was almost 100,000.135  This figure has 
recently been increasing more rapidly than the permanent resident category because of the relative 
strength of the Canadian economy and the resulting labor shortages that Canada has experienced.  Skilled 
workers from the United States can also take advantage of the temporary entry provisions of the North 
American Free Trade Agreement (NAFTA).  Unskilled workers do not generally enjoy advantages under 
NAFTA and must, therefore, apply for a work visa in competition with other foreigners. 

 
Even though Canada does not have immigration quotas, there is an understanding between 

Parliament and Citizenship and Immigration Canada that in enacting the current Immigration and Refugee 
Protection Act,136 Parliament intended to create a system in which skilled or independent workers would 
usually comprise about sixty percent of the annual total, and that skilled or independent workers would 
normally outnumber family class immigrants by a margin of approximately two to one.  It is also 
understood that Parliament expects Citizenship and Immigration Canada to exercise the administrative 
powers conferred upon it in such a way as to preserve the current balance, and that any significant 
fluctuations in either direction would probably lead to legislative or administrative reforms.  Thus, in 
processing applications submitted at Canadian Embassies or consulates, immigration officials attempt to 
adhere to the goals that are set out annually by Citizenship and Immigration Canada in consultation with 
the Government and appropriate parliamentary committees. 

 
Canada’s process for selecting skilled workers is fairly complex.  Prior to 2002, applicants were 

assessed on a point system that was weighted so that in the vast majority of cases, applicants had to be 
both suitable and have a job offer for  a position that no Canadian citizen was willing and able to fill.  In 
enacting its new law, Parliament adopted a slightly different philosophy.  The current law seeks to 
identify the types of persons who are most likely to integrate into the Canadian workforce based upon 
their background.  Less emphasis is now placed on specific job offers, although this is still a selection 
factor.  The Canadian change of philosophy is based upon findings that persons with certain educational 
and work backgrounds generally become well integrated into Canadian society regardless of whether they 
have a specific position waiting for them or not. 

 
Under the current system, applicants must obtain at least sixty-seven points out of a total of 100 

possible points on the selection grid137 and have at least one year of work experience within the past ten 
years in a management occupation or in an occupation normally requiring university or technical training 
set out in skill types identified in the National Occupational Classification.138  The six selection criteria 
and the maximum number of points available for each are as follows: 

                                                      

134  Citizenship and Immigration Canada, Facts and Figures 2004, available at 
http://www.cic.gc.ca/english/pub/facts2004/overview/1.html.  

135  Citizenship and Immigration Canada, The Monitor, 2006, Issue 2, available at 
http://www.cic.gc.ca/english/monitor/issue13/03-workers.html. 

136  2001 S.C. ch. 27. 
137  Canada’s points system is set out in sections 75-83 of the Immigration Regulations, SOR2002/227, as amended, 

available at http://laws.justice.gc.ca/en/I-2.5/SOR-2002-227/index.html.   
138  Citizenship and Immigration Canada, Skilled Worker Self Assessment, 

http://www.cic.gc.ca/english/skilled/assess/index.html (last visited May 1, 2006).   
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1. Education  A maximum of twenty-five points can be earned by a person who has a 
Master’s Degree or Ph.D and at least seventeen years of full-time or full-time 
equivalent study.  The lowest number of points awardable is five for completion of 
high school. 

2. Languages.  A maximum of twenty-four points can be awarded to persons who are 
highly proficient in both official languages.  Sixteen points can be awarded for 
proficiency in either French or English and eight for proficiency in the other language.  
Written and oral tests are administered to ascertain a person’s abilities in different 
language areas. 

3. Experience.  A maximum of twenty-one points can be awarded for experience in 
approved occupations.  The law allows Citizenship and Immigration Canada to 
designate certain professions as being restricted to guard against labor surpluses.  
However, at the present time, there are no professions that are designated as being 
restricted. 

4. Age.  A maximum of ten points is awarded to persons who are between twenty-one 
and forty-nine.  Persons outside this range lose two points for each year that they are 
under twenty-one or over forty-nine. 

5. Arranged employment.  A person may be awarded ten points for having a permanent 
job offer that has been confirmed by Human Resources and Skills Development 
Canada. 

6. Adaptability.  A person may be awarded points for his or her spouse’s education, 
previous work in Canada, study in Canada, points for arranged employment, and 
family relations in Canada    Equal recognition is given to common law and same-sex 
partners.  

Each selection factor is broken down in charts that show how points are awarded.139     . 

B.  NAFTA 

Skilled workers from the United States may also be able to take advantage of Chapter 16 of 
NAFTA.  Under this Chapter, persons who fit into one of sixty professional categories can obtain 
employment in Canada without the Canadian employer having to first apply for a labor clearance from the 
government.  Such a clearance requires labor authorities to conduct an inquiry as to whether there are any 
available citizens or permanent residents of Canada who are willing and able to accept the position being 
offered.   For persons not eligible for preferential treatment under a free trade agreement, labor 
certification is usually required.  Under NAFTA, persons considered to be eligible professionals must still 
obtain a work permit from Canadian immigration officials, but this process is much less time-consuming 
than it is when a labor certification is required. 

Appendix 1603.D.1 lists several types of professional workers who are eligible to qualify as 
NAFTA professionals.  These professionals usually require a baccalaureate or licenciatura degree.  
Included in the list of NAFTA professionals are librarians, foresters, land surveyors, landscape architects, 
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range conservationists, sylviculturalists, agriculturalists (including agronomists), animal breeders, animal 
scientists, dairy scientists, horticulturalists, plant breeders, poultry scientists, and soil scientists.140

Aside from applying for permanent residence as a skilled worker or a work visa as a NAFTA 
professional, an individual can also be admitted to Canada as a member of another eligible class.  Family 
class immigrants are not assessed on a points system, but preferences are given to applicants based upon 
their relationship to their sponsor.  The administrative practice is to process applications from spouses and 
dependent children most quickly.  Applications from parents, grandparents, relatives who are orphans and 
under the age of eighteen, as well as children under guardianship, are generally given lower preferences.  
Because family class preferences are based more on administrative practices rather than on strict  legal 
requirements, they generally are flexible. 

Canada has a narrower definition of family class immigration than does the United States.  
Applicants who do not fit into one of the above categories still may be sponsored as skilled workers or 
economic immigrants by a relative, but they are then assessed on the basis of the points system.  Relatives 
who are not considered to be family class immigrants may be awarded five points towards the sixty-seven 
points that they need in order to qualify for permanent residence.  

Most of Canada’s provinces have programs designed to attract skilled workers.  Provincial 
nominees receive preference in the processing of applications for immigrant visas.  Because this category 
is generally small, it is not broken down into various types of provincial nominees. 

An agreement between the governments of Canada and Quebec gives the Province of Quebec 
responsibility for selecting skilled workers who intend to settle in that province.  These applicants are not 
assessed on the federal points system.  Applicants selected by the province must pass medical, security, 
and criminal backgrounds checks conducted by the federal government.  Once admitted to Canada, new 
residents are not required to remain in a province that sponsored them.  A major concern of the Quebec 
Government is that many of the immigrants it has sponsored in recent years have moved to Ontario.  The 
Charter does not allow the federal or provincial governments to dictate where an accepted immigrant will 
settle. 

Canada admits three types of business immigrants: investors, entrepreneurs, and self-employed 
persons.  Because investors must have a net worth of at least Can$800,000 (U.S. $779,508.51) and must 
invest at least Can$400,000 (U.S. $389,843.98) in Canada, they enjoy the highest priority.  Entrepreneurs 
are in the middle category because they must have a net worth of at least Can$300,000 (U.S. 
$292,417.53).  Self-employed persons have the lowest preference in this category because they need only 
have the intention and ability to create their own employment.141  Business immigrants are not assessed 
on the points system 

Canada also has a temporary worker program.  Persons accepted as temporary workers are issued 
work permits for limited periods of time depending upon the nature of the work   At the present time, 
Canada appears to have its greatest needs for unskilled workers in construction and agriculture.     

C.  Asylum 

                                                      

140  North American Free Trade Agreement, Appendix 1603.D.1, http://www.nafta-sec-
alena.org/DefaultSite/index_e.aspx?DetailID=78 (last visited May 1, 2006). 

141  Citizenship and Immigration Canada, Who Qualifies as a Business Immigrant?,  
http://www.cic.gc.ca/english/business/ (last visited May 1, 2006).  
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Canada has signed the 1984 Convention against Torture and Other Cruel, Inhuman or Degrading 
Treatment or Punishment, the United Nations Convention Relating to the Status of Refugees signed in 
1951, and the Protocol to the Refugee Convention signed in 1967.  Prior to 2001, the major provisions of 
these international agreements were incorporated in the Immigration Act.142  However, in that year, 
Canada repealed that law and replaced it with its current Immigration and Refugee Protection Act.143 The 
new Act contains a statement of its objectives that summarizes Canada’s refugee policies.  Included in 
this summary are the following objectives: 

1.  to recognize that the refugee program is in the first instance about saving lives and offering 
protection to the displaced and persecuted; 

2.  to fulfill Canada’s international legal obligations with respect to refugees and affirm Canada’s 
commitment to international efforts to provide assistance to those in need of resettlement; and 

3.  to offer safe haven to persons with a well-founded fear of persecution based on race, religion, 
nationality, political opinion, or membership in a particular social group, as well as those at risk 
of torture or cruel and unusual treatment or punishment.144  

The legislative summary, however, incorporated in the statute also recognizes that Canada’s 
obligations toward refugees are qualified by its obligation “to promote international justice and security 
by denying access to Canadian territory to persons, including refugee claimants, who are security risks or 
serious criminals.”145\ 

The Immigration and Refugee Protection Act confers refugee protection on persons found to be a 
Convention refugee and persons found to be in need of protection from being subjected to torture or cruel 
and unusual punishment.  A claim for protection can be made at a point of entry or at a Canada 
Immigration Centre in Canada (CIC).146  CIC officers review claims to determine whether they are 
eligible to be referred to the Immigration and Refugee Board (IRB) for a decision.  Included in the 
categories of persons who are not eligible to have a claim referred to the IRB: 

1. persons recognized as a Convention refugee in another country to which they can return; 

2. persons who have arrived from a country with which Canada has a Safe Third Country 
Agreement; 

3. persons determined to be inadmissible on grounds of security, serious criminality, or 
human rights violations; 

persons who were already denied status or who withdrew or abandoned a previous application.147

As to the second point, Canada and the United States have had the previously-mentioned Safe 
Third Country Agreement in place since the beginning of 2005.148  This Agreement was originally called 

                                                      

142  R.S.C. c. I-2 (1985). 
143  2001 S.C. c. 27, as amended. 
144  Id. s. 3(2)(a), 3(2)b) and 3(2)(c). 
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http://www.cic.gc.ca/english/refugees/asylum-1.html (last visited Dec. 17, 2007). 
147  Id. 

http://www.cic.gc.ca/english/refugees/asylum-1.html


Legal Responses To Terrorism – January 2007                                                The Law Library of Congress – 45 

for in the Action Plan to the Smart Border Declaration that Canada and the United States signed shortly 
after the events of September 11, 2001.   

Eligible refugee protection claims are referred to the IRB.  The quasi-independent judges of the 
Refugee Protection Division are appointed by the government.  Hearings are held in camera and are 
conducted in an informal, non-adversarial manner.149Representatives of the United Nations High 
Commissioner for Refugees are allowed to attend.  Refugee claimants are allowed to explain why they 
believe they need protection.  Refugee claimants have a right to legal counsel.  Persons denied refugee 
status can appeal their case to the Federal Court of Canada.  Claimants are usually allowed to stay in the 
country while their case is being heard. 

Persons granted refugee status are allowed to apply for permanent resident status.  Almost all 
persons accepted as refugees avail themselves of this opportunity.  This practice supports critics’ 
arguments that many refugee claimants are essentially “queue jumping” to obtain permanent residence. 

Despite the reforms contained in the Immigration and Refugee Protection Act that were designed 
to streamline the process, appeals in refugee cases can still take quite a few years.  Claimants have 
frequently been able to delay or avoid deportation for over ten years.  Canada also allows persons to apply 
for permission to remain in the country on humanitarian or compassionate grounds and to apply for a pre-
removal risk assessment if they fear persecution, danger of torture, risk to life or cruel and unusual 
treatment. 

Canadian refugee policy has been a highly contentious issue within the country for many years.  
Critics contend that the relatively high acceptance rate of almost fifty percent demonstrates that Canada 
has an overly generous asylum program. Officials in the government that was replaced at the beginning of 
2006 defended their record by claiming that the acceptance rate in Canada was not significantly higher 
than the acceptance rate in the U.S.  Persons advocating major reforms of the present system also believe 
that Canada has been overly generous in recognizing the rights of refugee claimants.  Canada’s Supreme 
Court has held that refugee claimants are fully protected by the Canadian Charter of Rights and 
Freedoms.  This protection, which is broader than that afforded refugee claimants in the United States, 
generally gives refugee claimants the right to work in Canada while their claims are being considered as 
well as the right to study within the country.  Refugee claimants are also eligible to be enrolled in the 
provincial health insurance plans which provide medical care to provincial residents.   Free medical care 
and social services, the immediate right to work, the length of time in takes to process claims, and the 
high acceptance rate are all cited as major reasons why many refugee claimants would prefer to present 
their claim in Canada than the United States.    

D.  Tracking of Aliens 

One way that Canada has attempted to track aliens in the country is by creating a Seasonal 
Agricultural Workers Program (SAWP) for persons who do not qualify as skilled or professional 
agricultural workers.  Under this program, Canada has signed SAWP agreements with Jamaica, Mexico, 
Barbados, and Trinidad and Tobago.  Under these agreements, persons may apply for admission to the 
program in their home country.  Applicants are screened by local authorities.  Canadian immigration 

                                                                                                                                                                           

148  U.S. Citizenship and Immigration Service, Agreement Between the Government of Canada and the Government of 
the United States of America for Cooperation in the Examination of Refugee Status Claims from Nationals of Third Countries, 
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officials issue work permits to screened workers in accordance with Canada’s agricultural needs.  The 
majority of the agricultural workers are admitted in the second and third quarters of each year.  Guatemala 
is not a participant in the SAWP program, but an increasing number of work permits have been issued to 
workers from that country over the past two years.  Nevertheless, Mexico and Jamaica are the leading 
source countries with 53 and 28 percent of the 2004 SAWP permits issued to citizens of those countries 
respectively.  The total number of SAP permits reportedly issued in 2004 was approximately 22,000.  
Government statistics show that in 2005 foreign workers at skill level C, which includes most seasonal 
agricultural workers, was approximately 31,000.150  Under the SAWP agreements, consular officials are 
allowed to visit housing facilities to ensure that they meet Canadian standards.   

One of the key features of the SAWP agreements is that they require foreign officials keep 
records on the return of agricultural workers to ensure that the program is not illegally employed by 
persons who want to remain in Canada indefinitely.  If a country were to have an unacceptable number of 
workers fail to return after completing their assigned work, it would risk having its program terminated. 

Of course, agricultural workers are but a small portion of all persons admitted to Canada for 
reasons other than for permanent residence.  Although it is much smaller in size, Canada shares the 
United States’ problem with a growing number of illegal immigrants.  Just three years ago, the number 
was estimated at approximately 50,000.  The current estimate is that the illegal population is probably 
around 200,000, although some experts believe it could be as much as twice that many.151  The current 
Conservative government announced in 2006 that deporting persons who had illegally entered the country 
or who had overstayed their  visa was a top priority, but its early efforts at stepping up enforcement were 
met with opposition both within and outside the House of Commons. 

Keeping track of persons who are illegally within the country has long been a major law 
enforcement problem.  In April of 2006, it was reported that “as many as 3,000 people ordered deported 
from Canada for human rights abuses, terrorism ties, war crimes, gangsterism links or criminal 
convictions continue to linger in the country.”152 Moreover, it was estimated that these 3,000 are but ten 
percent of the 30,000 ordered expulsions that have not been carried out by the Canada Border Security 
Agency.153 Some of the cases began long ago.  For example, one individual who had reportedly been 
convicted in a fatal hijacking of an Israeli airliner before being accepted for residence by unsuspecting 
Canadian officials has managed to drag out his case for eighteen years and is now appealing on the 
grounds that he is in ill-health and need of Canadian medical treatment.154  

E.  Border  Control 

Canada generally requires foreign visitors to produce a passport to enter the country.  Visitors 
from designated countries also require visas.  United States citizens are generally exempt from the 
passport and visa requirements, but they may be denied entry if they are unable to prove their United 
States citizenship or have a criminal background.  United States citizens who have been convicted of 
driving while impaired in the United States have been denied entry to Canada.  Such persons, however, 
can apply to be allowed admission under a special Minister’s permit. 
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Canada has not enacted legislation to require all persons crossing the border with the United 
States to carry passports as of a certain date.  The enactment of the Western Hemisphere Travel Initiative 
(WHTI) in the United States has been a major concern to the Canadian government.  Canadian officials 
fear that WHTI, now scheduled to come into force at land border crossings at the beginning of 2008, will 
discourage tourism and trade between the two countries.          

F.  Identity Cards 

Canada does not have a national identity card and the current Prime Minister has generally been 
opposed to the idea.  However, several years ago, the Minister of Immigration in the former Liberal 
government proposed that Canada adopt such a card.  This Minister envisioned this card being embedded 
with fingerprint information or eye scans.  The proposal was studied by a committee in the House of 
Commons, but it was not received very enthusiastically.  A major opponent of the idea of a national 
identity card was the former Privacy Commissioner.  This official thought that a national identity card 
would be of little assistance to law enforcement in the fight against terrorism because it would not be 
issued to visitors.  Civil libertarians also opposed the idea on the grounds that there was no certainty as to 
what would happen with the information stored on the card. 

A study released by Queen’s University, however, indicated that more than half of Canadians 
now support some form of a national identity card.  This survey may well reflect concern over the rise in 
the number of illegal immigrants in the country and a belief that the government lacks adequate tools to 
combat this problem.155

The idea of a national identity card has also resurfaced in response to the Western Hemisphere 
Travel Initiative (WHTI) adopted by the United States.  Some Canadian officials believe that the United 
States might be willing to accept national identity cards instead of passports for Canadians traveling to 
this country once the border crossing security measures come into force.  The Conservative government, 
however, does not appear to be negotiating for such a concession by the United States.  This decision may 
well reflect the fact that the Canadian Government’s concern with WHTI is more with how it will affect 
travel by Americans to Canada than it is with travel by Canadians to the United States.  Statistics show 
that a higher percentage of persons have passports in Canada than in the United States.   

G.  Biometrics 

Canada has not yet created a passport that incorporates biometric technology, but regulations to 
give Passport Canada authority to issue “e-passports” were created in June of 2006.  These regulations 
state as follows: 

(1) Passport Canada may convert any information submitted by an applicant into a digital 
biometric format for the purpose of inserting that information into a passport or for other uses that 
fall within the mandate of Passport Canada. 

(2) Passport Canada may convert an applicant’s photograph into a biometric template for the 
purpose of verifying the applicant’s identity, including nationality, and entitlement to obtain or 
remain in possession of a passport.156
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 A spokesperson for Passport Canada stated that Passport Canada had not yet decided when new 
passports incorporating biometric technology would be introduced.157

VIII. Money Laundering Legislation   

A.  National Agency in Charge 

The national agency that is responsible for collecting, analyzing and disclosing financial 
information and intelligence on suspected money laundering and terrorist financing activities is the 
Financial Transactions and Reports Analysis Center of Canada (FINTRAC).  This agency was originally 
created in 2000, but it was not until 2001 that FINTRAC’s responsibilities were expanded to include 
detecting and deterring terrorist financing activitiy.  FINTRAC’s current mandate is to: 

• receive and collect reports on suspicious and prescribed financial transactions and other 
information relevant to money laundering and terrorist activities financing ; 

• receive reports on the cross-border movement of large amounts of currency or monetary 
instruments; 

• analyze and assess the information it receives; 

• provide law enforcement financial intelligence that would be relevant to the investigation 
or prosecution of money laundering offences and terrorist activity financing offences as 
well as to provide CSIS with financial intelligence that would be relevant to threats to the 
security of Canada; 

• ensure that personal information under its control is protected from unauthorized 
disclosure; 

• ensure compliance by financial intermediaries and other reporting entities with their 
obligations under the Act and regulations; and 

• FINTRAC is authorized to provide law enforcement and intelligence agencies with 
information that they need to enforce the criminal laws of the country and combat 
terrorist activities. 

B.  Scope of the Criminal Offense of Money Laundering 

The Criminal Code contains a number of offenses that can be committed by laundering money for 
terrorist purposes.  For example, such an activity could constitute facilitating a terrorist activity, an 
offense which is punishable with a maximum term of fourteen years imprisonment.158  The Criminal 
Code also contains a general provision prohibiting the laundering of proceeds of virtually all types of 
indictable offenses.  This crime is generally punishable with a maximum term of ten years’ 
imprisonment.159  

In June 2000, Parliament supplemented the extant provisions of the Criminal Code by enacting 
the Proceeds of Crime (Money Laundering) Act.160 The primary reason that a separate law was created 

                                                      

157  Susan Delacourt, Ottawa Takes ‘Big Step’ to Biometrics ID, TORONTO STAR, June 30, 2006. 
158  Criminal Code, R.S.C. c. C-46, s. 83.19(1), as amended by 2001 S.C. c. 41, s. 4. 
159  Id. s. 462.31. 
160  Proceeds of Crime (Money Laundering) Act, 2000 S.C. ch. 17. 



Legal Responses To Terrorism – January 2007                                                The Law Library of Congress – 49 

was that Parliament wanted to establish a regulatory regime and for FINTRAC to administer it.  One of 
the prime objectives of the new law was to “respond to the threat posed by organized crime.”161  
Following the events of September 11, 2001, the Government of Canada decided to, among other things, 
rename and amend the 2000 law by extending it to address terrorist threats more directly.  These revisions 
were included in the Anti-terrorism Act.  On October 15, 2001, the Bill creating this statute received a 
second reading in Canada’s lower chamber, the popularly-elected House of Commons.162  After being 
approved in principle, the Bill was then considered by the Justice Committee in the House. During the 
committee hearings, professional groups representing the legal profession appeared as witnesses. After 
the Bill was reported out of committee, it received final approval in the House of Commons on November 
28, 2001.  Following subsequent passage by Canada’s upper chamber, the appointed Senate, the Anti-
terrorism Act received Royal Assent and became law on December 18, 2001.   

The Anti-terrorism Act substantially amended the 2000 Act and renamed it the Proceeds of Crime 
(Money Laundering) and Terrorist Financing Act.163  The amended statute states that one of its prime 
objectives is “to implement specific measures to detect and deter money laundering and the financing of 
terrorist activities and to facilitate the investigation and prosecution of money laundering offences and 
terrorist activity financing offenses.”164     

One of the major questions respecting the scope of the Proceeds of Crime (Money Laundering) 
and Terrorist Financing Act is the extent to which it applies to the legal profession.  This issue will be 
dealt with separately. 

Part I of the Proceeds of Crime (Money Laundering) and Terrorist Financing Act authorizes the 
Governor General, acting upon the advice of the Minister of Finance, to enact regulations that define 
businesses, professions and activities that are subject to the Record Keeping and Reporting of Suspicious 
Transactions requirements of the Act and its implementing regulations. 

Part II of the Act requires the Reporting of Currency and Monetary Instruments.  Part II of the 
Act is much less complex and it has been less controversial.  Under its provisions, “every person” is 
required to report, in accordance with regulations, the importation or exportation of currency or monetary 
instruments of a value equal to or greater than the prescribed amount.165  There are also special provisions 
for currency and monetary instruments imported or exported by courier or mail in section 12 of the Act. 

In addition to the two parts of the Act, the government enacted two sets of complementary 
regulations in 2001 and 2002.  2002, the Government enacted two sets of complementary regulations.  
The first of these is the Proceeds of Crime (Money Laundering) and Terrorist Financing Suspicious 
Transaction Reporting Regulations.166  These regulations originally required legal counsel, as well as 
financial institutions and many other entities, to report terrorist property and suspicious transactions to the 
Financial Transactions and Reports Analysis Centre of Canada where there were reasonable grounds to 
believe that they were related to money laundering or terrorist financing.  The second set of regulations 
                                                      

161  Proceeds of Crime (Money Laundering) Act, 2000, § 3. 
162  Bill C-36, 37th Parl. 1st Sess. 
163  Proceeds of Crime (Money Laundering) and Terrorist Financing Act, 2000 S.C. ch. 17, as amended by 2001 S.C. 

ch. 41.  A consolidated version of the Act prepared by Canada’s Department of Justice is available at 
http://laws.justice.gc.ca/en/p-24.501/text/html. 

164  Id. at § 3. 
165  Id. at § 12. 
166  SOR/2001-317. 

http://laws.justice.gc.ca/en/p-24.501/text/html


Legal Responses To Terrorism – January 2007                                                The Law Library of Congress – 50 

enacted by the Government is the Proceeds of Crime (Money Laundering) and Terrorist Financing 
Regulations.167  These regulations originally contained three sections directed to “Legal Counsel and 
Legal Firms.”168  Section 31 extended Part I of the Act to lawyers involved in receiving or paying funds 
other than professional fees; purchasing securities, properties, and assets; and transferring funds or 
securities.  Section 32 extended the reporting requirement respecting cash amounts of Can$10,000 (U.S. 
$9810) or more to section 31 activities.  Section 33 extended the record keeping provisions of the Act to 
transactions involving cash amounts of Can$10,000 (U.S. $9810) or more to section 31 activities. 

The Proceeds of Crime (Money Laundering) and Terrorist Financing Regulations do not contain a 
Part II that is designed specifically to complement Part II of the Act.  Interpreting how the regulations 
relate to Part II of the Act can be somewhat difficult.  After these regulations came into effect, the 
Federation of Law Societies of Canada, an umbrella organization for the provincial and territorial law 
societies which are the Canadian equivalent to American bar associations, sought a clarification from the 
Attorney General of Canada as to who is obligated to file reports on cross-border transactions.  On 
January 21, 2003, the Federation released a newsletter in which it summarized the information it had 
received.  This newsletter first notes that all persons are required to report to the Financial Transactions 
and Reports Analysis Centre of Canada (FINTRAC), the importation or exportation of Can$10,000 (U.S. 
$9810) or more in currency or monetary instruments in bearer form.  The Federation noted that lawyers 
are not exempt from Part II, but added that if a lawyer is involved in a reportable transaction on behalf of 
a client, it is the client that has the duty to file the required report, unless the lawyer physically carries 
currency or monetary instruments across the border.  The Federation also noted that there are no 
requirements to report bank drafts, checks, or other negotiable instruments that have not been endorsed or 
to report knowledge of the exportation of currency or monetary instruments by another party.169

The Federation’s newsletter indicates that Part II applies to lawyers only in very narrow 
circumstances.  It does not appear that either the Federation or the separate Canadian Bar Association, a 
non-licensing body that is equivalent to the American Bar Association, has considered contesting the 
legality of Part II or the implementing regulations insofar as they pertain specifically to Part II.  There 
have not been any reports that the Government is considering expanding the Part II rules in ways that 
would affect lawyer-client relations.     

Turning back to the more difficult Part I of the Act, Section 5(i) of the Proceeds of Crime (Money 
Laundering) and Terrorist Financing Act gives the Governor General, Canada’s formal Head of State, 
authority to enact regulations recommended by the Minister of Finance that require certain types of 
records to be kept and certain types of suspicious transactions to be reported by, among others, “persons 
and entities engaged in a business, profession or activity described in section 73(1)(a) of the Act.”170 In a 
rather circular fashion, section 73(1)(a) gives the Governor General authority to enact regulations 
“describing businesses, professions and activities for the purpose of section 5(i).”171    

A chronology of events prepared by the Federation of Law Societies shows that opposition to the 
adoption of regulations that would extend to the legal profession, at least in the same way that they cover 
bankers and many other professionals, dates back to at least 1998.  In that year, the Canadian Bar 
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Association (hereinafter CBA) made its first public objections to the Government’s proposals.  The 
following year, the CBA wrote to the Ministers of Justice and Finance, and in 2000, it appeared before the 
Finance Committee in the House of Commons.  The Federation presented a submission that stated in part: 

The social cost of conscripting the legal profession into the role of state investigators against their 
own clients is profound.  Clients must be able to seek the assistance of a lawyer knowing that the 
information they communicate will remain with the lawyer and go no further.  Uncertainty in the 
integrity of the privilege or confidentiality will create uncertainty in and undermine the solicitor-
client relationship.172

In the month prior to September 11, 2001, the CBA adopted two resolutions on money laundering.173

On November 8, 2001, the Federation of Law Societies and the Law Society of British Columbia 
challenged the constitutionality of the application of the 2001 regulations to legal counsel and legal firms.  
As had been mentioned, the constitutionality of federal enactments can be challenged in Canada’s 
provincial courts and the British Columbia provincial court granted the Federation interim relief.  Similar 
petitions were soon filed in other provinces.  Before all these cases could be set for trial, the Attorney 
General and the Federation agreed that the interim relief granted in British Columbia would apply 
throughout the country, pending a hearing on the constitutional issues by the British Columbia Supreme 
Court.  This meant that legal counsel and legal firms were exempted from the reporting, record keeping, 
client identification, and compliance provisions of the Act and its regulations.  A hearing on the issue was 
originally scheduled for June of 2003. However, two major events subsequently occurred that have 
resulted in the hearing being moved back several times. 

In September 2002, the Supreme Court of Canada rendered a decision in the case of Lavallee, 
Rackel, and Heintz v. Canada (Attorney General).174  At issue was a provision of the Criminal Code that 
set out a procedure for determining whether solicitor-client privilege exists in documents seized from a 
law office under a warrant.  In both Alberta and Ontario, this provision of the Criminal Code had been 
found to contravene the Canadian Charter of Rights and Freedoms guarantees against unreasonable 
searches and seizures.175  In Newfoundland, the impugned section had been found to be unconstitutional 
in part.  The decisions in these cases were appealed directly to the Supreme Court of Canada, because 
Canada does not have federal circuit courts. 

In Lavallee, the major issue was whether the procedure for seizing documents from a law office 
constituted unreasonable search and seizure and, if so, whether it was justifiable.  This procedure required 
materials to be sealed at the time of seizure and for the solicitor to apply for a determination that the 
material was protected within a strict time limit.  The law also allowed the courts to ask for the assistance 
of the Crown in examining the material in order to determine whether it was covered by solicitor-client 
privilege. 

The person against whom the evidence had been sought in Lavallee was suspected of money 
laundering.  However, by a 6-3 decision, the Supreme Court of Canada struck down the impugned section 
of the Criminal Code for being contrary to the Charter’s guarantee against unreasonable search and 
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seizure.  Justice Louise Arbour wrote the opinion for the majority.  In the course of this opinion, Madam 
Justice Arbour first traced the development of the law respecting solicitor-client privilege under the 
Charter and then noted that the Supreme Court “has striven to strike an appropriate balance between 
privacy interests on the one hand and the exigencies of law enforcement on the other.” 176 She 
subsequently added, however, that this type of analysis is not appropriate in search and seizure cases in 
the following terms: 

Where the interest at stake is solicitor-client privilege—a principle of fundamental justice and civil 
right of supreme importance in Canadian law—the usual balancing exercise referred to above is 
not particularly helpful.  This is so because the privilege favours not only the privacy interests of a 
potential accused, but also the interests of a fair, just and efficient law enforcement process.  In 
other words, the privilege, properly understood, is a positive feature of law enforcement, not an 
impediment to it.177

A 1876 case was then cited in which it had been said that: 

As litigation can only be properly conducted by professional men, it is absolutely necessary that a 
man…should have recourse to the assistance of professional lawyers…and that the 
communications he so makes to him should be kept secret [without] his consent.178  

Madam Justice Arbour noted that while solicitor-client privilege is not absolute, it “must remain 
as close to absolute as possible to ensure public confidence and retain relevance.”179  For this reason, 
solicitor-client privilege “will only yield in certain clearly defined circumstances and does not involve a 
balancing of interests on a case-by-case basis.”180.  The question was then asked as to whether the 
impugned section more than minimally impaired solicitor-client privilege.  In answering this question in 
the affirmative, Madam Justice Arbour focused on the fact that the law did not require clients to be 
contacted, it put the onus of asserting privilege on solicitors, and there was an absence of judicial 
discretion in the release of documents to the government.  

Following the issuance of the decision by the Supreme Court in Lavallee, the Government 
reviewed the regulations extending the Part I requirements of the Proceeds of Crime (Money Laundering) 
and Terrorist Financing Act to law firms and  decided to repeal them rather than to try to defend them in 
the hearing scheduled in British Columbia for June of 2003.  Legally, the Government could have 
invoked the notwithstanding clause and reenacted the regulations with the declaration that they would 
operate notwithstanding the provisions of the Charter.  Such a move, however, almost certainly would 
have been severely criticized for, at the very least, being premature.  Thus, what the Government decided 
to do instead was to repeal the Part I regulations pertaining to legal firms and reconsider its position.  In 
the regulatory impact statement issued with the regulations repealing the provisions that subjected legal 
counsel and legal firms to the client identification, record-keeping, reporting and internal compliance 
requirements, the Government made the following statement: 

The Government nonetheless believes it is important that Canada’s anti-money laundering and 
anti-terrorist financing regime cover all entities that act as financial intermediaries, including legal 
counsel and legal firms, in order to be effective.  The government therefore intends, following 
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consultations, to put in place a new regime for legal counsel consistent with this principle and 
which better takes into account the nature of the duties of legal counsel.181

The Department of Finance has reported that “since March 2004, the Government has been 
consulting with the profession on possible modalities of a replacement regime, which would cover legal 
counsel and legal firms.”182  However, no drafts of possible replacement regulations have been released.  
In the meantime, the hearing originally scheduled for June 2003 was first postponed to November 1, 2004 
on April 15, 2003 and then to October 31, 2005 on June 9, 2004.183  On May 13, 2005, the hearing was 
postponed indefinitely on condition that if the government drafts new regulations not approved by the 
Federation, the hearing will commence. 

The Government of Canada reportedly began rewriting the rules respecting lawyers that it 
enacted under the Proceeds of Crime (Money Laundering) and Terrorist Financing Act to ensure that they 
comply with the criteria established by the Supreme Court of Canada in the Lavallee case.  Madam 
Justice Arbour has left the Supreme Court, but the minimal impairment test she established for laws 
qualifying solicitor-client privilege was supported by five other justices and the new members of the 
Supreme Court have long been seen as strong defenders of Charter rights.   The Government has not yet 
released proposed new rules, but is reportedly in discussions with the Federation of Law Societies of 
Canada. 

C.   Due Diligence and Record Keeping 

FINTRAC has prepared guidelines for record keeping and client identification for the following 
types of entities: 

life insurance companies, brokers, and agents; 

accountants and real estate brokers; 

money services businesses; 

foreign exchange dealers; 

securities dealers; 

casinos; and 

financial entities.184    

Because financial entities covers banks, trust companies, and credit unions, the rules respecting 
them are the most detailed.  The records that  must be kept by financial institutions include large cash 
transactions of Can$10,000 (U.S. $9810) or more.  Such transactions must be reported to FINTRAC.  
Two or more transactions with a 24-hour period that add up to Can$10,000 (U.S. $9810) or more must 
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also be reported.  There are exemptions for cash received from another financial entity or a public 
body.185

Records to be kept when accounts are opened are fairly strict.  Signature cards must be kept for 
all account holders.  As for identifying individuals, the Guidelines state as follows:  

To identify an individual, refer to the individual’s birth certificate, driver’s license, passport, 
record of landing, permanent resident card or other similar record. Examples of other similar 
documents include an old age security card, a certificate of Indian status, or a card with the 
individual’s signature and photograph on it issued by any of the following: 
  

• the Insurance Corporation of British Columbia;  
• Alberta Registries;  
• Saskatchewan Government Insurance;  
• the Department of Service Nova Scotia and Municipal Relations;  
• the Department of Transportation and Public Works of the Province of Prince Edward Island; 
• Service New Brunswick;  
• the Department of Government Services and Lands of the Province of Newfoundland and 

Labrador; 
• the Department of Transportation of the Northwest Territories; or  
• the Department of Community Government and Transportation of the Territory of Nunavut. 

You can refer to an individual’s provincial health card, but only if it is not prohibited by 
provincial or territorial legislation.  For example, you cannot refer to an individual’s provincial health 
card from Ontario, Manitoba or Prince Edward Island because health cards cannot be used for this 
purpose in these provinces.  As another example, in Quebec, you cannot request to see a client’s health 
card, but you may accept it if they want to use it for identification purposes.186

 
Similar rules exist for identifying individuals for individual transactions.                       

D.  Reporting Suspicious Transactions 

As already described, Part I of the Proceeds of Crime (Money Laundering) and Terrorist 
Financing Act places a general obligation on persons to report transactions “in respect of which there are 
reasonable grounds to suspect that the transaction is related to the commission of a money laundering 
offense or a terrorist activity financing offense.”187  The  Act provides that persons who fail to report 
suspicious transactions face a maximum term of five years’ imprisonment and a maximum fine of Can $2 
million (U.S. $1,942,928.21).188  Failure to report transactions in excess of Can$10,000 (U.S. $9810) is 
punishable with a maximum fine of Can $1 million.189  Persons who exercise “due diligence” are not 
liable for these penalties.  What constitutes “due diligence” depends upon the circumstances of the case.  
However, persons who follow FINTRAC guidelines in good faith will generally have a valid defense to 
any charges against them under the Proceeds of Crime (Money Laundering) and Terrorist Financing Act. 

IX.  Financial Remedies 
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Canada’s Department of Justice has a Policy Centre for Victims Issues.  Within this Centre is a 
National Office for Victims that administers a financial assistance program to help defray the costs 
victims incur to attend National Parole Board hearings for federally supervised inmates that committed 
crimes against them.190  This is a very limited program.  The federal government does not generally 
award compensation to victims of crime.  Responsibility for administering such programs rests with the 
provinces.  All of the provinces have a compensation program.  In most cases, awards are made by 
specially-constituted boards.  For example, the most heavily populated province of Ontario has a Criminal 
Injuries Compensation Board.  This Board can award compensation for medical treatment, funeral 
expenses, legal representation, travel expenses, pain and suffering, income loss of up toCan$250 (U.S. 
$242.88) a week, and loss of support.191  Awards, however, are usually modest and do not cover property 
damage. 

The Anti-terrorism Act does not create special rights to sue state supporters of terrorism.   
Foreign governments are generally immune from lawsuits in Canada, but section 6 of the State Immunity 
Act provides as follows: 

 
A foreign state is not immune from the jurisdiction of a court in any proceedings that relate to 

(a) any death or personal or bodily injury, or 

(b) any damage to or loss of property 

that occurs in Canada.192

Property of a foreign government, however, except for property of a commercial agency of a foreign 
government is still generally exempt from execution.193

On June 22, 2006, a private member’s bill was introduced in the House of Commons that would 
further restrict sovereign immunity in Canada.  Under this bill, a foreign state would not be immune “ in 
any proceeding that relates to a terrorist activity that the foreign state conducted on or after January 1, 
1985.”194  This bill would allow for the attachment of property used not only for commercial purposes, 
but also for terrorist purposes.  It would also amend the Criminal Code to allow for lawsuits against 
persons who failed to comply with a court order.195 Private member’s bills are seldom enacted as law in 
Canada.  However, the possibility of a majority of the members of the House of Commons supporting a 
non-governmental measure are much greater  under a minority government than a majority government.  
Also, while private member’s bills are seldom passed, provisions in such proposals are sometimes 
adopted by the government and included in bills introduced by a minister in the government. 

The question of whether a religious organization can be held responsible for the conduct of its 
members was recently addressed by the Supreme Court of Canada.  In 2005, the Court found that a 
church  was partially responsible for sexual abuse that occurred at a residential school and that it could 
not claim immunity from damage claims because it tries to do good works.  Canada had a number of 
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residential schools prior to the 1970s that were composed primarily of native students.  The federal 
government and various churches jointly ran these schools.  There have been many allegations of sexual 
abuse  occurring at the residential schools.  At a trial held in British Columbia, the federal government 
was found seventy-five percent responsible and a church twenty-five percent responsible for damages 
suffered by a particular group of plaintiffs.  The Court of Appeal for that province ruled that the church 
enjoyed immunity and that the federal government should be held wholly responsible.  The Supreme 
Court restored the trial court’s decision.   The Court took the position that giving the church full immunity 
“would not motivate such organizations to take precautions to screen their employees and protect children 
from sexual abuse.” 196  The lead claimant in the case was consequently awarded approximately U.S. 
$170,000.197 in damages as a result of the ruling. 

The Supreme Court’s decision holding a church partially responsible for the actions of an 
individual clergyman did not directly address the question of whether a religious organization can be 
found liable for inciting members to engage in tortuous conduct.  However, the Court’s ruling that 
churches do not generally enjoy immunity to torts would appear to open up that possibility. 

 
X. Restrictions on Freedom of Expression and Participation in the Political Process 

A.  Hate Propaganda 

In 1966, the Cohen Committee, named for a former dean of McGill’s Law School and composed 
of members who included future Prime Minister Pierre Trudeau, released a report recommending the 
criminalizing of certain types of hate speech.198  Parliament responded to this report in 1970 by creating 
three new Criminal Code offenses.  The first of these is generally referred to as “advocating genocide” 
and the other two fall under the heading of “public incitement of hatred.”  

Under section 318 of the Code, advocating or promoting genocide is punishable with a maximum 
sentence of five years’ imprisonment.  The term “genocide” is defined to mean “acts committed with 
intent to destroy in whole or in part any identifiable group, namely, (a) killing members of the group; or 
(b) deliberately inflicting on the group conditions of life calculated to bring about its physical 
destruction.”199  The term “identifiable group” means “any section of the public distinguished by colour, 
race, religious, or ethnic origin.”  It does not appear that anyone has been convicted of promoting 
genocide in Canada since the hate propaganda sections of the Criminal Code were created. 

Section 319(1) of the Criminal Code makes it a criminal offense to communicate statements in 
any public place to incite hatred against any identifiable group where that incitement is likely to lead to a 
breach of the peace.  This offense is punishable with up to two years’ imprisonment if prosecuted by way 
of an indictment and up to six months’ imprisonment if the Crown elects to proceed in summary 
proceedings.  The distinction between indictable and summary offenses in Canada is similar to the 
distinction between felonies and misdemeanors in the United States.   Similar to section 318, there does 
not appear to be  any convictions under section 319(1). 

                                                      

196 Blackwater v. Plint, 2005 S.C.C. 58. 
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In contrast to the other two sections, section 319(2) has been used successfully by the Crown to 
prosecute persons for illegally distributing hate propaganda in several well-publicized cases.  Section 
319(2) makes it a crime to communicate statements that willfully promote hatred against an identifiable 
group except in private conversation.  The maximum punishments under section 319(2) are the same as 
they are for section 319(1), but the former recognizes four defenses that can be asserted by the accused.  
Under these defenses, no person can be convicted of violating section 319(2) if: 

1) the statements were true; 

2)  in good faith, [the accused] expressed or attempted to establish by argument an opinion on 
a religious subject; 

3) the statements were relevant to any subject of public interest, the discussion of which was 
for the public benefit, and if on reasonable grounds he believed them to be true; or 

4) [the accused] intended to point out for the purpose of removal, matters producing or 
tending to produce feelings of hatred toward an identifiable group.200   

The second defense respecting opinions on religious subjects was not recommended by the Cohen 
Committee201 and could pose a problem for the Crown in a cases involving a person claiming to express 
religious beliefs, even if the Crown can counter that the accused’s religious opinions were not expressed 
“in good faith.”  Both the Canadian Bar Association Special Committee on Racial and Religious Hatred 
and the Law Reform Commission have recommended that the allowable defense respecting religious 
opinions be dropped from the list of allowable defenses.202  While this has not been done, one protection 
built into the legislation is that no person can be prosecuted under section 319(2) without the consent of 
the provincial Attorney General. 

The legal question that has received the most consideration with respect to Canada’s hate 
propaganda is what constitutes “willful” promotion of hatred.203  In the leading case of R. v. Keegstra, the 
Supreme Court of Canada found that the definition covers statements made with the intention of 
promoting hatred, but that it does not include statements made recklessly. 204  Mr. Keegstra, a former 
school teacher in Alberta, was found to have made many anti-Semitic statements and remarks that were 
illegal under section 319(2) and his conviction was upheld by the Supreme Court of Canada.  Several 
other convictions under section 319(2) have also been upheld by the courts. However, a natïve leader was 
recently granted a new trial by Saskatchewan’s Court of Queen’s Bench on the grounds that the anti-
Semitic statements he had made to a reporter did not rise to the level of willfully promoting hatred against 
Jews. 205 The Crown announced that it would appeal this decision. 

In addition to the three Criminal Code offenses described above, section 320 of the Criminal 
Code authorizes the police to obtain and execute court orders to seize and confiscate hate propaganda.  
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The police are only required to demonstrate that the material is, indeed, hate propaganda.  They are not 
required to show that the material may be considered dangerous.206

Also relevant to the regulation of hate speech in Canada is section 13 of the Canadian Human 
Rights Act.  This provision prohibits the use of the telephone or computers to communicate race hatred 
and has been described by a senior analyst in the Library of Parliament’s Parliamentary Information and 
Research Service as follows: 

To fall under s. 13, the communication by telephone or telecommunications facility must be 
repeated and it must be likely to expose a person or persons to hatred or contempt in that they 
belong to an identifiable racial, national, ethnic or religious group or a group defined by reason of 
age, sex, family, or marital status, disability or pardoned conviction.  Unlike the Criminal Code’s 
hate propaganda provisions, it is not necessary to prove specific intent to succeed in showing the 
discriminatory practice and there are no special defenses available to a respondent to such a 
complaint.207

Subsequent to this writing, section 13 of the Canadian Human Rights Act was amended to make 
it applicable to computer and Internet communications.208 However, the amendment expressly states 
section 13 does not apply to broadcasting.  A Special House of Commons Committee on Visible 
Minorities recommended that the Human Rights Commission be given jurisdiction to deal with hate 
propaganda disseminated by radio or television as well as by mail and other forms of communications, 
but this suggestion has not been followed by Parliament.  Broadcasters do, however, risk losing their 
licenses for broadcasting offensive material.  The licensing authority in Canada is the Canadian Radio-
Television and Telecommunications Commission.  This body holds periodic reviews of applications for 
renewals of broadcasting licenses. 

The Canadian Human Rights Act is not a criminal statute and does not provide for the imposition 
of criminal penalties.  However,  failure to comply with a Human Rights Tribunal order can be punished 
through contempt proceedings filed with the Federal Court of Canada. 

Canada’s laws prohibiting certain forms of hate speech were almost entirely created before the 
advent of the Charter of Rights and Freedoms.  Since the Charter contains a guarantee respecting freedom 
of speech, the relevant legislation was challenged in the courts for being an unconstitutional infringement 
upon that fundamental right.  In R. v. Keegstra, the Supreme Court of Canada upheld the legislation by 
relying on the first section of the Charter, which states that the rights the Charter guarantees are subject to 
“such reasonable limits prescribed by law as can be demonstrably justified in a free and democratic 
society.”209 The Supreme Court found that the government had met its burden of proof in the case and 
that the hate propaganda disseminated by Mr. Keegstra, a school teacher in Alberta, legislation was 
therefore constitutional. 

In another celebrated case, the Supreme Court struck down another provision of the Criminal 
Code prohibiting the spreading of false news in 1992.  This provision stated that “every one who willfully 
publishes a statement, tale or news that he knows is false and that causes or is likely to cause injury or 
mischief to a public interest is guilty of an indictable offence and liable to imprisonment for a term not 
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exceeding two years.”210 The case t involved a person who published material denying that the Holocaust 
occurred.  The Supreme Court essentially found that, unlike the hate propaganda provisions, the 
prohibition of publishing false news was overly broad.211  Because the offense itself was vague, it could 
not be saved by being found reasonable in a democratic society. 

 B.  Registration of Charities 

In Canada, persons have the option of forming a charity either under federal or provincial 
legislation.  The federal legislation dates back to 1917 because when Parliament reformed its basic 
corporate laws by creating the Canada Business Corporations Act,212 there was no agreement on how the 
extant law respecting charities should be modernized.  The Liberal Government proposed to address this 
situation by introducing legislation to create a Canada Not-for-Profit Organizations Act in 2004.213   
However, this bill was referred to the Committee on Industry, Natural Resources, Science and 
Technology and was not returned to the House of Commons prior to the defeat of the Liberal government, 
and the new Conservative government has not reintroduced the bill.  Thus, charities incorporated 
federally are governed by the few provisions of the Canada Corporations Act that are still in effect.214  
This fact means charities are still formed through the issuance of letters patent rather than registration as 
is now possible for corporations operated for profit. 

Industry Canada, the regulatory body for corporations and charities, has issued a Not-for-Profit 
Policy Summary.  This Summary does not contain extensive conditions for the creation of charities.  It 
does state, however, that applications for incorporation must state the purposes of the corporation and that 
“applications containing purposes that encourage racial discrimination, incite violence or are otherwise 
equally objectionable will not be accepted.”215  There is no specific mention of terrorist activities 
although they would appear to be covered.  The proposed Not-for-Profit Organizations Act also failed to 
set out statutory standards for charities.  It appears that the government intended to incorporate these 
standards either in regulations or a revised policy statement. 

The former Liberal Government took a far more aggressive approach to dealing with charities 
being used to support terrorist organizations through its income tax and criminal laws than through its 
corporate laws.  Section 113 of the 2001 Anti-terrorism Act created a Charities Registration (Security 
Information) Act216 for the purpose of ensuring that “the benefits of charitable registration are made 
available only to organizations that operate exclusively for charitable purposes.”217  The Act essentially 
applies to corporations that are registered as charities with the Department of National Revenue and 
received tax advantages such as an exemption from income tax and the ability to accept contributions that 
a donor can deduct in calculating his or her own taxes.  Such corporations can be denied registered charity 
status through the issuance of a security certificate.  The Minister of Public Safety and the Minister of 
National Revenue can sign a certificate stating that they have information giving them reasonable grounds 
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to believe that an applicant or registered charity has made, makes, or will make resources directly or 
indirectly available to a terrorist entity listed under the provisions of the Criminal Code.  The information 
must be security or criminal intelligence information obtained from a Canadian, foreign, or international 
source.218

Signed security certificates must be served on the applicant or registered charity and then filed 
with the Federal Court of Canada for judicial review.  Federal judges are directed to hold a hearing and to 
ensure the confidentiality of the information upon which the certificate is based if disclosure would be 
injurious to national security or would endanger the safety of any person.  Judges examine information in 
private and, on the government’s request, may hear all or part of the information in the absence of the 
applicant or registered charity.  Judges must provide the applicant or registered charity with a summary of 
the information or evidence “that enables it to be reasonably informed of the circumstances giving rise to 
the certificate, but that does not include anything that in the opinion of the judge would be injurious to 
national security or that would endanger the safety of any person if disclosed.”219  Judges are allowed to 
receive into evidence anything that is “reliable and appropriate, even if it is inadmissible in a court of law, 
and [they] may base their decision upon that evidence.”220

The decisions of Canada’s Federal Court judges as to the reasonableness of security certificates 
are final and are not subject to appeal or judicial review.  However, an applicant or former registered 
charity can apply for a review of the security certificate on the grounds that there has been a material 
change in circumstances since it was issued.  The government has 120 days to respond to the request.  If 
the government fails to meet that deadline, the security certificate is automatically cancelled.  Reviews of 
security certificates are also conducted by Federal Court judges and their opinions are final and are not 
subject to appeal or further judicial review.221

Unless cancelled through a review, a security certificate is valid for seven years.  Security 
certificates may be renewed by the government. 

The Charities Registration (Security Information) Act has been strongly criticized by some 
representatives of non-profit organizations. The International Journal of Non-Profit Law wrote that “some 
specific concerns about the process include the following: 

• No knowledge or intent is required; 

• The provision is retroactive—past, present, and future actions can be considered; 

• Normal rules for the admissibility of evidence do not apply to “Confidential” information 
and such information may not be disclosed to the charity even if relied on in making a 
determination.  This may severely handicap the ability of the charity to present a 
competent defense; 

• No warning is issued or opportunity given to the charity to change its practices 
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• The burden of proof is shifted, requiring the charity to respond and prove its innocence, 
even when it may not know the precise charges.222 
 

Many of these objections are based on criminal law principles that do not apply to income tax 
laws.  For example shifting the burden of proof to an applicant for registered charity status is not 
fundamentally different from shifting the burden of proof to a taxpayer claiming a deduction. 

 
The entities currently listed by the Government of Canada for being involved or related to 

terrorists activities contains a number of organizations that might have been eligible for registered charity 
status prior to the enactment of the Anti-terrorism Act.  This list and descriptions of the entities it contains 
is published by Public Safety and Emergency Preparedness Canada.223  As of fall 2006, the following 
organizations were included: 

 
Abu Nidal Organization 
Abu Sayyaf Group 
Al Hihad 
Al Qaida 
Al-Agsa Martyr’s Brigade 
Al-Garma’a al Islamiyya 
Al-lttihad Al-Islam 
Armed Islamic Group 
Asbat Al-Ansar 
Aum Shinrikyo 
Autodefense Unidas de Columbia 
Babbar Khalsa 
Babbar Khalsa International 
Ejercito dec Liberation Nationale 
Euskadi Ta Askatasuna 
Fuerzas Armadas Revoluncionairas de Columbia 
Gulbuddin Hekmatyar 
Hamas 
Harakat u-Mudjahidin 
Herzb-e Islam Gulbiddin 
Hizballah 
International Sikh Youth Foundation 
Islamic Army of Aden 
Islamic Movement of Uzbekistan 
Jaish-e-Mohammed 
Jermaah Islamiyyah 
Kahane Chai 
Kurdistan Workers Party 
Lashkar-e-Jhangyi 
Lashkar-e-Tayyiba 
Liberation Tigers of Tamil Eelam 
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Mujahedin e Khalg 
Palestine Liberation Front 
Palestine Islamic Jihad 
Popular Front for the Liberation of Palestine 
Salafist Group for Call and Combat 
Sendero Luminoso 
Vanguards of Conquest 
 

Because frequently these types of organizations are reformed, renamed, or are otherwise in a state 
of flux, the list often needs to be updated  On November 10, 2006, the Minister of Public Safety 
announced that PSEPC had completed its mandatory two-year review of the listed entities.224  

 
C.  Extremist Religions 
 
Section 2(a) of the Charter of Rights and Freedoms guarantees Canadians “freedom of conscience 

and religion.”225  Canada does not have bans on any particular religions. 
 
D.  Disqualification of Supporters of Terrorism 

Canada does not have a law for the disqualification of supporters of terrorism from voting.  The 
Canada Elections Act formerly provided that persons sentenced to two or more years’ incarceration were 
ineligible to vote in federal elections.226  In 2002, however, the Supreme Court of Canada struck down 
this limitation and ruled that prisoners must be given the right to vote.227  The Supreme Court did not find 
that the restriction in the Canada Elections Act was reasonable in a democratic society, even though the 
decision was widely criticized by groups representing victims of violence and the Conservative Party.  
Prisoners can now vote in their former riding of residence or where they were apprehended.   

XI. Counterterrorism and the Protection of Civil Liberties 

A.  Ethnic and Religious Profiling 

In enacting the Anti-terrorism Act, Parliament did not exempt the law from the Charter or the 
country’s human rights laws.  Suspected terrorists are thus entitled to freedom of conscience and religious 
belief and equal treatment before the law.  Persons who believe they have been discriminated against for 
ethnic or religious reasons can file complaints with police commissions or the federal and provincial 
human rights commissions.  The orders of these commissions are enforceable in court through contempt 
proceedings. 

In recent years, numerous ethnic and religious groups have brought discrimination complaints.  
Many of these grievances were filed against the metropolitan police in Toronto.  Toronto has the highest 
percentage of minorities in Canada and has had the most incidents of alleged police misconduct.  There 
have also been a number of high profile cases in which charges against a person have been dismissed by a 
trial judge who believed that the accused had been unfairly targeted.    
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B.  Detention of Suspected Terrorists 

One of the most controversial aspects of the Anti-terrorism Act is that it provides for preventative 
arrests.  Under s. 83.3(1) of the Criminal Code, a peace officer can lay information before a provincial 
court judge if he or she believes on reasonable grounds that a terrorist activity will be carried out and that 
an arrest is necessary to prevent it.  After reviewing the information, the provincial court judge may cause 
the suspect to appear in court.  However, if the peace officer believes that the laying of information would 
be impracticable, he or she can arrest the suspect without a warrant and bring him or her before a judge.  
Generally, this must be done within twenty-four hours.  The judge can order a hearing and require the 
person detained to remain in custody for an additional forty-eight hours.  At the hearing, the judge may 
order that the suspect enter into a recognizance to keep the peace, be of good behavior for twelve months, 
to comply with any other reasonable conditions prescribed.  The judge can prohibit the suspect from 
possessing any weapons or explosives during this period.  If the suspect does not agree to enter into a 
recognizance, he or she may be detained for up to twelve months.  Conditions can be varied  with the 
submission of an application from the peace officer, the Attorney General, or the person detained. 228

C.  Interrogation Techniques 

Canada’s Criminal Code provides that any official who inflicts torture on any person is liable to 
fourteen years’ imprisonment.  The term “official” is defined to cover members of the Canadian 
Forces.229  Evidence obtained by torture is generally inadmissible in court. 

While Canada, however, does prohibit the torturing of suspects, it does have provisions for 
investigative hearings that have been just as controversial as those respecting preventative detentions.  
Under section 83.28 of the Criminal Code, peace officers can, with the consent of the Attorney General, 
apply for an order for the gathering of evidence respecting a terrorism offense or plans to commit a 
terrorism offense or for information as to the whereabouts of a person suspected of committing or 
planning to commit a terrorism offense. The judge assigned to hear the application can then order the 
named person to appear to answer the government’s questions.  Generally, a named person is obligated to 
answer questions put before him or her.  A person cannot be excused from answering a question on the 
ground that the answer may be self-incriminating, but evidence so obtained cannot be used against him or 
her at a subsequent criminal trial. However, a named person can assert such privileges recognized by law 
as attorney-client confidentiality.230

D.  Special Tribunals 

The Antiterrorism Act does not create special tribunals for the trial of suspected terrorists.  
Persons accused of terrorist activities are tried in provincial trial courts and may appeal a conviction to the 
Supreme Court of Canada. 

E.  Rendition 

The Anti-terrorism Act does not provide for the covert arrest or detention of a terrorist by 
Canadian officials in the territory of another nation without that nation’s consent.  Canadian laws 
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implementing certain international conventions do, however, create extraterritorial jurisdiction for the 
trial of persons. 

XII. Non-Proliferation Efforts 

A. Weapons 

Canada’s Department of Foreign Affairs and International Trade has stated that Canada’s 
“longstanding policy objective is the non-proliferation…of nuclear weapons and other weapons of mass 
destruction” and that Canada is pursuing this objective steadily, persistently and energetically consistent 
with [its] membership in NATO and NORAD.”231 Canada supports Nuclear Free Zones, the Treaty of 
Tiatelolco, and practical assistance by the G-8 for the disposition of fissile material warheads.  Canada 
also supports a Comprehensive Nuclear Test Ban Treaty.   

Canada’s commitment to non-proliferation  perhaps was best demonstrated in the leadership role 
it played in implementing the 1997 Convention on the Prohibition of the Use, Stockpiling, Production and 
Transfer of Anti-Personnel Mines and on Their Destruction.   This treaty, which is often referred to as the 
Ottawa Convention, addresses issues such as mine usage, production and trade, victim assistance, mine 
clearance, and stockpile destruction.232  The United States has not signed the Convention because it does 
not contain an exception for the landmines along the demilitarized zone that it believes are necessary for 
the protection of South Korea from a surprise attack from the North. 

Critics of Canada’s non-proliferation policies have contended that Canada has allowed its military 
capabilities to slip to the point that it has a “commitment-credibility gap.”233  “After the round of cutbacks 
in the 1990s, the number of active personnel in Canada’s armed forces decreased from 87,000 in 1989 to 
52,300 in late 2004 and Canadian forces…have long been strapped for resources to replace aging 
equipment.”234  Since 2001, however, Prime Ministers Chretien, Martin, and Harper have included fairly 
large increases for military spending in their budgets.  Many of the expenditures proposed by the former 
Liberal governments were to take place in future years, but the Conservative government has pledged 
larger and more immediate increases in military spending. 

B.  Materials 

The Canadian Nuclear Safety Commission (CNSC) is responsible for regulating nuclear energy 
and materials and protecting the heath, safety, and security of Canadians as well as the environment. 

The CNSC's mandate involves four major areas:  

• regulation of the development, production and use of nuclear energy in Canada;  
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• regulation of the production, possession, use and transport of nuclear substances, and the 
production, possession and use of prescribed equipment and prescribed information;  
  

• implementation of measures respecting international control of the development, productions, 
transport and use of nuclear energy and substances, including measures respecting the non-
proliferation of nuclear weapons and nuclear explosive devices; and  

• dissemination of scientific, technical and regulatory information concerning the activities of the 
CNSC, and the effects on the environment, on the health and safety of persons, of the 
development, production, possession, transport and use of nuclear substances. 235 

CNSC regulations apply to:  

• power reactors;  

• non-power reactors;  

• nuclear research and test establishments;  

• uranium mines and mills;  

• processing and fuel fabrication facilities;  

• heavy water production plants;  

• nuclear substance processing facilities;  

• particle accelerators;  

• waste management facilities;  

• packaging and transportation of nuclear substances;  

• nuclear substances and radiation devices;  

• lands under evaluation;236 

• irradiators;  

• imports and exports of nuclear items;  

• exports of nuclear-related dual-use items; and  

• dosimetry service providers.  
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Shortly after the events of September 11, 2001, the Canadian Government issued security orders 
to such high-risk facilities as nuclear power plants, nuclear energy researchers, and test establishments.  
These orders required these facilities to enhance security screening, enhance identification checks, 
increase personal and vehicle searches, provide protection against vehicle penetration, and implement 
supervisory awareness programs.  The orders also required certain facilities to provide an on-site armed 
response force.  Since these orders were made under emergency powers, they were not meant to be 
permanent.  However, the government has now issued permanent nuclear safety regulations that expand 
upon the original 2001 orders.  For example, the new regulations require licensees to prepare design basis 
threat analyses and threat and risk analyses.  Licensees are also required to identify and protect vital areas 
and to have an uninterrupted power.  The Canadian Nuclear Safety Commission contends that the new 
regulations incorporate the latest international security practices.237

C. Know-how 

With respect to problems posed by foreign students pursing courses of study to acquire 
knowledge that might be exploited by terrorist organizations, the Canadian Government does not rely 
upon educational institutions to screen prospective students to determine who might pose a potential 
security risk.  Canada does not have guidelines similar to those contained in the Technology Alert List in 
the United States and has not otherwise placed restrictions on certain courses of study.  Instead, 
prospective students are screened by immigration officials to determine whether they might pose a 
security risk.  There are a number of very broad grounds upon which a person can be denied entry to 
Canada.  For example, all foreign nationals are inadmissible on security grounds “for being a danger to 
the security of Canada.” 238 Foreign nationals are also inadmissible for engaging in acts “of subversion 
against a democratic government, institution or process as they are understood in Canada.”239

In addition to rules for excluding persons who pose a security risk, Canada also has very detailed 
rules for the exclusion of persons who have engaged in criminality.  Persons who have been guilty of 
human rights violations, and persons who have committed a crime of “serious criminality” that is 
punishable with at least ten years imprisonment generally are inadmissible.240  Also inadmissible under 
the Immigration and Refugee Protection Act are persons who have been guilty of what is termed 
“criminality” to distinguish it from “serious criminality.”241  A  person is considered to have been guilty 
of criminality if he or she has been convicted in Canada of an indictable offense or two offenses under 
any Act of Parliament that did not arise out of the same occurrence.242  A person is also considered guilty 
of criminality if he or she has been convicted outside of Canada of an offense that constitutes an 
indictable offense in Canada or of two separate offenses that are punishable under Acts of Parliament 
when they are committed in Canada.243

The term “indictable offenses” refers to the more serious types of offenses that are tried by way 
of indictment rather than in summary proceedings.   Under Canada’s Criminal Code, indictable offenses 
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may be tried before a jury and are punishable with up to five years imprisonment if no other punishment 
is specifically provided.244

The Immigration and Refugee Protection Act does provide for some important exceptions 
respecting inadmissibility.  Under the regulations to the Act, persons can apply for a Minister’s permit 
allowing them entry into Canada notwithstanding a conviction outside of Canada after waiting five years 
from the time they completed serving whatever sentence was imposed upon them.245  To be eligible for 
such a permit, an applicant must demonstrate that he or she has been rehabilitated.   

The regulations also deem certain classes of persons rehabilitated.  Persons in these classes are 
not required to obtain a Minister’s permit before they will be eligible for entry to the country.  The 
applicable rules are detailed and fairly complex but basically apply to persons convicted outside of 
Canada of an offense that would be punishable in Canada with a maximum imprisonment that is less than 
ten years.  Persons falling into this category are deemed to have been rehabilitated ten years after 
completing their sentence.246   

XIII. Countering Other Specific Threats 

A.  Bioterrorism 

Because bio-terrorism is a public health issue, this analysis of Canada’s response to the threat of 
bio-terrorism will be addressed first through Canada’s general system for dealing with health crises and 
then with a description of countersteps taken by the Public Health Agency of Canada.  

Structure of the Public Health System 

Canada does not have a unitary public health crisis system, because the protection of public 
health is a responsibility that is shared by the federal government and the governments of the ten 
provinces.  Responsibility is also shared within each level of government.  Health Canada and the 
Ministries of Health in the provinces have major responsibilities, but supporting or complementary 
functions are performed by officials in other departments such as agriculture, justice, and labor. 

Canada’s Constitution does not assign exclusive legislative competence over public health to 
either the Federal Parliament or the legislative assemblies of the ten provinces.  A leading expert on 
Canadian constitutional law describes health as “an ‘amorphous topic,’” which is distributed to the 
Federal Parliament or the provincial Legislatures depending on the purpose and effect of the particular 
health measure.”247  This same author notes that Parliament probably has legislative competence to 
handle a national problem, an emergency,  as well as certain specialized cases, such as occupational 
health in fields governed by federal legislation.  As for the provinces, one section of the Constitution does 
give them authority to establish hospitals248 and extensive powers over local and private matters.  These 
extensive powers have been broadly exercised through the enactment of legislation respecting general 
public health, the regulation of the medical profession, and the establishment of health insurance 
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programs that provide comprehensive medical coverage for nearly all residents.  The federal government 
exercises considerable influence over these programs by establishing standards that must be met  before 
individual provinces can receive the transfer payments from Ottawa that they all rely upon; but, the 
provincial plans are administered by the provincial governments and they do have some differences.  

Because federal and provincial responsibilities in the health field overlap, both as a matter of law 
and of practice, coordination has become extremely important.  Provincial health authorities rely on 
Health Canada for information on matters such as international developments and Health Canada relies on 
provincial health officials for information on matters such as the progress of certain diseases.   The 
overlapping laws cause some confusion and uncertainty.  For example, quarantines can be imposed either 
by the federal or provincial governments.  As discussed later in this report, provincial legislation is 
normally invoked for this purpose except with respect to international travel.  The federal government, 
however, could probably invoke its legislation to quarantine individuals against the will of a province, in 
the event of a potential national crisis.  Nevertheless, in the usual course of events, the two levels of 
government attempt to cooperate without testing the exact constitutional limits of their respective powers.  

One of Health Canada’s most important functions is to collect and distribute national health 
information.  Within the department, the Information, Analysis, and Connectivity Branch conducts 
analytical research and distributes information through the information highway.  The information that 
Health Canada collects is received from international and provincial sources.  Other federal agencies that 
have responsibilities in collecting information are the Canadian Health Network and the Canadian 
Institute for Health Information.  The former’s mission is to provide access to multiple sources of credible 
and practical e-health information,249 and the latter offers information on health expenditures. 

Requirements for reporting first-hand health information is primarily contained in provincial 
legislation.  In Ontario, the Health Protection and Promotion Act provides for the administration of areas 
referred to as “health units” by boards of health.  Many of these units are regional municipalities or larger 
cities.   Physicians and other health practitioners are required to inform health officers that they believe a 
person they have treated outside a hospital has a reportable disease.250  The list of reportable diseases is 
set out in regulations to the Act.251  Included on this list are AIDS, anthrax, Severe Acute Respiratory 
Syndrome, (SARS), smallpox, and West Nile virus.  Another section of the Act requires physicians to 
report communicable diseases to the medical officer in their health unit.  A separate regulation lists the 
diseases considered to be communicable for the purposes of the Act.252  The list of reportable and 
communicable diseases is similar and contains all of the diseases just mentioned.  In the case of hospitals, 
administrators are required to report.  In addition to the reporting requirements placed on physicians and 
other health care providers, the Act requires principals of schools and operators of laboratories to report 
instances of communicable and reportable diseases, respectively. 
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Medical officers of health are required to transmit reports that they receive to the Ministry of 
Health and Long-term Care   Medical officers of health are also authorized to exchange information with 
each other on public health issues in another jurisdiction.253   

In Canada, the Prime Minister and provincial premiers all have authority to declare emergencies 
for all types of crises, including public health crises.  The most recent case of this occurring was in 
Ontario.  At the end of March, 2003, the premier of that province declared a health emergency to deal 
with SARS.  At the time, there were reportedly twenty-seven suspected cases.254  The major reason cited 
for the action was that it enabled the government to activate an action group to work at stopping the 
spread of SARS.  After an initial twenty-day period in which there were no new reported cases, a new 
cluster of cases emerged in the Toronto area that were attributed to health officials letting down their 
guard  with one very elderly patient.  Vigilance was increased during this second period and, in the 
middle of May 2003, the emergency was lifted.  At that time, there were still a number of persons 
suffering from SARS in hospital, but no new cases had been reported for over thirty days.  The 
government was eager to lift the emergency because of the severe damage news of the outbreak had done 
to tourism and other sectors of the economy in the greater Toronto area. 

Ontario’s Emergency Management Act applies to “a situation or an impending situation caused 
by the forces of nature, an accident, an intentional act or otherwise that constitutes a danger of major 
proportions to life or property.”255  This Act authorizes heads of municipal councils to declare 
emergencies, but does not expand their powers in such cases.  Emergencies declared by the Premier of 
Ontario do, however, give rise to emergency powers.  The Emergency Management Act gives the Premier 
of Ontario emergency powers to essentially assume jurisdiction over municipalities and to issue 
extraordinary regulations.  With respect to services, these emergency regulations can, among other things, 
establish eligibility requirements and restrict benefits  Declaration of an emergency also authorizes the 
Premier to bring approved emergency plans into effect, as was the case with the recent SARS outbreaks. 

Federal emergencies legislation is considerably more detailed than provincial emergencies 
legislation.  One reason for this contrast is that these laws are of much more recent origin.  In fact, the 
current Emergencies Act256 was assented to in 1988.  The enactment of this statute repealed the War 
Measures Act.257  The War Measures Act had come under considerable criticism for being open to 
Government abuse during the aftermath of the crisis in Quebec caused by a pair of politically-motivated 
kidnappings. 

One notable feature of Canada’s Emergencies Act is that it distinguishes between different types 
of emergencies.  Part I of this statute is devoted to “public welfare emergencies.”  This type of emergency 
can be brought about by “disease in human being, animals or plants.”258
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Declaration of a public welfare emergency can be made by the Governor General acting upon the 
advice of the Prime Minister.  The effect of a declaration is to give the Government broad regulatory 
powers respecting: 

 1. Travel 

 2. Evacuations; 

 3. Requisitions of property; 

 4. Authorization to direct that certain persons provide certain services; 

 5. Distributions; 

 6. Emergency payments; and 

 7. Emergency shelters and hospitals. 

Failure to comply with an emergency order is punishable with up to five years’ imprisonment, if 
prosecuted by way of an indictment, and up to six months in other cases.  Fines of up to Can$5000 may 
also be imposed upon offenders.259  

Under the Federal Emergencies Act, emergencies can be declared to extend to the entire country 
or to specified areas.  However, an order may not be issued where the direct effects of the emergency 
“...occur principally in one province unless...[that] province has indicated...that the emergency exceeds 
[its] capacity.”260 

The safeguard features of the Emergencies Act provide that an emergency order must be 
immediately laid before the House of Commons and motions to revoke a declaration signed by ten 
Senators or twenty Members of Parliament must be considered with three days.261

XIII. Powers of Public Health Crisis System 

In Ontario, the Health Protection and Promotion Act gives medical officers of health broad 
powers to combat the spread of communicable diseases independent of any formal declaration that a state 
of emergency exists.  Under section 22 of this statute, orders may be made requiring, among other things: 

 1.  closing of premises; 

 2.  posting of signs; 

 3.   persons to isolate themselves; 

 4.   persons to undergo medical examinations; 

 5.   property to be destroyed; 

 6.   persons to seek treatment; and 

 7.   persons not to expose themselves to others. 
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During the first SARS outbreak, nineteen quarantine orders under section 22 were issued by 
Toronto health officials.  In the adjoining municipality of York, fourteen orders were issued.  During the 
second outbreak, five orders were issued in Toronto by the beginning of June 2003.262  In all, it has been 
estimated that as many as twenty thousand persons were subject to quarantine orders.  These orders 
required persons to stay home, wear surgical masks when in a room with others, sleep in separate rooms, 
avoid sharing utensils, and bathe rather than shower.  During the emergency, there were quite a few 
reports of the orders being violated.  Violators were reported to have gone to work and to church and had 
ridden trains. A group of high school students was seen shopping and visiting other schools.  These 
actions led to broader quarantines and led health officials to warn that people could be fined up to 
Can$5,000 (U.S. $4,862.99) a day or ordered to be held in isolation.263  In the case of minors, parents may 
be held liable for the actions of the children. 

The federal government has its own Quarantine Act.264  As opposed to the relevant provincial 
laws that apply to internal situations and conditions, the federal law is designed to help protect Canadians 
from infectious diseases that pose of health threat through the international movement of people and 
goods as well as such conveyances as airplanes, ships, and vehicles.  The Quarantine Act authorizes the 
federal government to station quarantine officers at points of entry and exit and authorizes those officers 
to require any person suspected of having a disease listed in its schedule to undergo a medical 
examination.  Prior to 2003, the schedule listed cholera, plague, smallpox, and yellow fever.  However, 
SARS was added to this list during the recent crisis.  Under the Quarantine Act, persons who refuse to 
submit to a medical examination may be detained. 

In 2003, the World Health Organization (WHO) urged countries to take steps to combat SARS.  
The federal government responded not only by amending the schedule but also prescribing an incubation 
period of twenty days during which a person could be detained.  Because the outbreak was largely 
contained, Health Canada did not issue any quarantine orders for SARS.265

In response to SARS and the recommendations of the WHO, Parliament also amended the 
Quarantine Act to give officers authority to require airlines to distribute SARS information sheet and 
health questionnaires to all persons boarding international flights or arriving in Canada on international 
flights.  Health Canada also extended the list of airports where an aircraft must report cases of illness or 
death before landing.  This list included all major airports in major cities.266

A.  Public Health Agency of Canada 

In emergencies that pose a risk to public heath, the Public Health Agency of Canada coordinates 
and works with other departments and agencies. “For example, Agency staff work closely with Health 
Canada experts in areas such as blood safety and chemical, biological and radio-nuclear emergencies.”267
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The Agency's bioterrorism and emergency response responsibilities have been described as 

including: 

• developing and maintaining national emergency response plans, such as the National 
Smallpox Contingency Plan; 

• managing the Quarantine Service, which enforces the Quarantine Act at Canadian border 
crossings and ports of entry; 

• developing laboratory protocols for testing for potential biologic terrorism agents and training 
the Canadian Public Health Laboratory Network in their use; 

• developing protocols and rapid diagnostic tests for bioterrorist agents and providing these 
tests to the Canadian Public Health Laboratory Network; 

• maintaining a deployable laboratory capacity, including mobile equipment, and 
Microbiological Emergency Response Teams ready to quickly deploy across Canada or 
abroad;  

• acting as the focal point for Canada's National Emergency Response Assistance Plan for the 
transportation of Human Risk Group IV agents (e.g., ebola, marburg, nipah, crimean-congo 
hemorrhagic fever) 

• monitoring disease outbreaks and global disease events through the Global Public Health 
Intelligence Network; 

• managing the National Emergency Stockpile System, a $330 million system that provides 
emergency medical supplies and pharmaceuticals quickly to provinces and territories when 
requested; 

• working with provinces, territories and local public health authorities to ensure that front-line 
health workers have the tools to deal with, identify, and diagnose an event requiring 
emergency medical supplies; and  

establishing emergency medical response surge capacity, in the form of Health Emergency 
Response Teams.268             

XIV.  Agroterrorism 

In 2003, the Department of Agriculture prepared a paper in which it warned that an attack on 
Canadian crops or livestock could have a devastating effect on the agricultural sector and “cost the 
economy untold billions of dollars.”269Canada’s agricultural and food-processing industries account for 
about 8.5 percent of the country’s gross domestic product and were estimated to generate about Can$24 
billion (U.S. $23.2 billion) in exports in 2003.  In a secret briefing, the Minister of Agriculture was 
advised that the likelihood of an agro-terror attack was low but that the consequences could be high.   

The agency responsible for guarding the food supply is the Canadian Food Inspection Agency.  In 
2001, this agency received an additional Can$36 million to increase inspections and in 2003, it received 
an additional Can$100 million (U.S. $9,710,000 equivalent) to improve facilities.  Despite these 
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expenditures, a privately-prepared study commissioned by the Canadian Food Inspection Agency reported 
in 2006 that the food supply chain has a number of “weak links.”  Vulnerability to pathogens is a major 
problem.  Common agriculture pathogens include anthrax, brucellosis, and foot and mouth disease.270

Agro-terrorism has been defined as “the act of any person knowingly or maliciously using 
biological agents as weapons against the agricultural industry and the food supply.”271  Although Canada 
has several laws that could be used to prosecute individuals for engaging in such behavior, it does not 
have a law specifically criminalizing acts of agro-terrorism.  As already mentioned, the definition of 
terrorism contained in the Criminal Code has three tests.  The first of these is that the activity is 
committed for political, religious, or ideological purposes.  The second test is that the activity is 
committed to intimidate the public.  The third test has several parts.  One of these parts is that the activity 
causes substantial property damage, whether to public or private property, and the other is that it may be 
considered terrorist activity if causing such damage is likely to result in death or a serious risk to the 
general public’s health and safety or any segment of the public. 272     

The above definition does not appear to cover acts that do not pose an immediate threat to human 
health or safety.  Acts that have the destruction of plants probably would not qualify as terrorist offenses, 
though they could qualify as serious crimes against property.  In 2005, the former Liberal Government 
introduced a bill respecting the Canadian Food Inspection Agency that would have created a new offense 
for tampering with a regulated product to make it injurious to human, animal, or plant safety.273  This bill 
provided for the imposition of fines of up to Can$500,000 and terms of imprisonment of up to five 
years.274  However, Bill C-27 only received second reading or approval in principle prior to the 
dissolution of the thirty-eighth Parliament.  The new Conservative Government hasyet to introduce 
legislation to guard against agro-terrorism more aggressively.  

The threat of agro-terrorism has been of great concern to officials entrusted with the duty of 
guarding Canada’s food supply.  A PowerPoint presentation on this subject was delivered by Helen 
Spencer, Canadian Research and Technology Initiative, in Kansas City in 2005.275

Conclusion 

The events of September 11, 2001, led the former Liberal Government to quickly enact an Anti-
terrorism Act.  This statute created new criminal offenses, new prohibitions on money laundering, 
preventative detention, and special investigative hearings. Critics have complained that some of its 
provisions go too far in curbing civil liberties, but the Anti-terrorism Act was not exempted from the 
Canadian Charter of Rights and Freedoms through the use of a notwithstanding clause, which allows the 
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Parliament create provisions that would otherwise be unconstitutional by stating they essentially override 
the Charter.  Thus, the courts have a major role in balancing the security needs expressed in the Anti-
terrorism Act with the civil liberties guaranteed by the Charter. 

Concern over the threat terrorism poses to the country has been high ever since September 11.  
Subsequent foreign events, such as the bombings in London, have served to reinforce these concerns.  In 
this sense, Canada is like most other Western countries.  However, Canada also faces an almost unique 
problem.  Almost 85 percent of its exports go to the United States and any disruption of the world’s 
largest trading relationship could be disastrous to the Canadian economy.  The single event that would 
most likely cause such a disruption would be a terrorist attack launched by foreign persons living in 
Canada on the United States.  Such an event would likely lead to a substantial tightening of the border 
through increased inspections that would slow the transit of persons and goods.  Another attack launched 
within the United States could also result in the United States taking much stronger steps to improve 
border security. 

Since September 11, the Canadian government has made enormous efforts to assure the United 
States of its commitment to fight terrorist threats to both Canada and the United States.  The first step in 
this process was the almost immediate signing of the Smart Border Accord.  Since then, Canadian and 
U.S. officials have been working together on many fronts.  However, both sides continue to have some 
concerns with each other’s laws and policies.  For example, Canada is concerned about the impact of the 
Western Hemisphere Travel Initiative and the United States is concerned with Canadian refugee and 
immigration policies.  Nevertheless, bilateral meetings between Canada and the United States are marked 
by a strong sense of commitment to the common goal of guarding and strengthening internal and border 
security. 

Stephen F. Clarke 
Senior Foreign Law Specialist 
January 2007 
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Executive Summary 

France has been the victim of international terrorism for decades and at the 
time of the terrorist attacks of September 11, 2001, it already had in place a 
comprehensive body of law dealing specifically with acts of terrorism and the 
operational mechanisms needed to allow for a strong response.  Since September 11, 
the legislature repeatedly has reinforced the means at the disposal of the police and 
judiciary to prevent and prosecute terrorist acts and, as a result, France has enacted 
one of the strictest antiterrorism legislative schemes in the world. Civil rights groups 
and lawyers fiercely have opposed some of the anti-terrorism provisions denouncing 
them as threats to the fundamental rights of individuals. However, the Constitutional 
Council generally has upheld these provisions. 

Prevention remains at the heart of the French antiterrorism strategy and the 
collection of intelligence is seen as a prime instrument in combating terrorism. 
Prosecution, investigation, and judgment of terrorist acts may be combined under one 
jurisdiction (in the Paris criminal courts), which comprises specialized investigating 
judges and prosecutors whose authority extends to the entire country. Rules of 
procedure applicable to these proceedings are less stringent. The state’s powers in 
matters of electronic surveillance have been increased greatly after the London 
bombings in July 2005.  France has a standing security plan, which can be triggered at 
any time. Additional security plans deal with biological, nuclear, or chemical terrorist 
threats.  France pursues a policy of active international cooperation in combating 
terrorism and repeatedly urges greater efforts to strengthen such cooperation. It ratified 
all twelve United-Nations international conventions and protocols relating to terrorism. 
Despite political tensions resulting from the Iraqi war, French authorities have worked 
closely with the United States in the fight against terrorism. 

I.  Introduction 

A.  Type of Government and Legal System 

France is a democratic republic that combines features of presidential and parliamentary 
governments. The present regime is the Fifth Republic, based on the Constitution drafted under the 
leadership of General Charles de Gaulle, and ratified by popular referendum on September 28, 1958.1 
It since has been amended on numerous occasions. It primarily focuses on the operations of institutions 
rather than grand principles of government or fundamental rights and it is a technical document. 
However, in its preamble, it proclaims the attachment of the French people to the Rights of Man as 
defined by the Declaration of 1789 and by the Preamble of the 1946 Constitution.2
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The Fifth Republic has a dual executive. The President of the Republic is the chief of state 
elected by direct popular vote for a five-year renewable term.  The Prime Minister, appointed for an 
indefinite term by the President, is head of the government; he must have the confidence of a majority 
in the National Assembly. 3

The French legislature consists of two chambers: the National Assembly and the Senate.  The 
National Assembly has 577 seats. Members of the National Assembly are elected by direct popular vote 
for a five-year term.  The Senate is comprised of 331 senators elected for a six-year term by an 
electoral college.4  Both chambers must pass a draft law in identical terms before it becomes final. The 
successive consideration of a draft law by the two chambers may continue for a long time, unless the 
government decides to interrupt the process and send it to a joint committee. If the joint committee fails 
to agree on the text or if the committee’s text is not passed in both chambers in identical terms, the 
National Assembly will make a final decision at the request of the government after a further reading in 
each chamber. 5 The President of the Republic promulgates the laws,6 and they are published in the 
Journal Officiel, France’s official gazette. 

French law belongs to the family of civil law systems. The 1789 Revolution placed great 
emphasis on the separation of powers and the withdrawal of any law making powers from the courts. 
As a result, written laws are the primary source of law in France.  Part of the law is codified. In 
addition to the five original Napoleonic Codes,7 which either have been modified extensively or 
rewritten, successive administrative commissions have collected legislative and administrative texts in 
specific areas and published them in codes. However, much law still remains un-codified.  In addition, 
France is one of the founders of the European Union (EU) and is subject to Community Law.  Finally, 
ratified treaties and international agreements are enforceable immediately once they have been 
published in the official gazette. No specific implementing legislation is needed for their application.  

B.  Incidence of Terrorism   
 
France has had its share of terrorist attacks during the Algerian war and, in recent years, as the 

French Government has tried to deal with regional separatist groups, such as the National Front for the 
Liberation of Corsica or ideological and religious extremist groups.  Most of these groups have used 
violence to express their demands at one time or another. Islamic fundamentalist groups committed 
twenty-three attacks on French soil between 1986 and 1996.8  They are regarded as “the most 
dangerous threat” among all the religious and nationalist extremist groups. 9   

                                                      

3  1958 CONST., arts. 5, 6, 7. 

4  Id. arts. 8, 20. 

5  Assemblée Nationale, Procédure législative, http://www.assemblee-nationale.fr/english/legislative_procedure.asp 
(last visited Apr. 13, 2006). 

6  1958 CONST., art. 10. 

7  Civil Code, Code of Civil Procedure, Commercial Code, Penal Code and Code of Criminal Procedure. 

8  Assemblée Nationale, Rapport d’information par la Commission de la Défense Nationale et des Forces Armées sur 
les conséquences pour la France des attentats du 11 septembre 2001, No. 3460, Dec. 12, 2001 (Information report prepared by 
the National Defense and Armed Forces Commission on the consequences of the 9/11 attacks for France), 32, 33, available at 
http://www.assemblee-nationale.fr/11/rap-info/i3460.asp. 

9  Id. at 33. The terrorist attacks that took place in 1986 and 1987 were from Iranian Shiite groups, which opposed 
France’s position in the conflict between Iraq and Iran.  The Armed Islamic Group that opposes the Algerian government 
supported by the French authorities committed the latter attacks, notably in 1995 and 1996.  The Armed Islamic Group also 
was seeking revenge after the French enforcement authorities had dismantled several of their networks. 

http://www.assemblee-nationale.fr/english/legislative_procedure.asp
http://www.assemblee-nationale.fr/11/rap-info/i3460.asp
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The Foundation for Strategic Research, an independent think-tank, recently opened an Internet 
database detailing forty years of terrorist attacks against France and its interests.  The French Ministry 
of Interior funded the project.  At present, the database covers the years of 1965 to 2003 and 
approximately 1,500 terrorist acts, averaging approximately three terrorist acts a month.  In the next 
few months, the database will be updated to cover all terrorist acts to date.10   

On November 17, 2005, in a one day event, entitled “the French in the Face of Terrorism,” 
which brought together the heads of intelligence services and operational forces, judges, political 
leaders journalists, and others, the Prime Minister, Dominique de Villepin, stated that “ the threat of 
terrorism has never been so strong in our country, in Europe and throughout the world.”  He further 
explained that “this threat is all the more serious as it is of a different type: it is based on a complex 
organization that combines fundamentalist preachers based in our country, individuals who are often 
well integrated and speak our language, with organizers who are skilled in the most recent 
technologies.”11

A recent paper prepared by the Anti-Terrorist Coordination Unit (UCLAT) 12 at the Ministry of 
Interior concluded that the terrorism threat in France is currently particularly high. The paper cites 
several trends that can be regarded as especially worrisome.13  The first concerns the recruitment of 
young European converts for Iraq outside organized and identified networks.  The second is the 
Algerian based Salafist Group for Preaching and Combat’s (GSPC) change in focus that has rallied Al-
Qaeda according to French intelligence. Its leader recently designated France as the number one enemy 
of Islam. The third is the link between organized crime and radical groups. Finally, France’s internal 
and external policies are seen as anti-Islamic for various reasons, including the presence of French 
commandos in Afghanistan and the 2004 Law banning conspicuous religious symbols in public schools.  
In addition, its antiterrorism approach is perceived as aggressive against Muslims.  Police statistics 
show that the number of individuals linked to Islamic extremists, who have been placed in provisional 
detention, is constantly on the rise.  It increased from 58 individuals in 2002 to 170 in 2005.14

C.  White Paper on Domestic Security and Terrorism 

On March 7, 2006, Prime Minister Dominique de Villepin approved a White Paper on domestic 
security and terrorism, aimed at analyzing the terrorist threat to France and Western countries, and the 
responses available in case of an attack.15

The paper states that France always has been among the potential targets of global terrorism 
and lists the charges usually leveled at France:  

                                                      

10  Foundation for Strategic Research, http://www. frstrategie.org (last visited Apr. 13, 2006). 

11  Premier Ministre, The Fight on Terrorism, http://www.premier-
ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html (last visited Apr. 13, 2006). 

12  The Anti-Terrorist Coordination Unit, which reports directly to the General Directorate of the National Police, is 
responsible for coordinating and leading the counter-terrorism combat by providing a link between the intelligence services, 
the services responsible for preventive measures, the services responsible for criminal policing, and RAID, a specialized 
intervention unit of the National Police. 

13  Piotr Smolar, L’argumentaire islamiste contre la France, LE MONDE, Dec. 23, 2005, at 3. 

14  Id. 

15  Piotr Smolar, La France se dote d’une doctrine antiterroriste, LE MONDE, Mar. 7, 2006, http://www.lemonde.fr/ 
(Archives).

http://www.%20frstrategie.org/
http://www.premier-ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html
http://www.premier-ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html
http://www.lemonde.fr/
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“[A] past portrayed as particularly grave (from the Crusades to colonization); the military 
presence in Muslim lands (for example in Djibouti), explicit support for “apostate” regimes, in 
particular in the Maghreb; the explicit secular nature of the republican state; the intention to 
organize Islam according to a national model (with the establishment in 2003 of the French 
Council of the Muslim Faith); the determination of the judiciary and intelligence services to 
neutralize terrorists and their accomplices in advance.”  

The paper addresses in frank terms the Iraqi war and also concerns over the role that Muslims who left 
France to fight in Iraq could play in training young Muslims upon their return to France.16

The White Paper defines seven scenarios to test current antiterrorist measures: a campaign of 
explosives attacks in public places; simultaneous suicide attacks; diversified cross-border attacks, for 
example targeting oil infrastructures or an information technology system; an attack using radiological 
substances; chemical attack; biological attack and an attempt to hijack a nuclear weapons. It 
recommends the improvement of the combination of the pirate plans (antiterrorist security plans) and 
Orsec plans (rescue plans). 17

It proposes to improve the fight against the spread of extremist ideas as it concludes that the 
current law is inadequate.  The offense of “encouragement and defense of terrorist acts” is at present 
punishable by a five-year imprisonment and a €45,000 fine (approximately US$54,900) under the 1881 
amended Law on the Press.  One proposal is to include this offense in the Penal Code, which would 
make it possible to drop the condition of publication as part of the crime’s definition, and extend its 
scope to proselytism that has the aim or effect of causing violent acts. 18

The White Paper also proposes the establishment of a specific legal regime to respond to 
terrorist crisis situations in addition to the current three regimes: emergency powers, state of siege, and 
Article 16 of the Constitution.  It further recommends modifying the 1991 law governing the secrecy of 
electronic communications to enable targeting of not only telephone numbers but also of individuals, 
with every means of communication potentially available.  Finally, it suggests amending the Penal 
Code’s provisions covering the conditions of life in prison to combat Islamic proselytism.19  Several 
studies have shown that “French prisons have become an incubator for conversions to radical Islam.”20

D.  Focus of Legislation  

Since the September 11, 2001, terrorist attacks, the legislature has repeatedly reinforced the 
means at the disposal of the police and the judiciary to prevent and prosecute terrorist acts. Each new 
law has gradually increased the state’s powers and, as a result, France has enacted one of the strictest 
antiterrorism legislative schemes.21  Prevention remains at the heart of France’s antiterrorist strategy 
and intelligence is seen as a prime key in combating terrorism. Parliament adopted measures facilitating 
the collection of information, the surveillance of individual and groups likely to turn to terrorism, and 
the monitoring of financial activities. It further increased the length of police detentions without formal 
                                                      

16  Id. 

17  Id. 

18  Id. 

19  Id. 

20  Open Source Center, France: Prisons Help Drive Conversion to Islam, AFF20060228334001 OSC Analysis in 
English, Feb. 28, 2006, https://www.opensource.gov/login/index.html. 

21  Craig Whitlock, French Push Limits in Fight on Terrorism, Wide Prosecutorial Powers Draw Scant Public 
Dissent, THE WASHINGTON POST, Nov. 2, 2004, A01. 

https://www.opensource.gov/login/index.html
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charges and improved the system of surveillance over the Internet and the latest generation of 
communication networks. In the face of changing terrorist threats, France, as stated by Nicolas 
Sarkozy, the current Minister of Interior, had “to adapt its laws to realities of modern life and of 
technical progress,”22 and Prime Minister Dominique de Villepin wowed to “continuously adjust to 
better protect the French people.” 23

In addition, French authorities believe that to “effectively fight the threat of terrorism, they 
need to work with their European partners and the international community as a whole.”24  To achieve 
this aim, France is trying to “speed up the judiciary and police cooperation in the European Union.”25 
The European Arrest Warrant was approved by Parliament and entered into force on January 1, 2004, 
and procedures for international judicial cooperation were strengthened.26  France also is increasing 
bilateral cooperation with its direct neighbors, such as Belgium, Germany, Italy, Spain, and the United 
Kingdom; its major strategic partners, such as the United States; and other states that have suffered 
from terrorism.27  Finally, France attaches particular importance to strengthening cooperation against 
terrorism within multilateral bodies, in particular the United Nations.28  

II.  Legislative History 

A.  Legislation Prior to September 11, 2001 

i.  National Legislation 

As stated, France has been a victim of international terrorism for decades, and, at the time of 
the terrorist attacks of September 11, 2001, it already had in place a comprehensive body of law 
dealing specifically with acts of terrorism.  The first major legislative response was Law 86-1020 of 
September 9, 1986 on Combating Terrorism.29  The two aims of this first anti-terror law were: (1) to 
provide judicial authorities with greater powers by centralizing the investigation, prosecution, and trial 
of terrorism acts under the sole jurisdiction of specialized judges whose competence extended to the 
entire country (the Paris courts); and (2) to set forth a special regime for the compensation of victims.  
The law, however, did not provide definitions of specific terrorism offenses.30  

                                                      

22  Patrick Roger, La France durcit pour la huitième fois en dix ans son arsenal antiterroriste, LE MONDE, Dec. 12, 
2005, available at http://lemonde.fr (Archives). 

23  Premier Ministre, The Fight on Terrorism, http://www.premier-
ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html (last visited on Apr. 13, 2006). 

24  Id. 

25  Id. 

26  Law 2004-204 of March 9, 2004 on Adapting the Justice System to the Development of New Forms of Crimes, 
JOURNAL OFFICIEL [official gazette of France, J.O.] Mar. 10, 2001, 4567. 

27  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of Defense 
26, 27, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last visited 
Apr. 13, 2006). 

28  Id. 

29  Law 86-1020 of September 9, 1986, on Combating Terrorism and Infringement upon the State Security, J.O. Sep. 
10, 1986, 10956. 

30  YVES MAYAUD, Terrorisme, REPERTOIRE DE DROIT PENAL ET DE PROCEDURE PENALE, Vol VII, §§ 4, 5 (Dalloz 
2005). 

http://lemonde.fr/
http://www.premier-ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html
http://www.premier-ministre.gouv.fr/en/information/latest_news_97/the_fight_on_terrorism_54433.html
http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120
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It is later, at the time of the Penal Code reform in 1994 and as a result of Law 96-647 of July 
22, 1996,31 that terrorist acts were defined as independent offenses by combining the existence of an 
offense under ordinary criminal law (the Penal Code provides for a restrictive list of them) “with an 
individual or collective enterprise having the purpose of seriously disturbing public order by 
intimidation or terror.” 32  The terrorist acts have to be “intentionally” connected to an individual or 
collective undertaking.33 Certain offenses, however, such as acts of environmental terrorism, 
membership in a terrorist group have their own legal definitions.34  

France also had provisions not exclusively directed against terrorism, but which could be used 
towards that aim, such as, the 1881 Law on the Press, as amended, that prohibits incitement to racial 
hatred and the defense of war crimes, crimes against humanity, and terrorist acts.35

ii.  International Conventions 

In addition, France, as of September 11, 2001, had signed and ratified most of the major 
multilateral conventions pertaining to terrorism as follow: 

• Convention on Offences and Certain Other Acts Committed Onboard Aircraft, signed at 
Tokyo on September 14, 1963; 36 

• Convention on the Suppression of Unlawful Seizure of Aircraft, signed at The Hague 
on December 16, 1970; 37 

 
• Convention on the Suppression of Unlawful Acts Against the Safety of Civil Aviation 

signed at Montreal on September 23, 1971; 38 
 

• International Convention Against the Taking of Hostages, adopted by the General 
Assembly of the United Nations on December 17, 1979; 39 

 
• Convention on the Physical Protection of Nuclear Material, signed at Vienna on March 

3, 1980;40 
 

• Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving 
International Aviation, supplementary to the Convention for the Suppression of 

                                                      

31  Law 96-647 of July 22, 1996, on Reinforcing the Combat against Terrorism, J.O, July 23, 1996, 11104. 

32  YVES MAYAUD, Terrorisme, supra note 30, § 5.  

33  CODE PÉNAL, (C. PÉN), art. 421-1 (Dalloz 2006). 

34  Id. arts. 421-2, 421-2-1 & 421-2-2.  

35  C. PÉN., APPENDICE, Law of July 29, 1881 on the Freedom of the Press as amended, 2011. 

36  Decree 71-151 of February 19, 1971, J.O., Feb. 27, 1971, 1957. 

37  Decree 73-171 of February 15, 1973, J.O., Feb. 23, 1973, 2028. 

38  Decree 76-923 of October 2, 1976, J.O., Oct. 13, 1976, 6006. 

39  Decree 2000-724 of July 25, 2000, J.O., Aug. 02, 2000, 11954. 

40  Decree 92-110 of February 3, 1992, J.O., Feb. 05, 1992, 1860. 
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Unlawful Acts Against the Safety of Civil Aviation, signed at Montreal on February 24, 
1988;41  

 
• Convention for the Suppression of Unlawful Acts against the Safety of Maritime 

Navigation, done at Rome on March 10, 1988;42 
 

• Protocol for the Suppression of Unlawful Acts Against the Safety of Fixed Platforms 
Located on the Continental Shelf, done at Rome on March 10, 1988;43 and 

 
• Convention on the Marking of Plastic Explosives for the Purpose of Detection, signed 

at Montreal on March 1, 1991.44 
 
 At the regional level, France also was a party to the European Convention on the Suppression of 
Terrorism, concluded at Strasbourg on January 27, 1977,45 and other European Conventions covering 
topics such as extradition, mutual assistance in criminal matters, and compensation to victims of violent 
crimes.  

B.  Legislation Enacted Post September 11, 2001 

i.  The Law of November 15, 2001 

Following September 11, 2001, France reaffirmed its determination to combat terrorism and 
adopted tougher antiterrorist measures in November 2001. Law 2001-1062 of November 15, 2001 on 
Daily Security46 significantly increased the powers of the police to search vehicles and to conduct 
identity checks.  To ensure the security of international and national flights, the Law allowed police 
officers, customs agents, and private security agents approved by the competent administrative 
authorities or prosecutors, to conduct body searches and to search bags, parcels, airplanes, and any 
other vehicles found in areas of the airport not accessible to the public.  These officers and agents were 
given the same powers to protect ships and ports. 

The definition of acts of terrorism was expanded to include money laundering and insider 
trading, when they are intentionally connected to an individual or collective enterprise aimed at 
seriously disturbing public order by intimidation or terror. In addition, an article was inserted into the 
Penal Code that gives the financing of terrorism its own legal definition.47   

The Law further provided that telecommunications companies could be required to keep records 
of connections identifying users for a year at the request of the judicial authorities.  It authorized, under 
certain conditions, access to police files by authorized officials to ensure that persons in charge of 
security or having access to sensitive areas such as nuclear plants, airports, et cetera met all the 
necessary security requirements.  Finally, judicial authorities could ask any competent individual or 

                                                      

41 Decree 89-815 of November 2, 1989, J.O., Nov. 9, 1989, 13944. 

42  Decree 92-178 of February 25, 1992, J.O., Feb. 27, 1992, 2979. 

43  Decree 92-266 of March 20, 1992, J.O., Mar. 26, 1992, 4172. 

44  Decree 99-460 of June 02, 1999, J.O., June 05, 1999, 8269. 

45  Decree 87-1024 of December 21, 1987, J.O., Dec. 22, 1987, 14954. 

46  Law 2001-1062 of November 15, 2001 on Daily Security, J.O., Nov. 16, 2001, 18215. 

47  C.  PÉN., art. 421-2-2. 
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legal entity to decipher any coded messages obtained during an investigation.  Code-making companies 
were obliged to supply such authorities the means necessary to decode encrypted data. When the 
sentence incurred was more than two years’ imprisonment, judicial authorities could request the use of 
state classified means to decipher coded messages. 

 French civil rights groups strongly opposed these measures and the National Consultative 
Commission on Human Rights’ advisory opinion denounced several provisions as a threat to individual 
fundamental rights. The Interior Minister, however, strongly defended them before the National 
Assembly, stating  “the security of our citizens surpasses any other consideration…Collective security is 
not the enemy of individual liberty, it is one of the conditions for exercising it.”48  

The control over the constitutionality of laws in France is entrusted to the Constitutional 
Council, which expresses an opinion on the constitutionality of a measure before it is promulgated.  
The Council is not formally a court.  It does not hear applications from individual citizens concerning 
the constitutionality of laws passed by Parliament in relation to concrete factual situations. All organic 
laws and Parliamentary Standing Orders are automatically submitted to the Council for constitutional 
control, while ordinary laws and international agreements may be referred to it by the President of the 
Republic, the Prime Minister, the President of the National Assembly, the President of the Senate, or, 
more commonly, by sixty deputies or senators before the law is promulgated or the international 
agreements ratified.49  The Law of November 15, 2001, was never referred to the Council. 

 ii.  The Law of March 18, 2003 

The provisions of the 2001 Law were modified and supplemented by Law 2003-239 of March 
18, 2003 on Internal Security.50  This Law further relaxed the requirements for vehicles searches and 
identity checks. It increased the powers of and the means available to the police regarding computerized 
data and DNA. The national DNA database originally reserved for offenses of a sexual nature was 
extended to include a long list of crimes such as those against humanity, crimes against the fundamental 
national interests, acts of terrorism, and organized crimes.  The 2003 Law authorized the sharing of 
databases between members of the national police, gendarmerie (military police), and judicial police 
officers that had been selected and granted special authorization to use them. Information also could be 
shared with international police bodies including Interpol and Europol, or foreign police forces in 
accordance with international agreements such as the EU Mutual Legal Convention.  

Civil rights groups also fiercely criticized the 2003 Law, and numerous demonstrations against 
it took place in the streets.  It was considered a “threat to the republic” and an “attack on people[s] 
liberties.” 51   In this case, the Constitutional Council was consulted on the constitutionality of the Law 
and it found that none of its provisions were contrary to fundamental rights.52

                                                      

48  Clarisse Vernhes, La sécurité nationale au menu des députés, RADIO FRANCE INTERNATIONALE (RFI), available at 
http://www.rfi.fr/actufr/articles/022/article_11146.asp (last visited Apr. 13, 2006). 

49  1958 CONST., art. 61. 

50  Law 2003-239 of March 18, 2003 on Internal Security, J.O., Mar. 19, 2003, 4761. 

51  Bertrand Bissuel & Alexandre Garcia, Mobilisation contre le durcissement des lois Sarkozy-Perben, LE MONDE, 
Jan. 9, 2003, available at http://www.lemonde.fr (Archives).  

52  CC, Decision DC 2003-467, Mar. 13, 2003, J.O. Mar. 19, 2003, 4789. 

http://www.rfi.fr/actufr/articles/022/article_11146.asp
http://www.lemonde.fr/
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iii.  The Law of March 9, 2004 

Law 2004-204 of March 9, 2004 on Adapting the Justice System to the Development of New 
Forms of Crimes, 53 gave the justice system more effective procedural means to fight forms of 
organized crimes which had developed over the past few years, particularly for international mafia-style 
structures and terrorism.   

 The Law contained approximately four hundred revisions to the Criminal Procedure and Penal 
Codes. It further increased the powers of the police and prosecutors.  The changes included permitting 
house searches at night and doubling the time during which suspects could be held in police custody 
without formal charges from forty-eight hours to four days.  In addition, certain categories of suspects 
including terrorists could be detained for up to seventy-two hours without having access to a lawyer. 
Wiretapping and videotaping were made easier, along with the infiltration of criminal networks by the 
police. There also were provisions to encourage informants.  

 The law created new categories of offenses.  For example, the act of disseminating information 
by any means, except for use by professionals, on making instruments of destruction that incorporate 
explosive substances, nuclear, biological, or chemical matters or any other products for domestic, 
industrial, or agricultural use, became a criminal offense.  Diffusion of such information through the 
Internet is punishable by a three-year imprisonment term and a fine of €45,000 (approximately 
US$54,900).54 The law further introduced the use of European arrest warrants. 55  

The Socialist Party, lawyers, and human rights groups vehemently opposed the Law. They 
feared the changes would undermine civil liberties despite the assurances given by the government that 
the Law was only aimed at criminal organizations and terrorists and would not be used against common 
criminals.56  The Constitutional Council reviewed the Law and only struck down two of its provisions. 
It found that the definition of organized crime was too broad and objected to closed proceedings with 
plea-bargaining decisions, stating that a hearing must take place in the presence of a judge who has 
authority to refuse the plea.57

iv.  International Conventions 

France ratified three additional conventions dealing with terrorism. It became, therefore, a 
party to all the major multilateral conventions related to terrorism.  They are as follows: 

• International Convention for the Suppression of Terrorist Bombings, adopted by the 
General Assembly of the United Nations on December 15, 1997; 58  

                                                      

53  Law 2004-204 of March 9, 2004 on Adapting the Justice System to the Development of New Forms of Crimes, 
J.O., Mar. 10, 2004, 4567. 

54  Id. art 7, inserting article 322-6-1 in the PENAL CODE. 

55  Id. art. 17. 

56  Nathalie Guibert, Discussions trés tendues au Sénat sur le projet de loi sur la criminalité de Dominique Perben, 
LE MONDE, Jan. 22, 2004; see also Justice: la régression, LE MONDE, Jan. 28, 2004, available at http://www.lemonde.fr/ 
(Archives). 

57  CC, Decision DC 2004-492, Mar. 2, 2004, J.O. Mar. 10, 2004, 4637. 

58  Decree 2002-668 of April 24, 2002, J.O., May 2, 2002, 7961. 

http://www.lemonde.fr/
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• International Convention for the Suppression of the Financing of Terrorism, adopted by 
the General Assembly of the United Nations on December 9, 1999; 59and 

• International Convention on the Prevention and Punishment of Crimes against 
Internationally Protected Persons, including Diplomatic Agents, opened for signature at 
New York on December 14, 1973.60 

C.  Legislation Following the London Bombings   

 On January 23, 2006, Parliament adopted Law 2006-64 on Combating Terrorism and on 
Various Provisions concerning Security and Borders Controls61 drawn up by the Ministry of Interior 
following the London bombings in July 2005.  The Law greatly increases the state’s powers of 
electronic surveillance. It again created serious concerns for public freedoms with the League for 
Human Rights, the magistrates’ union, and the Union of Advocates of France.  The Commission 
Nationale de l’Informatique et des Libertés (CNIL), which is France’s data protection authority 
expressed serious reservations to the draft law in its advisory opinion. It felt that the measures proposed 
were disproportionate to the threats.62  However, in Parliament, there was no real opposition to the 
Law.  It was passed in the National Assembly by 373 votes by the ruling party UMP [Union for a 
Popular Movement] and the center-right party UDF [Union for French Democracy].  The Socialist 
Party abstained.  The twenty-seven votes cast against the law were those of the Communist Party, three 
greens, and three other socialists.63

 The Constitutional Council again found the Law constitutional.  It only thought it was necessary 
to remove the word “punish” in the provision allowing the police to obtain communication data without 
a judicial order, in order to “prevent and punish” acts of terrorism.64  

The Law’s main measures are as follows: 

i.  Video Surveillance 
 
• a provision authorizing public authorities to use video surveillance to ensure the 

protection of public buildings, national defense facilities, public locations, and the 
security of persons and goods in places that are particularly exposed to the risk of 
aggression or thefts was extended to include the prevention of terrorist acts;65 

 
• in addition to public authorities, other legal entities may be authorized to install 

                                                      

59  Decree 2002-935 of June 14, 2002, J.O., June 16, 2002, 10636. 

60  Decree 2003-974 of October 8, 2003, J.O., Oct. 16, 2003, 17597.  

61  Law 2006-64 on Combating Terrorism and on Various Provisions concerning Security and Borders Controls, 
J.O., Jan. 24, 2006, 1129. 

62  CNIL, Opinion 2005-208 of October 10, 2005 on the draft law on the fight against terrorism, available at 
http://www.cnil.fr/index.php?id=1883. 

63  Guillaume Perrault, Sarkozy entend durcir la législation antiterroriste, LE FIGARO, Nov. 23, 2005, Lexis, Le 
Figaro (FR); see also l’Assemblée a adopté le projet de loi antiterroriste, LE MONDE, Nov. 29, 2005, available at 
http://www.lemonde/fr (Archives).  

64  CC, Decision DC 2005-532 of January 19, 2006, J.O. Jan. 24, 2006, 1138. 

65  Law 2006-64 on Combating Terrorism and on Various Provisions concerning Security and Borders Controls, 
J.O., Jan. 24, 2006, 1129. 

http://www.cnil.fr/index.php?id=1883
http://www.lemonde/fr


Legal Responses to Terrorism – October 2006                                                    The Law Library of Congress – 11 

cameras to film the immediate surroundings of their buildings and facilities, if such 
areas are susceptible to terrorist acts; 

 
• in cases of emergency, and when there is a particular risk of terrorist acts, the prefects 

of the concerned département 66 may order the installation of cameras for up to four 
months without obtaining  prior authorization from the competent administrative 
commission; and  

 
• prefects may order specific sites to install video surveillance material (industrial, 

nuclear sites, railroad stations, and the like); refusal to do so is punishable by a 
€150,000 fine (approximately US$175,800).67 

 
ii.  Travel Monitoring 
 
• airline, maritime, and railway companies are required to disclose personal data on their 

customers (name, address, telephone, date of birth and profession) for international 
travel to and from countries outside the European Union to the Interior Ministry; 
refusal to do so is punishable by a  €50,000 (approximately US$61,000) fine for each 
trip; this data is stored by the Ministry of Interior in electronic databases accessed only 
by the police, gendarmerie, and customs;68 

 
• surveillance of vehicles (photography of license plates and passengers) by  police 

services where appropriate to prevent or combat terrorism and other offenses is 
authorized, in particular at borders, ports, airports and main national, and international 
roads; the data collected is entered into an electronic database and compared with the 
data contained in the vehicles theft database and the Schengen Information System (an 
information system that allows the competent authorities in the Member States to obtain 
information regarding certain categories of persons and property). To allow these 
consultations, the data is kept for a maximum of eight days and then erased if no link 
can be found.69 

• identity controls aboard international trains are facilitated.70 
 
iii.  Telephone and Internet 
 

• telephone and Internet providers (including providers of free services) are required to 
keep connecting data for one year and are obligated to give it, if needed, to specifically 
empowered officers from the national police and gendarmerie. 71 

 
                                                      

66  France is divided into twenty-two regions and there are ninety-six départements within metropolitan France. Each 
département has a prefect who is the representative of the central government. 

67  Law 2006-64 on Combating Terrorism and on Various Provisions concerning Security and Borders Controls, 
J.O., Jan. 24, 2006. 

68  Id. art. 7. 

69  Law 2006-64 on Combating Terrorism and on Various Provisions concerning Security and Borders Controls, 
J.O., Jan. 24, 2006, 1129, art. 8. 

70  Id. art. 3. 

71  Id. arts. 5,  6. 
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iv.  Databases 
 
• to combat and prevent terrorism, specially empowered officers from the national police 

and gendarmerie are authorized to access numerous databases including licenses plates, 
driving licenses, identity cards, passports, visa requests, residency permits, and denial 
of entry into French territory.72 

 
 v.  Tougher Prison Sentences 
 

• the maximum sentences for leadership of a terrorist group are increased from twenty to 
thirty years and from ten to twenty years for membership in such a group; and73 

 
• supervision over the carrying out of prison sentences for terrorist acts is centralized at 

the Paris courts.74 
 

vi.  Police Custody 
       
• if it appears from  investigation or  police custody that there is a serious risk of        

imminent terrorist attack in France or abroad, or that international cooperation 
imperatively requires it,  police custody may be expanded from four days to six days by 
the competent judge of liberties and detention.75  

 
vii.  Nationality 
 
• naturalized citizens could lose their French citizenship if found guilty on terrorist 

charges for terrorist acts occurring within fifteen years of obtaining their citizenship.  
This period used to be only ten years.76 

 
viii.  Freeze of Terrorists’ Assets 
 
• without prejudice to EU measures or measures taken by the courts, the Minister of         

Economy is authorized to freeze assets belonging to terrorists or terrorist groups for a 
six-month period renewable.77 

 
D.  Duration  

 The anti-terrorist measures of Law 2001-1062 of November 15, 2001 on Daily Security were 
temporary and in force until December 31, 2003, when they were opened for review. Some of these 
measures, however, were made permanent by Law 2003-239 of March 18, 2003 on Internal Security, 
while others were extended until the end of 2005.  Law 2006-64 on Combating Terrorism and on 
Various Provisions concerning Security and Borders Controls contains three provisions in force only 

                                                      

72  Id. art. .9. 

73  Id. art. 11. 

74  Id. art. 14. 

75  Id. art. 17. 

76  Id. art. 21. 

77  Id. art. 23. 
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until December 31, 2008, at which time they should be evaluated by Parliament. They cover identity 
checks in international trains, access to telephone and Internet connecting data by specifically 
empowered police officers, and access to numerous databases by police officers. 

III.  International Cooperation 

A.  General Principles 

After the waves of terrorists attacks that took place in France during the summer of 1995, 
France’s judicial investigations to determine the perpetrators of these acts were hampered by a lack of 
international cooperation, as most of France’s partners simply saw these actions as results of old 
colonial wounds.78  Since the September 2001 attacks, however, there is general agreement that 
terrorism is an international problem, affecting governments and people around the world, and France 
pursues a policy of active international cooperation in combating terrorism and repeatedly urges greater 
efforts to strengthen such cooperation.79  

French international action rests on three main priorities: to strengthen bilateral cooperation 
with its direct neighbors, its major strategic partners, such as the United States, and with states that 
suffered from terrorism; to reinforce and accelerate the cooperation within the European Union; and to 
actively contribute in elaborating international instruments within the framework of the United Nations 
and to enhance political determination to fight terrorism within the G8 and other regional entities.80

For example, at the United Nations level, France is particularly committed to the 
implementation of the International Convention on the Control of the Financing of Terrorism, as it 
played a major role in its drafting, negotiation, and adoption. France also backs the draft General 
Convention on Terrorism presented by India as well as the draft Convention on the Control of Acts of 
Nuclear Terrorism.81  As stated, France has ratified all twelve UN international conventions and 
protocols relating to terrorism. 

France believes the G8 group of developed countries may play “an impulse role” in the 
diplomatic fight against terrorism.  The twenty-five recommendations of Paris to fight terrorism were 
drafted under the French presidency in 1996.  In this context, France fully supports the Action Plan on 
capacity building against terrorism adopted at the G8 Evian Summit in June 2003. This plan is designed 
to strengthen political will and provide capacity building assistance to fight terrorism at the international 
level.  A Counter-Terrorism Action Group (CTAG) was created in Evian to combat terrorist groups 
worldwide, comprising the G8 countries as well as other donor states. The CTAG expands and 
coordinates training for countries having the will but not the skills to combat terrorism.82

                                                      

78  Assemblée Nationale, Rapport d’information sur la coopération internationale pour lutter contre le terrorisme 
(2004 Information Report N°1716 on International Cooperation to Fight Terrorism) 5, http://www.assemblee-
nationale.fr/12/pdf/rap-info/i1716.pdf (last visited Apr. 13, 2006). 

79  Id. 

80  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of Defense 
32, http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last visited Jan. 23, 2006).  

81  Ministère des Affaires Etrangères, Terrorism: Multilateral initiatives, http://www.diplomatie.gouv.fr/en/france-
priorities_1/terrorism_1944/multilateral-initiatives_1345.html (last visited on Apr. 13, 2006). 

82  Id. 

http://www.assemblee-nationale.fr/12/pdf/rap-info/i1716.pdf
http://www.assemblee-nationale.fr/12/pdf/rap-info/i1716.pdf
http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120
http://www.diplomatie.gouv.fr/en/france-priorities_1/terrorism_1944/multilateral-initiatives_1345.html
http://www.diplomatie.gouv.fr/en/france-priorities_1/terrorism_1944/multilateral-initiatives_1345.html
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B.  Cooperation Between France and the United States  

Despite political tensions resulting from the Iraqi war, French authorities have worked closely 
with the United States in the fight against terrorism.83  President Jacques Chirac was the first foreign 
head of state to come to the United States after the September 11, 2001, attacks to express “the total 
solidarity” of the French people and the French authorities. He stated that “France will be in the front 
line in the combat against international terrorist networks, shoulder to shoulder with America.”84 
French agencies involved in the fight against terrorism cooperate with their U.S. counterparts to 
investigate and prosecute terrorists.  U.S. authorities have emphasized that France’s cooperation is 
exemplary,85 and that France “pursue[s] one of Europe’s most effective and aggressive counter-
terrorism policies.86

The United States and France signed both a new extradition treaty87 (effective February 2002) 
and a mutual legal assistance treaty in criminal matters88 (effective December 2001), the first ever 
negotiated by the two countries. Both treaties have been ratified by Parliament. The United States and 
France also signed an agreement allowing U.S. customs inspectors to be stationed at the port of Le 
Havre. Since 1996, a French judge has been posted in Washington, D.C. to serve as a liaison between 
the French Ministry of Justice and the U.S. Justice Department. 

The Mutual Legal Assistance Treaty in Criminal Matters provides for a broad range of 
cooperation in different procedures which include: obtaining the testimony or statements of persons; 
providing documents, records, and other evidence; locating or identifying persons or items; serving 
documents; executing requests for searches and seizures; organizing the provisional transfer of persons 
in custody from one state to the other for testimony or other purposes; authorizing the presence of 
investigators or magistrates from the requesting country during the execution of a request for legal 
assistance in the other country; and assisting in proceedings concerning immobilization and forfeiture of 
assets.89

Under the Extradition Treaty, offenses, other than political or military ones, punished under the 
laws in both states by deprivation of liberty for a maximum of at least one year or by a more severe 
penalty are extraditable offenses. If extradition is requested to enforce a judgment, the prisoner’s 
remaining sentence must be at least six months. 

                                                      

83  U.S. Department of State, Patterns of Global Terrorism, Europe Overview, April 29, 2004, available at 
http://www.milnet.com/state/2003/31626.htm. 

84  President de la République, Speech by Jacques Chirac, President of the French Republic before the French 
community in New York on September 19, 2001, 
http://www.elysee.fr/elysee/elysee.fr/francais/interventions/discours_et_declarations/2001/septembre/allocution_de_m_jacques
_chirac_president_de_la_republique_devant_la_communaute_francaise-new_york.3500.html.  

85  Embassy of France in the United States, Cooperation that counts, July 1, 2005, http://www.info-france-
usa.org/news/statmnts/2005/cooperation_franceus05.asp. 

86  U.S Department of State, Country Reports on Terrorism, Apr. 27, 2005, available at 
http://www.state.gov/s/ct/rls/crt/45388.htm. 

87  Extradition Treaty between the United States of America and France, Paris, France, signed Apr. 23, 1996, 2179 
U.N.T.S. 341; see also Decree 2002-117 of January 29, 2002, J.O. Jan. 30, 2002, 2002. 

88  Treaty between the Government of the United States of America and the Government of France on Mutual Legal 
Assistance in Criminal Matters, Paris, France, signed Dec. 10, 1998, 2172 U.N.T.S. 69; see also Decree 2001-1122 of 
November 28, 2001, J.O. of Nov. 29, 2001, 18964. 

89  Id. 

http://www.milnet.com/state/2003/31626.htm
http://www.elysee.fr/elysee/elysee.fr/francais/interventions/discours_et_declarations/2001/septembre/allocution_de_m_jacques_chirac_president_de_la_republique_devant_la_communaute_francaise-new_york.3500.html
http://www.elysee.fr/elysee/elysee.fr/francais/interventions/discours_et_declarations/2001/septembre/allocution_de_m_jacques_chirac_president_de_la_republique_devant_la_communaute_francaise-new_york.3500.html
http://www.info-france-usa.org/news/statmnts/2005/cooperation_franceus05.asp
http://www.info-france-usa.org/news/statmnts/2005/cooperation_franceus05.asp
http://www.state.gov/s/ct/rls/crt/45388.htm
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A state may refuse extradition when the offense for which extradition is sought, carries the 
death penalty in the state requesting the extradition, unless the requesting state assures that the death 
penalty shall not be carried out. France abolished the death penalty in 1981 and is a signatory to 
Protocol No. 6 to the Convention for the Protection of Human Rights and Fundamental Freedoms. This 
Protocol provided for the abolition of the death penalty in times of peace, with no derogation in 
emergency situations or reservations permitted. In addition, France signed Protocol No. 13 to the 
Convention that prohibits capital punishment, whatever the circumstances. The Treaty further addresses 
the evidentiary requirements for extradition and, in cases of emergency, the procedure to follow to 
request the provisional arrest of the person sought pending presentation of the request for extradition.90

C.  Judicial Cooperation & Extradition With Other Countries 

i.  Judicial Cooperation Between EU Member States 

France is strongly committed to enhancing judicial cooperation with other EU Member States 
and has developed several forms of mutual assistance with its European partners. They include:91

• bilateral working groups – these groups have shown to be very efficient tools in the 
fight against terrorism and organized crime; France has established groups with Spain, 
Belgium, and the United Kingdom; 

• joint investigating teams – these teams have the authority to conduct police 
investigations in each other’s countries, subject to the judicial authorities of the country 
in which they investigate; France has established teams with The Netherlands, Spain, 
United Kingdom, and Italy; 

• hearings of witnesses or offenders by videoconference or telephone conference; 

• European arrest warrant – this warrant has replaced extradition procedures between 
Member States; it entered into force on January 1, 2004 in France and has resulted in 
faster and simpler surrender procedures; the dual criminality requirement is abolished 
for thirty-two categories of offenses including terrorism; 

• Eurojust – created by a Council decision on February 28, 2002, this organization 
comprises teams of senior magistrates, prosecutors, judges, and other legal experts 
from every Member State which advise and assist in cross-border cases; 

• European Judicial Network – this network is comprised of the Central Authorities from 
each Member State that are responsible for international judicial cooperation, liaison 
magistrates, and other points of contact having knowledge of European languages other 
than their respective national languages; the Network’s main function is to facilitate 
judicial cooperation among Member States; and  

                                                      

90  Decree 2002-117 of January 29, 2002, J.O. Jan. 30, 2002, 2002. 

91  Assemblée Nationale, L’Union Européenne et la lutte contre le terrorisme (The European Union and the Fight 
against Terrorism), Dec. 2005, http://assemblee-nationale.fr/europe/fiches-actualite/terrorisme.asp. 

 

http://assemblee-nationale.fr/europe/fiches-actualite/terrorisme.asp
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• Europol – a task force to fight terrorism was created in Europol, the European Union 
law enforcement organization; its effectiveness has been hampered by the unwillingness 
of Member States’ intelligence services to share sensitive information. 

ii.  Judicial Cooperation with Third Countries 

France has signed many bilateral mutual legal assistance treaties in criminal matters, police 
cooperation agreements, and extradition treaties with third countries.  Absent a treaty, assistance is 
available on a case-by-case basis and is subject to reciprocity.  The Code of Criminal Procedure sets 
forth general provisions on international judicial assistance92 and the conditions and procedures relating 
to extradition.93

D.  Adoption of and Compliance with U.N. Resolutions 

France, as one of the five permanent members of the UN Security Council, is fully involved in 
supporting the UN’s central role in the fight against terrorism.  

The Security Council unanimously adopted Resolution 1373 on September 28, 2001, 
reaffirming its unequivocal condemnation of the September 11, 2001 attacks on the United States and 
imposing bindings obligations on all Member States to combat terrorism through enhanced national 
laws and administrative structures.94 A Counter-Terrorism-Committee (CTC) was created to ensure the 
implementation of Resolution 1373 and to provide assistance to states that need help in fighting 
terrorism.  France as a member of the CTC plays an active part in all aspects of the committee’s work, 
including reviewing steps taken by states to implement measures in conformity with the Resolution and 
assisting them in improving their capacity to prevent and fight terrorism.95  For example, within the 
framework of the CTC’s mission, the French Ministry of Defense offers its expertise to benefit other 
states.  It has offered its help to draft laws on controlling weapon possession or trade and its expertise 
on intervention and protection techniques.96

The United Nations Security Council adopted Resolution 152697 on January 20, 2004, to 
improve the implementation of the measures imposed by Resolution 1267 (1999)98 and subsequent 
resolutions 1333 (2000),99 1390 (2002),100 and 1455 (2003),101 requiring all UN Member States to 

                                                      

92  CODE DE PROCEDURE PÉNALE, (C. PROC. PÉN.) arts. 694 to 694-9 (Dalloz 2006).  

93  Id. arts. 696 to 696-47. 

94  SCOR, Resolution 1373, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N01/557/43/PDF/N0155743.pdf?OpenElement (last visited Apr. 13, 2006). 

95  Id. 

96  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of Defense 
32, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last visited 
Apr. l3, 2006).  

97  SCOR, Resolution 1526, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N04/226/69/PDF/N0422669.pdf?OpenElement (last visited Apr. 13, 2006). 

98  SCOR, Resolution 1267, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N99/300/44/PDF/N9930044.pdf?OpenElement (last visited Apr. 13, 2006). 

99  SCOR, Resolution 1333, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N00/806/62/PDF/N0080662.pdf?OpenElement (last visited Apr. 13,2006). 

100  SCOR, Resolution 1390, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N02/216/02/PDF/N0221602.pdf?OpenElement (last visited Apr. 13, 2006). 

http://daccessdds.un.org/doc/UNDOC/GEN/N01/557/43/PDF/N0155743.pdf?OpenElement
http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120
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http://daccessdds.un.org/doc/UNDOC/GEN/N99/300/44/PDF/N9930044.pdf?OpenElement
http://daccessdds.un.org/doc/UNDOC/GEN/N00/806/62/PDF/N0080662.pdf?OpenElement
http://daccessdds.un.org/doc/UNDOC/GEN/N02/216/02/PDF/N0221602.pdf?OpenElement


Legal Responses to Terrorism – October 2006                                                    The Law Library of Congress – 17 

impose sanctions against those associated with al-Qaeda, the Taliban, or Osama bin Laden, such as 
assets freeze, travel bans, and arms embargo. A 1267 Committee oversees the implementation of these 
sanctions. The Committee’s mandate was further strengthened by Resolution 1526 that created a 
monitoring team of experts to support its work. France played an active part in defining the missions of 
this new “Analytical Support and Sanctions Monitoring Team.” It is comprised of eight members, 
including one French expert. The team provides an in depth analysis of the difficulties encountered by 
the states in implementing sanctions.102

Based on a Russian initiative, France, the United Kingdom, and Germany also co-sponsored 
Resolution 1566 on the fight against terrorism.103  It calls for countries to prosecute or extradite anyone 
supporting terrorist acts or the planning of such acts.  The Resolution was adopted unanimously on 
October 8, 2004 and requires the creation of a working group comprised of all the Security Council 
members.  This group will be responsible for making recommendations on measures to be imposed 
against “individuals, groups or entities involved in or associated with terrorist activities” other than 
those linked to Al-Qaeda and the Taliban, which already are covered by the CTC. 

France has implemented United Nations Security Council Resolutions 1267, 1333, 1373, and 
1390 mainly through EU regulations that are directly applicable in the Member States, such as Council 
Regulation (EC) No 2580/2001 of December 27, 2001 (and subsequent amendments) on Specific 
Restrictive Measures Directed Against Certain Persons and Entities With A View to Combating 
Terrorism104 and Council Regulation (EC) 881/2002 of May 27, 2002 (and subsequent amendments) 
imposing specific restrictive measures directed against persons and entities associated with Usama bin 
Laden, the Al-Quaeda network, and the Taliban.105 Both Regulations mandate that Member States 
freeze the assets of terrorists or terrorist organizations listed in the relevant UN resolutions. 

IV.  Administrative Organization 

A.  Agency or Agencies in Charge of Counter-Terrorism; Cooperation Between Agencies 

France does not have a ministry solely responsible for combating terrorism. The fight against 
terrorism requires the mobilization of all ministries able to contribute to optimize the population and 
territory’s protection level.106 The following ministries have a significant role in the fight against 
terrorism: Ministry of the Interior, Ministry of Foreign Affairs, Ministry of Justice, Ministry of 
Economic Affairs, Finance and Industry, and the Ministry of Defense.  

The Ministry of Interior is the lead department. It oversees the National Police, the National 
Gendarmerie (a military police force) when it fulfills tasks pertaining to internal security, and two of 

                                                                                                                                                                           

101  SCOR, Resolution 1455, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N03/214/07/PDF/N0321407.pdf?OpenElement (last visited Apr. 13, 2006). 

102  Ministère des Affaires Etrangères, Terrorism: Multilateral initiatives, http://www.diplomatie.gouv.fr/en/france-
priorities_1/terrorism_1944/multilateral-initiatives_1345.html (last visited Apr. 13, 2006). 

103  SCOR, Resolution 1566, available at 
http://daccessdds.un.org/doc/UNDOC/GEN/N04/542/82/PDF/N0454282.pdf?OpenElement (last visited Apr. 13, 2006). 

104  Council Regulation (EC) No 2580/2001 of December 27, 2001,Official Journal of the European Communities, 
(O.J.) L344, Dec. 28, 2001, 70. 

105  Council Regulation (EC) 881/2002 of May 27, 2002, O.J. L139, May 29, 2002, 9. 

106  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of 
Defense, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last 
visited Apr. 13, 2006). 

http://daccessdds.un.org/doc/UNDOC/GEN/N03/214/07/PDF/N0321407.pdf?OpenElement
http://www.diplomatie.gouv.fr/en/france-priorities_1/terrorism_1944/multilateral-initiatives_1345.html
http://www.diplomatie.gouv.fr/en/france-priorities_1/terrorism_1944/multilateral-initiatives_1345.html
http://daccessdds.un.org/doc/UNDOC/GEN/N04/542/82/PDF/N0454282.pdf?OpenElement
http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120


Legal Responses to Terrorism – October 2006                                                    The Law Library of Congress – 18 

France’s intelligence organizations, the Direction de la Surveillance du Territoire, (DST, Directorate of 
Territorial Security) and the Renseignements Généraux (RG, Central Directorate of General 
Information).  The DST is responsible for counter-espionage, counter-terrorism, and protection of the 
economic and scientific assets of France.107  The RG serves as an information-gathering service for the 
government on a wide range of services.  It participates in the defense of the fundamental interests of 
France and supports its internal security missions. One of its sub-directorates, the Directorate of 
Research centralizes information concerning prevention and the fight against terrorism and watches 
groups that pose risks to the national security.108  A third intelligence agency, the Direction Générale de 
la Sécurité Extérieure (DGSE, General Directorate for External Security), overseen by the Ministry of 
Defense, is responsible for intelligence gathering abroad.109 At the regional level, the regional centers 
for combating radical Islamism established in 2004 provide the necessary information to prevent the 
propagation of an extremist message in mosques or meeting places.110

A number of bodies have been put into place to formulate policy, coordinate anti-terrorist 
activities, or provide recommendations. For example, the Inter-ministerial Liaison Committee Against 
Terrorism (CILAT) comprised of the Prime Minister and Ministers of Interior, Defense, Justice, and 
Foreign Affairs develops policy on the fight against terrorism. The Anti-Terrorist Coordination Unit 
(UCLAT) at the Ministry of Interior oversees the coordination of all the agencies involved in anti-
terrorism activities inside France, including the police, border security, intelligence, and 
counterintelligence entities.  An Inter-ministerial Intelligence Committee comprised of Directors from 
each of France’s intelligence agencies meets every month, resulting in better inter-agency cooperation 
and the establishment of main strategic goals. 111  

B.  Domestic Uses of Military 

i.  The National Gendarmerie 

To fulfill his internal security mission, the Ministry of Interior has two national police forces at 
its disposal: the National Police and the National Gendarmerie, a military police force.  The 
gendarmerie operates under the supervision of the Minister of Interior for matters pertaining to internal 
security and under the supervision of the Minister of Defense for matters concerning its organization, 
budget, personnel management, and military duties.112

The gendarmerie’s internal security duties include general surveillance of the territory, the aid 
and assistance to the population (i.e., mountain searches, rescues operations, sanitary evacuations), 
ensuring public order (especially, in country side areas and small towns outside of the jurisdiction of 
the National Police), conducting criminal investigations under the supervision of the judiciary, and the 

                                                      

107  Decree of December 22, 1982, J.O., Dec. 26, 1982, 3864. 

108  Regulation of November 6, 1995, J.O., Nov. 8, 1995, 16367. 

109  Decree 82-306 of April 2, 1982. J.O., Apr. 4, 1982, 1034, 1035. 

110  Premier Ministre, Les moyens d’une lutte sans répit, http://www.premier-
ministre.gouv.fr/chantiers/securite_579/moyens-lutte-sans-repit_582/modernisation-instruments-lutte-terrorisme_54623.html 
(last visited Apr. 13, 2006). 

111  Id.  

112  Ministère de l’Intèrieur, The General Directorate of the National Gendarmerie, 
http://www.interieur.gouv.fr/rubriques/divers/anglais/gendarmerie/index_html?pp=1 (last visited Apr. 13, 2006). 
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security of civilian airports.  It has specialized intervention units, such as the Intervention Group of the 
Gendarmerie Nationale, an elite counter-terrorism and hostage rescue unit.113

Under its military duties, the gendarmerie exercises government control over weapons and 
nuclear arms systems; takes part in the collection and analysis of intelligence data; ensures the 
protection of French citizens and the state in the fight against terrorism; provides security for sensitive 
points and networks; and protects republican institutions and the environment.  It also plays an 
important role in peacekeeping operations abroad.114

ii.  Requisition by Civilian Authorities 

Armed forces may be committed to internal security and defense only upon requisition from the 
civilian authorities 115 and under the special emergency regimes described in this report in subsection C, 
Continuation of Government. 

France has in place a general plan of vigilance, prevention and protection against the threats of 
terrorists acts (Vigipirate Plan) and several associated plans. Each of these plans defines the role and 
missions of the armed forces according to alert levels. The armed forces will intervene within the 
framework of these plans upon requisition of the competent civilian authorities.116  

C.  Continuation of Government 

French law provides for several emergency settings to allow for some form of government 
continuation when the normal functions of the public powers are interrupted.  

 

i.  Emergency Powers under Article 16 of the Constitution 

The Constitution requires that when the institutions of the Republic, the independence of the 
Nation, the integrity of its territory, or the fulfillment of its international commitments are under 
serious and immediate threat, and when the proper functioning of the constitutional public powers is 
interrupted, the President of the Republic can take the appropriate measures that are required by the 
circumstances, after officially consulting the Prime Minister and the Presidents of the Assemblies, as 
well as the Constitutional Council.117

Although, the Constitutional Council must give an opinion to the President before a state of 
emergency is declared, the President is not bound by its advice.  However, the Council’s opinion and 

                                                      

113  Id. 

114  Id. 

115  CODE DE LA DÉFENSE, (C. DÉF.) art. L.1321-1, available at http://www.legifrance/fr (Les Codes) (last visited 
Apr. 13, 2006). 

116  Ministère de la Défense, 2005 Report entitled Defense against Terrorism: a Top Priority of the Ministry of 
Defense 41, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last 
visited Apr. 13, 2006). 

117  1958 CONST. art.16. 
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the grounds upon which it is based are published.118  This publication, therefore, may dissuade the 
President from going against the Council’s opinion for fear of negative public opinion. 

During the application of emergency powers, the President may exercise both the legislative 
and executive power.119  The President may create special courts similar to the ones President Charles 
De Gaulle created in 1961 at the height of the Algerian crisis.120  There are only two limitations on the 
President’s authority: the National Assembly cannot be dissolved and emergency powers cannot be used 
to modify the Constitution. 

The President must inform the nation of the measures taken in a message.  The actions must be 
prompted by the desire to provide the constitutional public bodies the means to carry out their duties in 
the shortest possible time.  The Constitutional Council must be consulted on each measure, but the 
President is not bound by its opinion.121   

The government continues to exercise its usual functions, with the exception that the President 
disposes of full executive power in so far as is required under the circumstances of the emergency 
situation.  Parliament convenes during a declared emergency; however, its functions are somewhat 
reduced if one considers, in the absence of any other text, the rules hastily adopted in 1961 during the 
Algerian crisis. These rules distinguish between normal sessions (ordinary or extraordinary sessions) 
and other sessions.  During normal sessions, Parliament continues to exercise its usual legislative 
powers, as long as it does not infringe upon the measures taken or to be taken in the application of 
emergency powers. Outside normal sessions, the government cannot make the passage of a bill an issue 
of confidence, and Parliament cannot introduce a censure motion. The President decides when to end 
the period of emergency powers and there is no control or sanction on this determination. 122  

D.  State of Emergency under Law 55-385 

Law 55-385 of April 3, 1955 authorizes the President to issue a decree in the Council of 
Ministers declaring a state of emergency for up to twelve days. Any extension needs to be authorized 
by Parliament. The Law gives public authorities the power to regulate or forbid the public’s circulation 
and gathering in certain areas, close gathering places, order house arrests, confiscate weapons, and 
order day and night searches.123  The 1955 Law also gives the military authority the power to act in 
place of civilian authorities, if this action is specified in the president’s implementing decree.124 The 
Law originally was passed to combat violence in Algeria during the war of independence, where it was 
implemented on two occasions in 1955 and 1958. It also was used later in New Caledonia, a French 
overseas territory, in 1984.  On November 8, 2005, President Jacques Chirac signed a decree declaring 
a state of emergency in metropolitan France to quell the riots and other forms of violence that began on 
October 27, 2005, following the accidental death by electrocution of two young immigrants trying to 
evade police forces.  The state of emergency was extended for an additional three months but was lifted 

                                                      

118  PIERRE PACTET, INSTITUTIONS POLITIQUES, DROIT CONSTITUTIONEL 442 – 444 (Armand Colin 2002).  

119  Id. 

120  Id. at 544. 

121  Id. at 442, 443. 

122  PACTET, supra note 118, at 442, 443. 

123  Law 55-385 of April 3, 1955 Setting forth a State of Emergency, available at 
http://www.senat.fr/connaitre/pouvoirs_publics/pouvoirs_publics15.html. 

124  Id. 
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earlier as violence ended.  It was the first time that the Law was implemented in metropolitan 
France.125

E.  State of Siege  

A state of siege may be decreed in case of imminent danger resulting from a foreign war, a 
civil war, or an armed uprising.126  The Council of Ministers takes the decision to declare a state a 
siege.  A state of siege may not be maintained for more than twelve days without the approval of 
Parliament.127  It mainly involves the transfer of police powers and powers relating to the maintenance 
of order to military authorities.  The civil authority continues to exercise its other attributions.128  

F.  Article L.1111-4 of the Code of Defense 

This article provides  

in the case of circumstances interrupting the regular functioning of the public powers and 
resulting in the simultaneous vacancy of the presidency of the Republic, the presidency of the 
Senate and of the Prime Minister functions, the responsibility and the defense powers are 
automatically and successively vested into the Minister of Defense and, in default of, to the 
other ministers according to the order indicated in the decree setting forth the composition of the 
government.129  

G.  Government Warning Systems 

To discourage or hinder terrorist actions, the Government can trigger its standing anti-terrorist 
security plan, Vigipirate.  The Vigipirate plan was originally conceived in 1978. It has been since 
modified on three occasions: in 1995, 2000 and 2003. Its last version permits greater flexibility and a 
better level of protection by the government. It was activated in 1991 during the Gulf War.  It has been 
reactivated on several other occasions, in particular in 1995 after the terrorist attacks that took place in 
the Paris Metro. Several hours after the terrorist attacks on the United States on September 11, 2001, 
the French Government implemented a full-scale version of the Vigipirate plan.130

The plan involves the use of civilian and military resources. It allows for the deployment of 
paratroopers, soldiers, and gendarmes at airports, trains, and Metro stations, as well as any sensitive 
public areas, to check identity papers and investigate any suspicious activity. Sensitive points and 
networks are secured throughout the country and the plan provides for the reinforcement of air defense. 
The plan may be enforced throughout France.  The current plan has four alert levels, yellow, orange, 
red, and scarlet, from the lowest to the highest. Since the London bombings on July 7, 2005, the 
Vigipirate plan has been at the red level. 131

                                                      

125  Law 2005-1425 of November 18, 2005 Extending the Implementation of Law 55-385 of April 3, 1955, available 
at http://www.legifrance.gouv.fr/html/actualite/actualite_legislative/2005-1425/etat_urgence.htm. 
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Specialized services regularly evaluate the threat level, taking into account national and 
international situations. A proposal to alter the alert level is made to the President of the Republic and 
the Prime Minister who act on it accordingly. The Viripirate plan may be implemented with other 
specific security plans, such as Biotox (bio-terrorism), Piratox (chemical attack), and Piratome (nuclear 
attack). 132  

V.  Terrorism Offenses 

A.  Definition of Terrorism Offenses 

The following offenses described in article 421-1 of the Penal Code are acts of terrorism when 
they are intentionally connected to an individual or collective enterprise having the purpose of seriously 
disturbing public order by intimidation or terror: 133

• willful infringements on life, willful infringements on the integrity of the person, 
kidnapping and imprisonment as well as hijacking of an aircraft, ship, or any other 
means of transport; 

• larcenies, extortions, property destruction, and vandalism as well as offenses with 
respect to computerized data; 

 
• offenses with respect to paramilitary groups and dissolved movements defined in 

articles 431-13 to 431-17, and the offenses defined in articles 434-6 and 441-2 to 441-
5;134  

 
• the manufacture, possession, and storage of deadly weapons or dangerous explosives; 

the production, sale, importation, and exportation of explosive substances; the 
acquisition, possession, and illegal transport of explosive substances and of devices 
fabricated with the assistance of such substances; the possession, carrying, and 
transport of prohibited weapons and munitions; the fabrication and storage of biological 
and toxic weapons; and the development, manufacture, stocking, and use of chemical 
weapons. 

 
• receiving and concealing the proceed(s) of one of the offenses listed above; 

 
• money laundering; and 

 
• insider trading. 

 
In addition, the Code defines “ecological terrorism” as:  
 
introducing into the atmosphere, onto the ground, in the subsoil or into water (including the 
territorial sea) a substance likely to endanger the health of humans or animals or the natural 

                                                      

132  Id. 

133  C. PÉN., art. 421-1.  

134  Articles 431-13 to 431-17 cover the organization, participation, maintenance, and reconstitution of unlawful 
paramilitary groups.  Article 434-6 deals with supplying a perpetrator or accessory to a felony or to an act of terrorism 
punishable by at least 10 years imprisonment with a lodging, hiding place, subsidy, means of support, or any other means of 
avoiding investigation and arrest.  Article 441-2 to 441-5 cover forgery.  
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environment is an act of terrorism when it is intentionally connected to an individual or 
collective enterprise having the purpose of seriously disturbing the public order by intimidation 
or terror. 135

  
 It also is an act of terrorism to participate in a group formed or an understanding reached for 
the preparation, evidenced by overt acts, of one of the acts of terrorism specified in the articles listed 
earlier in this subsection. 136  

Finally, the financing of terrorism has been comprehensively criminalized.  The Penal Code 
provides   

financing a terrorist enterprise by providing, collecting, or managing funds, stocks or any other 
types of goods or giving advice to that end, with the intent to see these funds, stocks or goods 
used or knowing that they will be used to commit one of the terrorism acts [as defined in the 
Penal Code], independently of an actual commission of such act, is an act of terrorism137

B.  Enforcement  

Both individuals and legal entities may be found criminally liable of a terrorist act.138  

i.  Individuals – Main Penalties 

 The maximum penalties for terrorist acts are more severe than those usually given to the same 
felonies without elements of terrorism. The maximum imprisonment incurred for the offenses specified 
in article 421-1 of the Penal Code is raised as follows when they constitute acts of terrorism: 139

• to life sentence, when the offense is punishable by thirty years of imprisonment 

• to 30 years, when the offense is punishable by twenty years 

• to 20 years, when the offense is punishable by fifteen years 

• to 15 years, when the offense is punishable by ten years 

• to 10 years, when the offense is punishable by seven years 

• to seven years, when the offense is punishable to five years 

• it is doubled when the offense is punishable by three years; 

 
 The penalty for ecological terrorism is twenty years of imprisonment and a fine of €350,000 
(approximately US$427,000). If the felony involves the killing of one or more persons, the penalty is 
imprisonment for life and a fine of €750,000 (approximately US$915,000).140  

                                                      

135  C. PÉN art. 421-2. 

136  Id. art. 421-2-1. 

137  Id. art. 421-2-2. 

138  Id. art. 422-5. 
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The penalty for directing or organizing groups formed for the preparation, evidenced by overt 
acts, of one of the acts of terrorism is thirty years imprisonment and a fine of €500,000 (approximately 
US$610,000), while the penalty for conspiracy to commit an act of terrorism is fifteen years 
imprisonment and a fine of €225,000 (approximately US$274,500).141  

ii.  Individuals – Additional Penalties 

An individual found guilty of an act of terrorism may incur additional penalties.142 Their 
application will depend on whether the convicted terrorist is a French national or a foreigner.  The 
additional penalties are: (1) the deprivation of civic, civil, and family rights; (2) prohibition from 
holding a governmental office or exercising the professional or social activity in the course of which the 
offense was committed for a maximum of ten years; (3) prohibitions on residence in certain areas or 
locations, accompanied with other measures such as surveillance; and (4) banishment from French 
territory, either permanently or for a period of no more than ten years depending on the gravity of the 
offense committed. This provision only applies to foreign nationals.143 The application of this last 
penalty is governed by the conditions set forth in article 131-30, which indicates that its use leads to 
immediate deportation of the offender at the expiration of his or her term of imprisonment.  

Finally, the Civil Code, which contains France’s nationality law, provides that conviction for a 
terrorist act may result in the loss of French citizenship when citizenship was acquired through 
naturalization.144  

iii.  Legal Entities 

 A legal entity also may be found criminally responsible for acts of terrorism described above in 
subsection A.  The penalties incurred are a fine and other special punishments. Organizations and 
groups can be punished by a maximum fine of five times more than the amount applied to an 
individual.  Other penalties may be applied for legal entities including dissolution of the organization or 
interdiction of direct or indirect professional or social activities, either permanently or for a duration of 
no more than five years.  Such organizations also may be placed under judicial surveillance for a period 
of no more than five years.145

VI.  Aviation Security 

A.  Aviation Offenses  

The Penal Code provides that using violence or the threat of violence to seize or take control of 
an aircraft, ship, or any other means of transport that persons have boarded is punishable by twenty 
years’ imprisonment.  If the offense is accompanied by torture or barbarous acts or when it results in 
the death of one or more persons, it is punishable by life imprisonment.146  In addition, as seen in the 
hijacking of aircraft, ship, or any other means of transport, when the offense intentionally is connected 
                                                                                                                                                                           

140  Id. art. 421-4. 

141  Id. art. 421-5. 

142   Id. arts. 422-3 to 422-5. 

143  Id. art. 422-4. 

144  CODE CIVIL (C. CIV.) art. 25, (Dalloz 2006). 

145  C. PÉN., art. 422.5. 

146  Id. arts. 224-6, 224-7. 
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to an individual or collective enterprise with the purpose of seriously disturbing public order by 
intimidation or terror, the offense is considered an act of terrorism. 

The Code of Civil Aviation also covers many other offenses relating to the partial or total 
destruction of airport facilities, aircraft, and aeronautical communications and other acts of violence 
committed in airports with penalties ranging from five years imprisonment and a €18,000 fine to life 
imprisonment when the punishable act results in the death of one or more persons.147

B.  Security Measures 

France has several regulations addressing the procedures to be followed to check passengers, 
hand luggage, and checked luggage.  These measures implements norms and recommendations set forth 
by the International Civil Aviation Organization.148  Checking passengers and hand luggage is currently 
done in all airports by either police officers or approved security personnel hired by airport 
management.  One regulation greatly details the mandatory qualifications and training necessary for 
such security personnel.149

In addition, Regulation No 2320/2002 of the European Parliament and of the Council of 
December 16, 2002 establishing common rule in the field of aviation security150 requires that each 
Member State adopt a national civil aviation security program and designate an appropriate authority 
responsible for the coordination and monitoring of the implementation of its national civil aviation 
security program. 

C.  Security Personnel on Aircraft/Weapons Carried by Pilots 

The use of armed security personnel aboard regular flights is very limited and must be justified 
by specific information transmitted to French authorities by specialized information services.151  Pilots 
are not allowed to carry weapons152 as France has a very stringent system of gun control.  The 
ownership, possession, and carrying of firearms are strongly restricted under the Decree Law of April 
18, 1939 on Firearms as amended. 

D.  Locked Cockpits 

In February 2002, the International Civil Aviation Organization issued a resolution requiring 
cockpit-reinforced doors on civil aircrafts.  These doors must be locked from the time all external doors 
of the aircraft are closed until they are opened at destination, except to permit access and exit by 

                                                      

147  CODE DE L’AVIATION CIVILE, arts. L.282-1 to L.282-4-1, available at http://www.legifrance.gouv.fr/  (Les 
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authorized persons. France, as a member of the International Civil Aviation Organization, complies 
with the resolution.153

E.  Shoot-Down Operations 

Following September 11, 2001, France set forth restrictions for its air space to increase 
security, particularly around its main towns.  Since December 2002, these restrictions have been 
extended to additional towns and sensitive industrial centers. In practice, for example, air traffic up to 
one thousand meters height is prohibited within a five-kilometer radius of industrial sites.154

On October 27, 2005, France and Switzerland signed a bilateral agreement on aerial policing 
within the framework of the international fight against terrorism. Under the agreement, military 
airplanes from both countries are authorized to pursue a suspect target within each other’s air spaces 
without prior approval.  France already has signed such agreements with Belgium and Spain, and155 
similar agreements currently are being discussed with Brazil (French Guiana’s neighbor), Germany, 
Italy, Luxembourg, and the United Kingdom. 156  

 
VII.  Monitoring of Persons 

A.  Immigration, Asylum & Tracking of Aliens 

Immigration has been a main issue in France for decades. The French government began major 
immigration reform in 2003, including asylum reform to conform to European Directives. The new 
immigration legislation is tougher, as the French government has made the fight against illegal 
immigration one of its top priorities. The Code on the Entry and Residence of Foreigners and the Right 
to Asylum came into force on March 1, 2005. Further reform is to take place in 2006. Interior Minister 
Nicolas Sarkozy recently submitted to Parliament a new draft law on immigration. The aims of the 
reform are: (1) to limit the number of migrants based on France’s capacity to absorb them; (2) to 
facilitate the entry of needed qualified workers, students, researchers, and university professors; (3) to 
toughen the rules on family reunification; and (4) to mandate that immigrants sign an “integration 
contract” and to eliminate the use of sham marriages for purposes of immigration.157   

B.  Waiting Zones 

Three categories of foreigners may be kept in waiting zones located in ports, airports, or 
railways, stations opened to international traffic, or areas located near a disembarking site: (1) non-
admitted persons who have been refused entry into the country because they do not meet the conditions 
set forth by the Code on the Entry and Residence of Foreigners and the Right to Asylum; (2) foreigners 
in transit whose journey has been interrupted because they have been prohibited from boarding a plane, 
boat, or train or because they have been prohibited from entering their country of destination; and (3) 

                                                      

153  Ministère des Transports, Direction Générale de l’aviation civile, supra note 148. 
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asylum seekers. These persons are kept in waiting zones for only the amount of time necessary to 
arrange their departure or, in the case of asylum seekers, for only the amount of time necessary to 
determine whether their application for asylum is or is not “manifestly” unfounded. In these waiting 
zones, foreigners primarily are kept in basic accommodations.158  They are entitled to an interpreter and 
medical assistance, if needed. They may request an attorney and may communicate with any person of 
their choice.159   

Detention in waiting zones is subject to strict deadlines.  The procedure is comprised of a 
number of phases.   Police authorities may hold a foreign national in a waiting zone for, at most, a 
forty-eight hour period that can be renewed once.  The decision to detain a foreign national must be in 
writing and state the grounds upon which it is based.160  It must be registered and brought “without 
delay” to the attention of the Public Prosecutor’s Office.  The foreign national must be informed of his 
rights and obligations.  

After the initial four days has passed, detention in a waiting zone can be extended only with the 
authorization and supervision of the judge of liberties and detention. He can extend the detention for 
another eight days, which, under exceptional circumstances, is renewable once. The total detention 
period cannot exceed twenty days as opposed to the twelve-day maximum imposed under previous 
legislation. There must be a public hearing for each extension. The administration must state its reasons 
for holding the foreign national, not sending him home, and the length of time it will take to arrange for 
his departure from the waiting zone.  Orders from the judge of liberties and detention may be appealed 
to the competent appeal court, but his orders are not stayed during the appellate process.161

Foreign nationals may leave a waiting zone at any time for a destination outside France.162  
They also may receive an eight-day regularization visa but must leave France at its expiration.  If they 
seek asylum, they will be issued an authorization to stay until their asylum request is granted or 
denied.163

 According to the Ministry of Interior, the extension of the maximum detention period for 
undocumented foreign nationals in waiting centers from twelve to twenty days, combined with the 
efforts of various administrative services, resulted in a 72 percent increase in the number of illegal 
immigrants returned home in the last two years. The extension allows the French government to 
identify the foreign national and to obtain authorization for his or her return home. 164  

C.  Asylum 

French asylum law was reformed in 2003 and 2004 to conform to European Directives.  
Procedures for admitting refugees previously were regulated by a law dating back to 1952.  These 
procedures resulted in long delays.  It sometimes took up to two years to process an application.  As a 

                                                      

158  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE, art. L.221-1, available at 
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result, it was difficult to return asylum seekers to their home country once their requests had been 
denied, as the government had lost track of them. 

On one hand, the new legislation has enhanced asylum seekers’ rights.  It abandons, for 
example, the jurisprudence of the Conseil d’Etat requiring state origin of the persecution.  It also has 
introduced subsidiary protection, allowing persons who will be exposed to certain serious risks such as 
the death penalty, torture, or other cruel, inhumane, and degrading treatments upon returning to their 
country of origin to remain in France for a renewable period of one year.165  

On the other hand, most time limits have been shortened.  The deadline for filing an asylum 
request, for example, has been changed from one month to twenty-one days allowing less time to 
assemble documents and prepare the request. In addition, the request must be completed in French, 
which obligates many applicants to hire translators at their own expense, which can be costly. 166

Requests for asylum are handled by the Office Français de la Protection des Réfugiés et 
Apatrides (OFPRA, French Office for the Protection of Refugees and Stateless Persons).  OFPRA is an 
independent administrative agency that technically is attached to the Ministry of Foreign Affairs.167  Its 
financial resources have been increased and it is able to process requests more quickly.  According to 
the Ministry of Interior, the new procedures dramatically have shortened the processing time for asylum 
requests from two years to less than eight months, resulting in a 20 percent decrease in the number of 
requests in 2004168 and an additional 7 percent decrease in 2005.169  Shorter processing times allow the 
government to better track asylum seekers and not lose them as it previously did. A recent OFPRA 
report shows that the number of denied requests increased by 40 percent in 2005. Human rights groups 
have denounced “the negative image of the asylum requester presented by the French government as a 
burden one must get rid of.”170

D.  Tracking of Aliens 

France does not have a system to alert the authorities if an alien overstays. There are, however, 
several measures in place that permit some tracking. One must distinguish between visitors remaining 
in France for less than three months and visitors staying for an extended period of time. All aliens 
staying or residing in France must be able to present the police at any time the papers that authorize 
their stay in France. 171

E.  Visitors – Short Stays  

In addition to a passport, and in some cases a visa, an alien visitor remaining in France for less 
than three months must be able to supply documents showing the purpose of the stay and, if necessary, 
                                                      

165  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE, arts. L.712-1 to L.712-3. 
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http://www.premier-ministre.gouv.fr/acteurs/interventions-premier-ministre_9/discours_498/comite-interministeriel-controle-immigration_55308.html
http://www.lemonde.fr/
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the person’s financial means of existence and guarantees of the person’s repatriation.  The documents to 
be provided are as follows:172

• for a tourist stay: any documents establishing the purpose and, notably, the duration of 
the stay; 

• for a business stay: any documents showing the profession of the visitor and the 
establishments or organizations the alien is visiting; 

• for a private or family stay: a certificate signed by the individual who will provide for 
the alien’s  lodging;  the competent mayor or police commissioner must certify the 
identity and the address of the certificate’s signatory; specific government employees 
are authorized to visit the individual providing the lodging to verify the accuracy of the 
information; information contained in the certificate request may be entered into a 
database; and 

 
• for a hospitalization: documents showing that the alien meets all the conditions for 

being admitted to a public hospital. 
 

 Furthermore, innkeepers, landlords of furnished lodgings, and campground managers are 
required to ask each alien visitor to fill out an individual police form, fiche individuelle de police, 
containing the following information: name, date, place of birth, nationality, and domicile.  They must 
submit these forms to the police every day.  Before issuing a visa, consulates in “sensitive countries” 
request that the foreigner visit the consulate upon returning from France. 173

F.  Visitors – Extended Period of Time   

 Aliens who want to stay in France for more than three months must have a long stay visa and 
apply for a temporary residence card within two months of their arrival.  The card is valid only one 
year and its renewal must be requested at least two months before its expiration.174  Resident aliens 
must notify the competent police station or the city hall (when there is no police station) of their change 
of address within eight days of their arrival at a new residence.  When giving notification of the new 
address, the resident aliens must mention their former address and their profession. They also must 
carry their residence card at all times in case of an identity check.175

 G.  Removals to the Border and Deportations 

The Code on the Entry and Residence of Foreigners and the Right to Asylum distinguishes 
between removals to the border and deportation procedures. The procedure of removal concerns 
primarily foreigners whose papers are not in order (i.e., they entered or remained in France 
illegally).176 The government significantly has increased the number of persons removed to the borders. 
In 2002, ten thousand persons were escorted back to the borders; and there were twenty thousand in 

                                                      

172  Id. arts. L.211-1 to L.211-10. 

173  Ministère de l’Intérieur, Réunion du Comite interministériel de contrôle de l”immigration, 
http://www.interieur.gouv.fr/rubriques/c/c2_le_ministere/c21_actualite/20050727_cici (last visited Feb. 21, 2006). 

174  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE, art. L.313-1 to L.313-5. 

175  Id. art. L.611-1. 

176  Id. art. L.511-1. 

http://www.interieur.gouv.fr/rubriques/c/c2_le_ministere/c21_actualite/20050727_cici
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2005. The Minister of Interior has set a goal of 25,000 for 2006 – an objective he finds reachable with 
France’s progressive implementation of biometric visas.177

The Code links the necessity for a person’s deportation to the threat level posed by their   
presence on French territory.178  This broad approach gives the government great leeway.  However, 
when foreigners who have established their lives in France are involved, a deportation measure may 
have grave consequences or lead to the break up of stable families. Thus, the Code designates 
categories of foreigners who enjoy greater protection when it comes to deportation and the threat level 
that their presence poses to the public order must be more compelling. These categories include: 
foreigners who can prove by any means that they resided in France since reaching, at most, age 
thirteen; foreigners who have resided lawfully in France for over twenty years; foreigners who have 
resided lawfully in France for over ten years and have been married for three years to either a French 
citizen or a foreigner who spent his or her entire childhood in France; and foreigners who have lived 
lawfully in France for ten years and are parents of French children.179

Some persons in these categories can be deported only if their deportation constitutes “an 
imperious necessity” to national or public security,180 while others can be deported only if their 
activities infringe upon the state’s national interests, if they are linked to terrorism, or if they commit 
explicit and deliberate acts to provoke discrimination, hate, or violence towards a person or a group of 
persons.181  

H.  Border & Transportation Control 

The Schengen Agreements, which implemented the right of free movement of persons within 
the European Union, eliminated internal cross border controls and strengthened controls on the external 
borders of the Schengen area.  French authorities took several steps to compensate for the abolition of 
controls at internal borders.  France has entered into several bilateral cross border cooperation 
agreements with Belgium,182 Germany, Italy,183 Spain,184 and Switzerland.185 These agreements created 
several Police and Customs Cooperation Centers (centres communs de coopération policière et 
douanière). Their role is to strengthen bilateral cooperation, with particular regard to security, illegal 
immigration, and trafficking.  Mixed patrols and police stations also were created within the framework 
of these cross border cooperation agreements. 

 

                                                      

177  Ministère de l’Intérieur, Interior Minister Nicolas Sarkozy New Years' s greetings to the press in Paris, January 
12, 2006, http://www.interieur.gouv.fr/rubriques/c/c1_le_ministre/c13_discours/2006_01_12_voeux_presse.  

178  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE , art. L521-1. 

179  Id. art. L.521-2. 

180  Id. art. L.521-2. 

181  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE , art. L.521-3. 

182  Law 2004-148 of February 16, 2004 Approving Trans-border Cooperation between France and Belgium, J.O. 
February 17, 2004, 3168; see also Decree 2005-258 of March 14, 2005, J.O. Mar. 22, 2005, 4780.   

183  Law 2003-1211 of December 19, 2003 Approving Trans-border Cooperation between France and Italy, J.O. 
Dec. 20, 2000, 21793. 

184  Law 2004-1118 of October 20, 2004 Approving Trans-border Cooperation between France and Spain, J.O. Oct. 
21, 2004 at 17813. 

185  Law 200-536 of June 16, 2000 Approving Trans-border Cooperation between France and Switzerland, J.O. June 
20, 2000 at 9240; see also Decree 2005-889 of July 27, 2005, J.O. Aug. 3, 2005 at 12677. 
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After the London bombings, France re-imposed border controls with its European neighbors 
activating a safety clause of the Schengen agreement allowing signatory countries to reintroduce 
temporary checks on persons at their borders if this measure became necessary for public order or 
national security.186

 
On May 27, 2005, France also signed a convention in Prüm, Germany to enhance cross border 

protections with Austria, Belgium, Germany, Luxembourg, The Netherlands, and Spain. The 
agreement focuses on the fight against terrorism, cross border crime, and illegal immigration. It covers 
the exchange of DNA samples, motor registration information, and similar data and would give airline 
companies the possibility to have armed guard aboard commercial airliners. The convention is referred 
to as “Schengen plus” although it is outside the EU’s structures at the moment. The drafters’ intention 
is to formalize it within three years, while leaving it open to other European countries.187

 
The Code on the Entry and Residence of Foreigners and the Right to Asylum provides that the 

Police, gendarmerie, and customs officials may stop and search vehicles (with the exception of private 
cars) with the driver’s consent or, in the absence of the driver’s consent, upon the prosecutors’ 
instructions when the vehicle is within twenty kilometers of land that borders a state that is a party to 
the Schengen Agreements.  The vehicle can be immobilized for a maximum of four hours to await the 
prosecutor’s instructions.188  The most recent law on combating terrorism provides that identity controls 
are permitted in transnational trains between the border and the first stop located more than twenty 
kilometers from the border and, in certain cases, between the first and second stops if the second stop is 
within a fifty-kilometer radius of the border.189

I.  Identity Cards  

Decree No. 55-1397 of October 22 1955, which was amended in 1999 and 2004, originally 
created the national identity (ID) card. The card is not mandatory and its sole purpose is to certify the 
identity of his holder. Cards are made available, without any age restrictions, to all requesting French 
citizens.  The card is renewable every ten years and is delivered by the prefecture (authority 
representing the central government at the local level) of the département where the person resides. The 
cards establish that the holder is a French citizen as they are issued or renewed only upon the 
presentation of a certified certificate of civil status, such as a birth certificate. 

The ID card states the holder’s family name, first and middle names, date and place of birth, 
sex, height, nationality, and domicile.  It gives the name of the authority that delivered it, its date of 
expiration, and its number.  In addition, there is a picture of the holder and the person’s signature. 

Holders use the card to prove their identity, and the card facilitates identity controls by the 
national police or gendarmerie.  Decree No. 99-973 authorizes the issue of national ID cards over a 
secure computer program, thereby limiting the possibility of falsification or counterfeiting.190  The 
program is designed to record the information listed above, the nature of the certified certificate 
presented, the name and legal status of a person applying for a minor, and information regarding the 

                                                      

186  France restores border controls, BBCNEWS, July 13, 2005, http://news.bbc.co.uk/2/hi/europe/4680163.stm. 

187  Sept pays de l”UE renforcent leur police avec “Schengen plus,” LE MONDE, May 27, 2005, http://lemonde.fr 
(Archives). 

188  CODE DE L’ENTRÉE ET DU SÉJOUR DES ÉTRANGERS ET DU DROIT D’ASILE , arts. L.611-8 & L.611-9. 

189  Law 2006-64 on Combating Terrorism and on Various Provisions concerning Security and Borders Controls, 
J.O., Jan. 24, 2006, art. 3, 1129. 

190  Decree No. 99-973 of November 25, 1999 concerning the National Identity Card, J.O., Nov. 30, 1999, 17795. 

http://news.bbc.co.uk/2/hi/europe/4680163.stm
http://lemonde.fr/
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dates of request and delivery.  These data cannot be linked to any other computer files or transferred to 
third parties. 

J.  Biometrics 

To comply with European Council Regulation (EC) No 2252/2004 of Dec. 13, 2004 on 
Standards for Security Features and Biometrics in Passports and Travel Documents issued by Member 
States,191 France must incorporate a digital photograph in new passports by August 28, 2006.  At a later 
date, fingerprints also will be included on the chip. The Ministry of Interior had planned to start issuing 
biometric passports in November 2005 and had initially given a contract to produce the new passports 
to a private company that already was producing biometric passports for Belgium. Unions at the French 
National Printing Office petitioned the administrative court claiming that a law of 1993 gave the 
National Printing Office monopoly over the production of secured administrative documents.  After an 
eight month legal battle, the Conseil d’Etat  (France’s highest administrative court) sided with the 
Unions. Production of the passports by the National Printing Office started mid-April.192

The government also is planning to introduce a mandatory biometric identity card by 2007 with 
a microchip containing the civil status and address of the holder and two biometric identifiers: the 
holder’s photograph and fingerprints. These data would be filed in centralized databases.  Information 
contained in the card would be isolated into distinct encrypted blocks on the microchip, allowing access 
only by authorized officials.  The chip also would hold a digital signature for signing official documents 
such as tax declarations.  Access to the databases would be tracked and there would be tough penalties 
for their wrongful use.193  Civil rights organizations have launched a campaign against the project, 
demanding its withdrawal.  

VIII.  Money Laundering Legislation 

A.  National Agency in Charge 

In 1990, France established a financial intelligence unit entitled Traitement du Renseignement et 
Action contre les Circuits Financiers Clandestins (TRACFIN). TRACFIN operates under the authority 
of the Ministry of Economy, Finance and Industry.194  Its main tasks are to receive, analyze, and 
disseminate information provided by financial institutions and other sources.  It then informs the 
judicial authorities when financial transactions fit money laundering profiles or other criminal activities 
or might be related to the financing of terrorism. 195

As a general rule, and if it is possible, reports of suspicious transactions must be made by 
financial institutions prior to their execution. This enables TRACFIN to delay these transactions for 
twelve hours.  The President of the Paris Tribunal de Grande Instance may extend the holding period or 

                                                      

191  Council Regulation (EC) No. 2252/2004, on standards for security features and biometrics in passports and travel 
documents issued by Member States, 2004 O.J. L3850, 1. 

192  L’Imprimerie nationale fabriquera les passeports biométriques, LE MONDE, March 3, 2006, 
http://www.lemonde.fr/ (Archives). 

193  Ministère de l’Intérieur, Débat en ligne sur la future carte d’identité électronique, at 
http://www.interieur.gouv.fr/rubriques/a/a2_zoomsur/forum_CNIE  (last visited Mar. 28, 2006). 

194  Law No. 90-614 of July 12, 1990 on the participation of financial entities in the fight against money laundering, 
J.O. July 14, 1990, at 8329. 

195  CODE  MONÉTAIRE art. L.562-4 (C. MON.), available at http://www.legifrance.fr/ (Les Codes) (last visited Apr. 
13, 2006). 

http://www.lemonde.fr/
http://www.interieur.gouv.fr/rubriques/a/a2_zoomsur/forum_CNIE
http://www.legifrance.fr/
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freeze the funds at the request of TRACFIN, after consulting the Public Prosecutor or directly upon the 
Prosecutor’s request.196  

TRACFIN has a staff of fifty civil servants originating from various ministries including 
Customs, Economy and Finance, Defense, and Interior.197  Law 2001-420 of May 15, 2001 on New 
Economic Regulations created a Liaison Committee to fight against money laundering that is co-chaired 
by TRACFIN and the Ministry of Justice.198 Decree 2002-770 of May 3, 2002199 sets forth the 
Committee’s operating rules. Its function is to inform the reporting parties of their obligations and to 
make proposals to improve the national anti-laundering framework.  

TRACFIN is authorized to enter into cooperative agreements with its foreign counterparts to 
share intelligence information.200 TRACFIN has concluded twenty-eight cooperation agreements so 
far.201

B.  Scope of the Criminal Offense of Money Laundering 

The Penal Code defines money laundering as the act of facilitating, by any means, the false 
justification of the source of property or income of the perpetrator of a crime or délit, from which the 
latter derived a direct or indirect profit.  It further provides that the act of assisting in the investment, 
concealment, or conversion of the direct or indirect proceeds of a crime or délit also constitutes money 
laundering.202  The constituent elements for the crime of money laundering of proceeds from drug 
trafficking are identical to those for the general incrimination of money laundering.203

In addition, the Customs Code criminalizes the act of carrying out or attempting to carry out a 
financial operation between France and another country involving funds that are known by the 
perpetrator to originate directly or indirectly from an offense referred to in the Code or from a violation 
of the drug laws.204  Individuals as well as legal entities may be convicted of money laundering. 

C.  Customer Identification 

The Monetary and Financial Code205 and Law 90-614 of July 12, 1990, both aimed at 
increasing the role of financial institutions in the prevention of money laundering (subsequently 
incorporated in the Monetary and Financial Code),206 provide that financial institutions that are subject 

                                                      

196  Id. art. L.562.5. 

197  TRACFIN, L’activité de TRACFIN, http://www.tracfin.minefi.gouv.fr/ (last visited Apr. 13, 2006).  

198  Law 2001-420 of May 15, 2001, on New Economic Regulations, art. 34, J.O. May 16, 2001, 7776.  

199  Decree 2002-770 of May 3, 2002, J.O., May 5, 2002, 8607. 

200  C.  MON., art. L.564-2. 

201  TRACFIN, supra note 197.  The cooperation agreements were entered into with financial intelligence units of the 
following countries: Andorra, Australia, Belgium, Brazil, Canada, Cyprus, Czech Republic, Finland, Greece, Guatemala, 
Guernsey, Italy (3), Mexico, Monaco, Lebanon, Luxembourg, Panama, Portugal, Russia, South Korea, Spain, Switzerland, 
United Kingdom, and the United States. 

202  C.  PÉN., art. 324-1. 

203  Id.  art. 222-38. 

204  CODE DES DOUANES, art. 415, available at http://www.legifrance.fr/ Les Codes (last visited Apr. 13, 2006). 

205  C.  MON., art. L.563-1. 

206  Law No. 90-614 of July 12, 1990, J.O. July 14, 1990, at 8329. 

http://www.tracfin.minefi.gouv.fr/
http://www.legifrance.fr/
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to transaction reporting requirements207 must verify the identity of their customers before entering into 
contractual relations or assisting a customer in the preparation or carrying out of a transaction. 
Financial institutions also must identify and verify the identity of occasional customers with respect to 
transactions involving sums in excess of €8,000 (approximately US$9,760) or opening a safe.208  

 In addition, financial institutions also must inquire as to the identity of the true beneficiary of 
the account where there is doubt that the person opening the account or making the transaction is not 
acting on his or her own behalf.209  The financial institution’s officer is entitled to request any type of 
document deemed necessary to identify the beneficiary or beneficiaries.210

Customers can be asked to produce an original document with a photograph.  The financial 
institution also has the duty to check the address given.  In the case of legal entities, original documents 
or certified excerpts from official registers must be produced.  These papers must contain the name and 
address of the entity, its legal form, and the powers of the members acting on its behalf.  In both cases, 
the financial institution must record the references of the documents provided or keep copies. 211

There are provisions specific to credit institutions. Decree No. 92–456 of May 22, 1992,212 
requires credit institutions to verify both the domicile and the identity of any customer before they open 
any type of account.  To establish identity, the customer must present an official document with a 
photograph.  All the characteristics and references of the document must be recorded.  In addition to 
requesting documents to verify the customer’s domicile, the bank must send the applicant a letter.  This 
letter should be sent by registered mail if the bank official has some doubts as to the address given.  

D.  Reporting of Suspicious Transactions  

Financial institutions are required to notify TRACFIN of sums recorded in their books or 
transactions they suspect may be linked to drug trafficking, money laundering, fraud against the 
financial interests of the European Union, corruption, or organized criminal activities of criminal 
organizations. In this context, the concept of organized crime is applied to terrorist organizations.213  
As stated, reports of suspicious transactions have to be made by financial institutions to TRACFIN 
prior to the execution of the transactions if possible.214

                                                      

207  Article L542-1 of the Monetary and Financial Code lists these institutions. They include: la Poste, Caisse des 
Depots et Consignation, Caisses d’Epargne the Banque de France, credits institutions, investment firms, individual and 
collective portfolio management firms, insurance companies, currency exchangers, persons who carry out, monitor, or advise 
on transactions relating to the purchase, sale, transfer or rental of real estate, the legal representatives and managers of 
casinos, as well as groups, associations and legal entities engaged in games of chance, lotteries, betting and sports and horse 
racing odds-making; persons customarily trading in or organizing the sale of precious metals and stones, antiquities and works 
of art, accountants and auditors, notaries, lawyers and other independent legal professionals when carrying out certain 
activities and state –appointed liquidators and auction houses. 

208  Law No. 90-614, on the Participation of Financial Entities in the Fight against Money Laundering, J.O. July 14, 
1990, at 8329, art. 12; see also implementing Decree No. 91-160 of February 13, 1991, J.O., Feb. 14, 1991, at 2242. 

209  Id. 

210  Decree No. 91-160 of February 13, 1991, J.O., Feb. 14, 1991, 2242. 

211  Id. 

212  Decree No. 92-456 of May 22 1992, J.O., May 23, 1992, 6985.  

213  C. MON., art. L.562-2. 

214  Id. art. L.562-5. 
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No criminal action for violation of the duty of confidentiality or civil action for damages can be 
brought against the financial institution that contacts TRACFIN in good faith.  This rule applies even if 
the notification does not result in the prosecution of the financial institution’s customer.  However, in 
that case, a customer who suffers damages may sue the state, which bears liability under the Code. 215  

There is no criminal penalty for failing to report a suspicious transaction.  TRACFIN may alert 
the financial institution’s supervisory authorities in the event of blatant omission or grave negligence.  It 
is the responsibility of the supervisory authorities of the various financial institutions, such as the 
Banking Commission, to institute the proper proceedings and to notify the competent Public Prosecutor 
of any failure to comply with the regulations whether such failures are due to the organization’s serious 
lack of vigilance or its inefficient internal monitoring procedures.216  In addition, any executive or 
employee of a financial institution who informs either the owner of the sums of money or the person 
who originated the suspicious transaction of the reporting or provides information on the follow-up 
action taken may be condemned to a maximum fine of €22,500 (approximately US$27,000). 217

The obligation of financial institutions to report suspicious transactions recently was extended to 
persons who carry out, monitor, or provide advice relating to the acquisition, sale, transfer, or rental of 
real estate; to legal representatives and heads of casinos; and to persons who habitually engage in trade 
or organize the sale of precious stones, materials, antiques, and works of arts.218

Finally, individuals who, in the exercise of their professions, carry out, monitor, or provide 
advice concerning operations involving movement of capital are required to report to the Public 
Prosecutor’s Office all operations involving funds that they know to be the proceeds of drug trafficking 
or activities of criminal organizations.219

E.  Ongoing Monitoring of Accounts  

In addition to reporting of suspicious transactions, the Monetary and Financial Code220 and 
Decree 91-160 of February 13, 1991221 requires that financial institutions closely examine any large 
transaction in single or total amount that exceed €150,000 (approximately US$175,000) (when the 
customer’s transactions are not usually above this amount) and, although outside the category of 
transactions to be reported, is unusually complex and does not appear to have any economic 
justification or lawful purpose.  In such cases, the financial institution must ask its customer for 
information regarding the source and destination of the amounts in question, as well as the purpose of 
the transaction and the identity of the beneficiary.  The details of the transaction must be recorded in 
writing and kept by the financial institution for five years from the date of the transaction’s completion.  
Only TRACFIN and the relevant supervisory authority of the financial institution may have access to 
this information.  Financial institutions also must ensure that foreign branches and subsidiaries comply 
with these requirements, unless the local legislation prohibits it, in which case they must inform 
TRACFIN.   

                                                      

215  Id. art. L.562-8.             

216  C. MON., art. L.562-7. 

217  Id. art. L.574-1. 

218  Id. art. L.562.8.   

219  Id. art. L.562.1. 

220  Id. art. L.563-3. 

221  Decree No. 91-160 of February 13, 1991, J.O., Feb. 14, 1991, 2242. 
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F.  Record Keeping 

 Financial institutions are required to retain all documents relating to the identity of their regular 
or occasional clients for five years beginning with the closing of accounts or the termination of business 
relations with them.222  In addition, they are required to keep documents pertaining to each transaction 
for five year from the date of completion.223

Decree 91-160 also provides that financial institutions must keep the references or a copy of the 
identification documents that are submitted to them.224  

IX.  Procedures for Confiscation and Freezing Assets 

 A.  Temporary Measures 

The Code of Criminal Procedure provides that in the course of a judicial investigation and upon 
request of the Public Prosecutor’s Office, a specialized judge of liberties and detention may order 
provisional measures to freeze the assets of the person under investigation in order to safeguard their 
confiscation.225 This mechanism only applies to certain offenses listed in the Code including terrorism, 
kidnapping, and forgery, the laundering of proceeds from any of these crimes,226 and to any other form 
of organized crime not listed.227

 B.  Confiscation 

 Where the law provides, a felony or misdemeanor may be sanctioned by complementary 
criminal penalties including confiscation.228  The instrumentalities of the offense, its proceeds, and its 
object also may be confiscated.229  The Penal Code explicitly refers to the confiscation of the 
instrumentalities as well as the proceeds of the money laundering offense.230  The Code also states that 
individuals or legal entities found guilty of terrorism face the confiscation of all or part of their assets 
whatever their legal nature. Both movable and real estate can be confiscated.231  The proceeds from 
their sale may be paid into the compensation fund for victims of terrorist acts.232  

 C.  Freezing of Assets 

The Ministry of Economy, Finance and Industry is responsible for the implementation of the 
United Nations Security Council Resolutions that mandate the freezing of assets linked to terrorism. 
These resolutions have been transposed into French law by EU Council Regulations that are directly 
                                                      

222  C. MON., art. L.563-4. 

223  Id. 

224  Decree No. 91-160, of Feb. 13, 1991, art.3, J.O., Feb. 14, 1991, 2242. 

225  C. PRO. PÉN., art. 706-103.  

226  Id. 703-73. 

227  Id. 703-74. 

228  C. PÉN., art. 131-10. 

229  Id. art. 131-21.  

230  Id. art. 324-7. 

231  Id. art. 422-6. 

232  Id. art. 422-7. 
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applicable in all Member States as stated earlier under section III, subsection D of this report, entitled 
“Adoption of and Compliance with U.N. Resolutions.”   

Until recently, France was not able to fully comply with the U.N. Resolution 1373 with regards 
to terrorists and terrorist groups from within the European Union as they were not covered by the EU 
regulations.  Law 2006-64 on Combating Terrorism and on various Provisions concerning Security and 
Border Controls, the latest anti-terrorist law, closed this loophole. 233  

The law provides that, without prejudice to EU measures or measures taken by the courts, the 
Minister of Economy is authorized to freeze assets belonging to terrorists or terrorist groups for a six-
month renewable period.  Assets of individuals and legal entities that commit, facilitate, or participate 
in terrorist acts may be frozen.  For the purpose of these provisions, terrorist acts are defined as 
“intentional acts which may seriously damage a country or international organization by intimidating a 
population, exerting undue compulsion of various types or by destabilizing or destroying its 
fundamental, political, constitutional economic or social structures.”234

The Law further states that bank or professional secrecy is not an obstacle to the sharing of 
information between financial institutions and the state services in charge of implementing the freeze of 
terrorist assets, when the information requested aim at verifying the identities of the persons directly or 
indirectly affected by the measures. The information can be used only for this specific purpose.  The 
state is liable for damages resulting from the financial institution’s good faith implementation of 
freezing measures. No professional penalties can be imposed.235  

IX.  Financial Remedies 

A.  Compensation for Victims of Terrorism 

Provisions concerning compensation of victims of terrorism are contained in the Insurance 
Code.236  France has a fund that provides compensation to victims of terrorist acts and other criminal 
offenses, entitled the Fonds de Garantie des Victims des Actes de Terrorisme et d’autres Infractions  
(FGTI, Compensation Fund for Victims of Acts of Terrorism and other Offenses)). The persons 
receiving compensation are “the victims [irrespective of their nationality] of acts of terrorism 
committed on the national territory and French nationals that are victim of terrorist acts abroad.”237  
FGTI covers the compensation of victims of acts of terrorism perpetrated since January 1, 1985.  
Statistics indicate that 3,069 victims of terrorism have applied for compensation between January 1, 
1985, and December 31, 2004.238

i.  Compensation for Bodily Harm 

FGTI is used to pay for medical care and treatment as well as for rehabilitation and other 
related expenses. The compensation must cover all consequences of the bodily injuries received by the 
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victims. All types of damages (physical, economic, moral, et cetera) are taking into account, either for 
the victim or for the beneficiaries in case of the victim’s death. The funds distributed, however, take 
into account any benefits already paid by public or private social organizations. 

ii.  Compensation for Property Damages 

Property damages are not covered by FGTI. They are compensated under property insurance 
contracts. The Insurance Code prohibits insurance companies from excluding property damages 
resulting from terrorism acts committed on the national territory from property insurance contracts.239  

iii.  Procedure 

The Public Prosecutor’s Office immediately informs FGTI when an act of terrorism is 
perpetrated in France, specifying the circumstances and advising FGTI of the victims’ identities. If the 
act of terrorism occurs abroad, the consulate or diplomatic authorities provide FGTI with the same 
information. 240  FGTI opens a file for each victim and contacts either the victims or their families.  
Victims of acts of terrorism or their beneficiaries also may directly contact FGTI. They have ten years 
from the date of the terrorism act to file a claim with FGTI.241

FGTI pays one or several provisions to the victim within one month after the claim is filed to 
cover initial expenses. It then sends a written offer for final compensation within three months after the 
receipt of documentary evidence from the victim. The victim has fifteen days to accept or discuss the 
offer. If the victim refuses the offer, the competent court will determine the compensation amount and 
FGTI will defer to the court’s decision.242

iv.  Contribution to the Funds 

Contributions to FGTI are made through a deduction on the premiums of insurance contracts on 
assets.  The rate of the deduction is determined annually by a decree issued by the Ministry of 
Economy and Finance.  The 2005 rate was €3.30 per contract. 243  In addition, the proceeds of financial 
penalties or confiscations pronounced against individuals found guilty of terrorist acts are appropriated 
to the fund.244

B.  Lawsuits Against State Supporters of Terrorism 

France does not have any significant legislative provision concerning jurisdictional immunities 
of states and is not a party to the European Convention on State Immunity of May 16, 1972. As a 
result, the judicial courts primarily have defined the scope of this doctrine of customary international 
law. The French courts have carved many exceptions to the rule of state immunity and have refused 
immunity for commerce activities, inheritance matters, and social law.245 As far as terrorism is 
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concerned, a recent decision of the Cour de Cassation, France’s highest judicial court, addressed the 
issue of whether serving heads of states enjoy immunity from jurisdiction for terrorist acts. 

In 1989, a DC 10 aircraft of the French company UTA exploded over the desert in Niger, 
killing all one hundred and seventy people, including some French nationals. The plane was traveling to 
Paris from the Republic of Congo. Perceptible signs of explosives were detected in the debris and Jean 
Louis Brugière, one of the top anti-terrorism investigating judge, uncovered evidence that Libya was 
behind this terrorist act. It was determined that the brother-in-law of Colonel Kadhafi and five other 
Libyan nationals, members of the Libyan secret police, were involved. Libya refused to extradite them. 
In 1999, they were tried in absentia by the special terrorism section of the Court of Assizes of Paris. 
They were found guilty and sentenced to life imprisonment. In addition, Libya was ordered to pay 
compensation to the victims. The country later agreed to transfer approximately $33 million to 
France.246

Based on this judgment, the victims’ association SOS-Attentats and relatives of the victims filed 
a criminal complaint for complicity in murder against the Libyan leader Mouammar Kadhafi.  Judge 
Jean-Louis Brugière agreed to open an inquiry, against the advice of the Paris Prosecutor’s Office that 
opposed the inquiry because customary law gives serving heads of state immunity, except for crimes 
against humanity. The judge found that no such immunity resulted from any provision of the Penal 
Code, the Code of Criminal Procedure, or international conventions and treaties ratified by France. The 
Prosecutor’s Office appealed the judge‘s decision. The Indicting Chamber of the Paris Court of Appeal 
held that the investigating judge could proceed with his investigation because “immunity could not 
cover acts of complicity in murder and the destruction of property by terrorist action where a head of 
state ordered the destruction of a passenger aircraft carrying civilians.”247 This ruling was further 
appealed to the Cour de Cassation. The court ordered the closure of the investigation. It summarized its 
decision as follows:248

International custom precludes serving heads of state, in the absence of specific international 
provisions to the contrary, from being the subject of proceedings before the criminal courts 
of a foreign state. 

The indicting chamber ruling that an inquiry involving a serving head of state could proceed 
is, therefore, quashed as, in the current state of international law, the crime at hand, 
however serious such crime might be, did not constitute one of the exceptions to the 
principle stated in the above paragraph. 

 Following this decision, SOS-Attentats and the families of the victims filed a complaint against 
France before the European Court of Human Rights claiming they were denied access to justice in 
order to protect a head of state whose regime practices terrorism. The case is pending before the Grand 
Chamber of the Court.249  
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X.  Restrictions on Freedom of Expression and Participation in the Political Process 

A.  Hate Propaganda 

The 1881 Law on the Freedom of the Press, as subsequently amended,250 which governs 
offenses committed through the press or any other medium of publication, punishes any direct 
incitement in cases where such incitement is not acted upon, to commit voluntary manslaughter, 
violence against a person, sexual offenses, terrorist acts, discrimination and hatred, or violence against 
persons based on their racial, religious, ethnic, or national origin. It further prohibits the defense of war 
crimes, crimes against humanity, and terrorist acts.  Offenses are punishable by five years of 
imprisonment and a fine of €45,000 (approximately US$61,000).  When an incitement to commit one 
of the listed offenses is acted upon, the 1881 Law provides that the instigators shall be charged as 
accomplices.251  In addition, the Law prohibits the denial of one or several crimes against humanity.252

In December 2004, for example, the Conseil d’Etat, ordered the Paris based satellite operator 
Eutelsat to stop broadcasting Al-Manar, the television station of Lebanon Hezbollah, within forty-eight 
hours or pay a fine of  €5,000 a day (approximately US$6,500). The Council ruled that the broadcasted 
programs incited hate and violence and posed risks to public order. The Council cited the Law on 
Freedom of Communication of September 30, 1986, which provides that the exercise of the freedom of 
communication to the public via electronic means may be limited to “safeguard public order.”253

In addition, the government continues to deport imams suspected of inciting their audiences to 
hatred and violence and tempting young Muslims to join terrorists’ ranks.  Most of the imams under 
surveillance are in Paris, Lyon, and Marseilles where one can find the largest concentrations of 
Muslims. After the London bombing in July 2005, the government vowed to accelerate the deportation 
of imams.254

B.  Registration of Charities 

Under French law, “public utility” associations are more or less the equivalent of “charities” in 
the United States.255  Public utility status is conferred upon associations by a decree of the Conseil 
d’Etat, following a two-year application procedure. In order to be recognized as a public utility 
association, the Law on Freedom of Association states that the association must: (1) be registered at the 
competent préfecture; (2) adopt statutes in compliance with the model statutes provided by the Conseil 
d’Etat; (3) engage in activities of general interest; (4) be of a substantial size (having at least two 
hundred members and minimum financial means); and (5) be in existence for at least three years.  This 
last requirement is not necessary if the assets of the association guarantee its financial balance for the 
three required years.256  Public utility status may be taken away by a decree of the Conseil d’Etat.257
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Administrative authorities monitor public utility associations.  They must provide annual reports 
and accounting reports to the competent prefect, the Ministry of Interior, and the ministry overseeing 
their specific activities.  These ministries also may conduct visits to the association premises.  In 
addition, the national audit court may conduct audits of certain categories of public utility 
associations.258

C.  Ban on Extremist Religious Associations 

The Law on Freedom of Association also provides that associations based on unlawful causes 
or objectives, contrary to the law, accepted standards of behavior or whose aim is to infringe upon the 
integrity of the national territory and the republican form of government are null and void.259  The 
dissolution of such an association is pronounced by the court at the request of the Public Prosecutor’ 
Office or any interested party.260  The court takes into account the goal(s) actually pursued by the 
association. In addition, a Law of January 10, 1936, as amended, provides for the dissolution, by a 
Council of Ministers decree signed by the President of the Republic, of combat groups or private 
militias which call for armed demonstrations in the streets or advocate discrimination, racial hatred, or 
violence. Law 86-1020 of September 9, 1986, extended this provision to groups that within or from 
French territory conspire to bring about acts of terrorism in France and abroad. 261

D.  Disqualification of Supporters of Terrorism in National Elections 

It appears that there is no specific provision regarding the disqualification of supporters of 
terrorism in national elections unless their ineligibility arises from a criminal conviction.  The electoral 
code provides that any French citizen who is a qualified elector may be a candidate subject to 
ineligibilities or incompatibilities as provided by the law.262  To be a qualified elector, one must have 
all his political and civil rights.263 Deprivation of civic rights (right to vote and eligibility) may be 
pronounced, at the judge discretion, as an additional penalty in certain categories of offenses including 
terrorism offenses. 

XI.  Counter-Terrorism and Protection of Civil Liberties 

A.  Surveillance and Intelligence Gathering 

 To prevent terrorist attacks, police services must have information at their disposal that permits 
them to anticipate these attacks.  Various French intelligence services collect information primarily 
through the use of informers, the monitoring of immigrants entering France, help from the general 
community, and through cooperation with foreign intelligence services.264  In addition, police services 
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are authorized to access a vide array of databases.  Wiretapping and video surveillance also provide 
valuable information.  

B.  Police Access to Computerized Data 

The police, gendarmerie, and customs officials may access the personal data that airline, 
maritime and railway companies are required to disclose concerning their customers (i.e., name, 
address, telephone, date of birth, and profession) for international travel to and from countries outside 
the European Union.265  In addition, telephone and Internet providers, if necessary, are obligated to 
give specially empowered officers the connecting data that they are required to keep for one year.266 
Police services also are authorized to access numerous databases including licenses plates, driving 
licenses, identity cards, passports, visa requests, residency permits, and denial of entry into French 
territory databases.267

C.  Telecommunication Data Retention 

The latest anti-terror law passed in January 2006 has further extended the scope of 
telecommunication data retention. 268 First, it provides that not only judicial authorities but also police 
forces may access the data. Second, the obligation to retain data, when it comes to Internet providers, 
also applies to Internet cafes, hotels, restaurants, and, more generally, to any person or organization 
providing Internet access as a main or side activity. 

The data that must be retained was published in a recent implementing decree.269  Relevant data 
identifies the user and his or her terminal equipment; the recipient of the communication; the date, time 
and duration of the communication; the additional services used and the suppliers; and, for telephone 
services, the origin and the location of the communication. 270

D.  Wiretapping 

 Law No. 91-646 of July 10, 1991, on the Secrecy of Electronic Communications, as amended, 
guarantees the confidentiality of telecommunications but allows for the interception of transmissions for 
public security reasons or for the detection and investigation of crimes.271 The term electronic 
communications is defined broadly to include a very wide range of transmissions through modern 
technologies including telephone, facsimile, telex, and computer and concerns all modes of 
interception. It excludes “audiovisual spying,” tracing portable telephones, identification of a telephone 
customer on the red list, and the consultation of the detailed telephone invoices that are covered by 
other provisions. 272 The conditions for wiretapping differ depending on whether the wiretapping is 
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authorized for security reasons (administrative wiretapping) or in the course of a criminal investigation 
(judicial wiretapping).   

 i.  Administrative Wiretapping 

 In matters of public security, the law provides that telephone tapping is allowed only in 
exceptional circumstances and for the purpose of gathering information concerning national security, 
protecting France’s essential scientific and economic information, preventing of terrorism or organized 
crime, or ending the reconstitution or maintenance of unlawful paramilitary groups.  An interception is 
authorized by a written decision of the Prime Minister or the Minister’s representatives at the request of 
the Defense Minister, the Interior Minister, the Minister in charge of customs, or any of these 
Ministers’ representatives.  The Prime Minister’s decision must specify the grounds for the 
authorization, which can last for a maximum of four months.  It can be renewed under the same 
conditions and procedure.  Only obtained information that relates to the security objectives can be 
transcribed.  The recording is destroyed within ten days, while the transcripts must be destroyed as 
soon as they are dispensable.  An independent national commission, the National Commission for the 
Monitoring of Security Interceptions, monitors the application of these rules.273

 ii.  Judicial Wiretapping 

Wiretapping may be allowed during a criminal investigation when the penalties to be incurred 
are equal to or higher than two years of imprisonment.  The investigating judge in charge of the case 
may authorize such wiretapping.  The authorization must be in writing and cannot be appealed.  The 
judge does not have to state the grounds for the decision.  Authorized wiretapping can last for a 
maximum of four months.  The authorization can be renewed for an additional four months under the 
same procedure. Only the information useful to the investigation can be transcribed. It is destroyed at 
the expiration of the statute of limitations on the order of the Public Prosecutor. 274  

Wiretapping of an attorney’s office or residence cannot take place without informing the local 
bar president. It can be done only if there is an indication that the attorney is participating in the 
commission of a criminal offense. 275

E.  Video Surveillance 

Law No. 95-73 of January 21, 1995 as amended 276 and Decree No. 96-926 of October 17, 
1996 govern video surveillance.277  This method can be used to monitor road traffic and to ensure the 
protection of public buildings, national defense facilities, public locations, and the security of persons 
and property in places that are particularly exposed to the risk of aggressions, thefts or terrorist attacks.  
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In addition to public authorities, other legal entities may be authorized to install cameras to film the 
immediate surroundings of their buildings and facilities in areas that are susceptible to terrorist acts. 278

Video surveillance is done under strict conditions, aimed at guaranteeing privacy and freedoms.  
The public must be informed that video surveillance is being conducted and of the responsible person or 
authority. Video surveillance of public streets or areas should not show the inside of inhabited buildings 
or their entrances.  Proper governmental authorization is required, except in matters concerning 
national defense.  Any person who has been under video surveillance has a right to review the tapes and 
to verify that they were destroyed within a specified period.  However, the authorities may refuse 
access to the tapes on the grounds that such access would affect the security of the state, national 
defense, public security, or pending judicial proceedings. Undertaking video surveillance without 
authorization, preserving tapes beyond the period specified, and giving access to unauthorized persons 
is punishable by three-years’ imprisonment and by a fine of €45,000 (approximately US$54,900). 

In cases of emergency and when there is a particular risk of terrorist acts, prefects may order 
the installation of cameras for up to four months without obtaining the prior authorization of the 
competent administrative commission.  Prefects may order specific sites to install video surveillance 
material (i.e., industrial, nuclear sites, railroads stations, and the like). Their refusal to do so is 
punishable by a €150,000 fine (approximately US$175,800).279

The surveillance of vehicles (often through photography of license plates and passengers) by the 
police services, to prevent or combat terrorism, is authorized, in particular at borders, ports, airports, 
and main national and international roads. The data collected are entered into an electronic database and 
compared with the data contained in the vehicles theft database and the Schengen Information System.  
To allow this cross-reference, the data are kept for a maximum of eight days and then erased if no link 
can be found.280

F.  Ethnic and Religious Profiling 

The National Police Code of Conduct provides that the police must carry out its mission in 
conformity with the Declaration of the Rights of Man, the Constitution, the international conventions, 
and the law.281  It further states that a police officer must show “absolute respect for persons whatever 
their nationality or origin, their social status or their political, religious or philosophical beliefs may 
be.”282  In its 2004 annual report, the Commission Nationale de Déontologie de la Sécurité (National 
Commission on the Ethics of Public Security), an independent administrative authority that has power 
to investigate cases of abuses by police officers and others in charge of public security, noted that the 
number of unethical acts committed by law enforcement officers and motivated by racial discrimination 
is on the rise.  Numerous complaints, in particular, charges of racial profiling (discriminatory identity 
checks which often ended in violence) and excessive use of force against minorities have been filed 
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since the Commission’s creation in 2000. The Commission has proposed major structural changes, 
notably in regards to the training of police officers.283  

Crime and immigration have been two major political issues.  Additional stricter measures also 
have been enacted to fight terrorism.  Police forces have been under great pressure to meet the 
objectives set forth by the government, including increased identity checks and deportations.  This 
situation, in turn, had lead to a rise in the number of racial profiling cases. 284

G.  Detention of Suspected Terrorists  

i.  Preliminary Detention 

In order to prosecute acts of terrorism more efficiently, provisions regarding preliminary 
detention are less stringent than those applicable to common criminals.  The police’s preliminary 
detention of a suspect may be extended up to a total of four days (six days if there is a serious and 
imminent risk of a terrorist attack).285  The extension must be requested by the Prosecutor and 
authorized by a specialized judge, the judge of liberties and detention, or by an investigating judge.  
The individual detained must be presented to the authority that decides on the extension.  In cases 
where an extension is ordered, a medical examination is mandatory. In addition, access to an attorney 
may be delayed by seventy-two hours while the suspect is in police custody.286

ii.  Provisional Detention 

In serious criminal cases, a preliminary police investigation is followed by a formal judicial 
investigation initiated at the request of the Public Prosecutor’s Office, the victim or the victim’s 
representatives. An independent investigating judge heads the inquiry.  The judge’s task is to discover 
the truth and to determine whether the case should be either referred to trial or dismissed from lack of 
evidence.  Once this formal judicial investigation is underway, the general rule is that the suspect 
remains free, unless, due to the necessities of the investigation or as a security measure, he is either 
submitted to judicial supervision or placed in provisional detention.287

 
Certain conditions must be met prior to placing a suspect in provisional detention.  The offense 

being investigated must carry at least a three-year imprisonment.288  Terrorist offenses carry maximum 
penalties ranging from six-years to life imprisonment.289  In addition, it must be shown that judicial 
supervision is insufficient and that provisional detention is necessary to prevent interference with 
evidence or witnesses, further crimes, or the suspect’s flight or to end extreme public disorder caused 
by the seriousness of the offense.290
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There are time limits on the duration of a provisional detention. It cannot exceed a reasonable 
period in light of the gravity and complexity of the case. The maximum total duration of preventive 
detention for terrorist offenses is four years.291  This duration is comprised of an initial detention period 
and several extensions. The request to place a suspect in provisional detention is issued by the 
investigating judge and reviewed by the judge of liberties and detention.292  The suspect may appeal 
detention orders. In addition, the suspect may file a request for his release at any time during the 
judicial investigation. 

iii.  Interrogation Techniques 

A suspect is interrogated during the preliminary police investigation and, in cases of serious 
offenses, by an investigating judge during the formal judicial investigation. These interrogations are 
governed by two different sets of rules. 

a.  Police Custody 

The Code of Conduct of the National Police provides that “all person arrested are 
placed under the responsibility and the protection of the police; they must not be submitted to 
any kind of violence or inhumane or degrading treatment by either the police or any third 
person.”  The Code further provides that a police officer that witness ill-treatment must take 
steps to end it or bring it to the attention of the competent authorities; otherwise, he will be 
subject to disciplinary sanctions. In addition, a police officer who has custody over a person 
needing special medical care must call for medical personnel and, should the occasion arise, 
take all measures to protect the life and the health of that person.293  Complaints regarding 
violent police conduct or breaches of their duties must give rise to a detailed investigation 
conducted by the National Public Services Inspectorate (IGS) or the National Police 
Inspectorate (IGPN). 

The Code of Criminal Procedure also contains several provisions to protect persons 
taken into police custody.  The public prosecutor or the competent investigating judge must be 
notified immediately when a person is placed in police custody.  Detainees must be informed of 
the reasons for their arrest, any charges against them, provisions relating to police custody, and 
their rights while in police custody in a language that they understand.294  These rights include 
the right to inform relatives, partners, or employers by telephone that they have been taken into 
custody and295 the right to be examined by a doctor appointed by the public prosecutor or by the 
judicial police officer in charge.  The request to be examined by a doctor can be renewed in 
cases of prolonged police custody, after the initial twenty-four hour period.296  Detainees have 
the right to a lawyer from the first hour of police custody, in most cases. 297  A detainee’s right 
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to be informed that may remain silent while in police custody was retracted by a 2002 Law; 
however, the Law did not remove the suspect’s right to remain silent.298

In addition, police officers are required to keep custody records detailing the length of 
questioning periods, the break times between questioning, the detainee’s eating hours, and the 
total duration of police custody. The detainee must sign the custody report. If he refuses, this 
fact also is mentioned in the records.299  Information placed in the custody records also must be 
recorded in a special register kept at each police station.300

Despite all these provisions, there have been many concerns over police violence.  The 
European Commission against Racism and Intolerance, an independent human rights body 
established by the Council of Europe, notes in its third report on France, published in February 
2005, that “complaints persist concerning ill-treatment inflicted by law enforcement on 
members of minority groups.” The Commission recommends “the adoption of additional 
measures to put a stop to all police misconduct including ill-treatment of members of minority 
groups.”301  A 2005 report entitled France: The Search for Justice, prepared by Amnesty 
International concludes that there is “ a widespread failure of the judicial system to effectively 
investigate, prosecute and punish human rights violations in matters of law enforcement.” It 
addresses, in depth, among other issues, numerous cases involving violations of detainees’ 
rights while they were held in police custody.302  The European Court of Human Rights also 
has condemned France for several violations in this area.303  

Finally, in a report published on February 18, 2006, the Commissioner for Human 
Rights of the Council of Europe identifies a number of problems affecting France’s legal 
system. Among other opinions, the Commissioner expresses “strong reservations concerning 
the fact that no legal assistance whatsoever is allowed for the first 72 hours of police custody in 
drug -trafficking and terrorism cases.”304  He also found that the role of French lawyers during 
police custody was “very limited” as “lawyers have no access to the file and have only such 
information on the case as detainees give them… . Moreover, lawyers may intervene only at the 
outset, and may not attend when detainees are being questioned.”305

                                                      

298  Law 2002-307 of March 4, 2004 on the Protection of the Presumption of Innocence and on the Victims Rights, 
J.O., Mar. 5, 2004, 4169. 

299  C. PRO. PÉN., art. 64. 

300  Id. art. 65. 

301  European Commission against Racism and Intolerance: Third report on France adopted on June 25, 2004 and 
made public on February 15, 2005, paras. 108 to 112, http://www.coe.int/T/e/human_rights/ecri/1-ECRI/2-Country-by-
country_approach/France/France_CBC_3.asp. 

302  Amnesty International, France: The Search for Justice, Apr. 2005, available at 
http://web.amnesty.org/library/index/engeur210012005. 

303  Id. 

304  Mr. Alvaro Gil-Robles, Commissioner for Human Rights, Council of Europe, Report on the Effective Respect 
for Human Rights in France, 14 to 19, available at 
http://www.coe.int/t/e/commissioner_h.r/communication_unit/CommDH(2006)2_E.doc (last visited Apr. 13, 2006). 

305  Id. at 16. 

http://www.coe.int/T/e/human_rights/ecri/1-ECRI/2-Country-by-country_approach/France/France_CBC_3.asp
http://www.coe.int/T/e/human_rights/ecri/1-ECRI/2-Country-by-country_approach/France/France_CBC_3.asp
http://web.amnesty.org/library/index/engeur210012005
http://www.coe.int/t/e/commissioner_h.r/communication_unit/CommDH(2006)2_E.doc
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b. Questioning by an Investigating Judge 

The investigating judge interrogates suspects and other parties as necessary during a 
formal judicial investigation.  The law provides for several safeguards to avoid the judge’s 
abuse of this power. The lawyers for the parties are entitled to be present for any questioning 
and may even suggest the questions to be asked.  They are notified of any questioning at least 
five days before it takes place and have access to the case file four working days before any 
questioning.306  The investigating judge conducts interrogatories as he deems necessary, as long 
as he does not use any unfair methods (i.e., lies, blackmail, threats, or intimidation) or physical 
coercion.  The dignity of the person being questioned must be respected, regardless of the 
crime committed.307  Official reports of interrogatories are established. The judge, the clerk, 
and the person questioned must sign each page.308

H.  Special Tribunals for Terrorist Suspects  

The Code of Criminal Procedure provides that, for the prosecution, investigation, and judgment 
of acts of terrorism, the prosecutor, the investigating judge, the tribunal correctionel, and the Cour 
d’assises of Paris exercise jurisdiction concurrent with that of the competent court of general 
jurisdiction.  These unusual rules regarding competence stem from the complexity of the fight against 
terrorism.  A centralized system of prosecution and judgments is required, and the prosecutor, 
investigation judge, and the court originally competent may be asked to waive their jurisdiction.  When 
they have jurisdiction, the Prosecutors and investigating judges of the Paris Court exercise their powers 
throughout the nation.309 In addition, the composition of the Cours d’assises adjudicating terrorist 
crimes 310 is different from ordinary Cours d’assises. Instead of the three judges and nine jurors found 
in ordinary Cours d’assises, there are seven professional judges and no jurors.   

XII.  Non-Proliferation Efforts 

 France takes full part in the fight against acquisition by terrorist groups of weapons of mass 
destruction, their delivery systems, dual use technologies, and conventional weapons within the 
framework of the United Nations, the European Union, and the G8 group and by exercising stringent 
exports control on conventional arms and dual-use items.311

 

 A.  France’s International Action 

                                                      

306  C. PRO. PÉN., arts. 114 to 121. 

307  PIERRE CHAMBON & CHRISTIAN GUERY, DROIT ET PRATIQUE DE L’INSTRUCTION PREPARATOIRE 276, 278 (Dalloz 
2004). 

308  C. PRO. PÉN., art.121. 

309  Id. art. 706-17.  

310  In broad terms French law distinguishes three categories of offenses: (1) crimes are a small category of very 
serious offenses (murder, rape, et cetera); délits are less serious (theft, assault, fraud, etc.); and contraventions include a large 
range of regulatory offenses often of strict liability.  The Cours d’assises are competent to adjudicate crimes, the tribunaux 
correctionnels are competent over délits, while the police courts hear contraventions. 

311  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of Defense 
11, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last visited 
Apr. 13, 2006). 

http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120
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France, as a permanent member of the United Nations Security Council, contributed to the 
drafting of the January 31, 1992, Security Council Declaration on disarmament, arms control and 
weapons of mass destruction as well as Resolution 1540 of April 28, 2004, affirming that “proliferation 
of nuclear, chemical and biological weapons, as well as their means of delivery constitutes a threat to 
international.” This Resolution calls for all states  

to adopt and enforce appropriate effective laws which prohibit any non-State actor to 
manufacture, acquire, possess, transport, transfer or use nuclear, chemical or biological 
weapons and their means of delivery, in particular for terrorist purposes, as well as attempts to 
engage in any of the foregoing activities, participate in them as an accomplice, assist or finance 
them.312

France is a party to the Treaty on the Non-Proliferation of Nuclear Weapons, the Chemical 
Weapons Convention, the Biological Weapons Convention, the Hague Code of Conduct against the 
Proliferation of Ballistics Missiles, and to a great number of other protocols or treaties that establish 
nuclear free zones.313 It supports the creation of a zone free of weapons of mass destruction and their 
means of delivery in the Middle East.314

France takes part in the Proliferation Security Initiative launched by the United States in 2003, 
aimed at fighting the illicit transfer of weapons of mass destruction and related materials. As one of the 
member of the G8 group, France promotes the principles adopted at the Kananaskis Summit in June 
2002 to prevent terrorists, and the countries that arbour them, from obtaining weapons of mass 
destruction.315  More generally, France supports international initiatives that reduce the risk of weapons 
of mass destruction and related materials falling into the hands of terrorists groups. 

B.  Overview of Exports Control Legislation Relating to Sensitive Information/Technology 

France cooperates with its trading partners, including the United States, to control the export of 
products and technology, with potential defense application. Arms exports are prohibited unless a 
governmental authorization is granted. The arms export control system is very stringent and is 
implemented in several stages.  A company desiring to export material listed as war material must first 
get an authorization to negotiate, before obtaining an authorization to conclude the sale and an export 
license.316

An Inter-ministerial Commission for the Study of Military Material Exports (Commission 
Interministérielle pour l’Etude des Exportations de Matériel de Guerre) chaired by the Secretary 
General of National Defense reviews the requests.  The Commission comprises representatives from the 
Ministry of Foreign Affairs, the Ministry of Defense, and the Ministry of Economy and Finances.  The 
Commission assesses the suitability of the export request.  The assessment takes into account among 

                                                      

312  Ministère de la Défense, 2005 report entitled Fighting Proliferation, Promoting Arms Control and Disarmament: 
France’s Contribution 12, available at 
http://www.defense.gouv.fr/sites/defense/english_contents/files/frances_contribution_in_fighting_proliferation_and_in_promot
ing_armament_control_and_disarmament (last visited Apr. 13, 2006). 

313  Id. 18, 20. 

314  Id. 24. 

315  Ministère de la Défense, 2005 report entitled Defense against terrorism: a top priority of the Ministry of Defense 
12, available at http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120 (last visited 
Apr. 13, 2006). 

316  C. DÉF., arts. L.2335-2, L.2335-3. 

http://www.defense.gouv.fr/sites/defense/english_contents/files/frances_contribution_in_fighting_proliferation_and_in_promoting_armament_control_and_disarmament
http://www.defense.gouv.fr/sites/defense/english_contents/files/frances_contribution_in_fighting_proliferation_and_in_promoting_armament_control_and_disarmament
http://www.defense.gouv.fr/sites/defense/english_contents/files/defence_against_terrorism120
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other things, the international agreements signed by France and precautions concerning material 
particularly sensitive.  The Commission’s opinions are confirmed at the Prime Minister’s level. Once 
the authorization to conclude the sale is granted, an authorization to export the material must be 
obtained from the Ministry of Customs.317

Authorizations to export arms are accompanied, in most cases, by a clause prohibiting re-
export, unless authorized by the French Government.  In general, the agreement is signed by the 
government of the country buying the material. In the event that the transferred information is 
classified, a security agreement is drafted.318

Export controls for dual-items (including software and technology) are governed by European 
regulations.  The main regulation is Council Regulation 1334/2000, setting up a Community Regime 
for the Control of Exports of Dual-Use Items and Technology.319  Subsequent amendments have 
updated the list of controlled items to which this regulation applies.  The regulation is directly 
applicable in all Member States. The Community’s regime on dual use items also has been extended to 
cover the transfer of technologies via electronic media, such as telephone and facsimile. 

Items on the control list cannot leave France for a country outside the European Union without 
an export authorization.320  Each Member State is allowed to control additional dual-use items other 
than those on the control list under certain circumstances, such as public security reasons or in cases of 
exports to countries subject to arms embargoes.321

Member States are free to determine the penalties applicable for violations of the Regulation. 
Exportation without authorization is punishable by a maximum three years’ imprisonment and a 
maximum fine equal to twice the value of the item.  In certain cases, such as exportation of dangerous 
merchandises or when an organized group is involved, the maximum imprisonment is ten years and the 
maximum fine is five times the value of the item.322

In addition, France has specific provisions for the violation of export regulations of certain 
items including nuclear matter, listed chemical products, and biological matter.  These laws provides 
for heavy criminal sentences.  For example, the exportation of listed chemicals for purposes other than 
medical, pharmaceutical, or research is punishable by twenty years’ imprisonment and a €3,000,000 
fine (approximately US$3,600,000).323

                                                      

317  Ministère des Affaires Etrangères, Contrôle des exportations, http://www.diplomatie.gouv.fr/fr/archivage-
rubriques_5049/desarmement_1047/controle-exportations_3008/index.html?var_recherche=controle+des+exportation (last 
visited Apr.13, 2006). 

318  Id. 

319  EU Council Regulation No 1334/2000 of June 22, 2000, on a Community Regime for the Control of Exports of 
Dual-Use Items and Technology, O.J. L 159, June 30, 2000, 1. 

320  Id. art. 3. 

321  Id. arts. 4, 5. 

322  CODE DES DOUANES, art. 414, available at http://www.legifrance.gouv.fr (Les Codes) (last visited Apr. 13, 
2006). 

323  Law 98-467 of June 17, 1998, on the Implementation of the Convention on the Prohibition of, the Development, 
Production, Stockpiling and the Use of Chemical weapons and on their Destruction, art. 61, J.O. June 18, 1998, 9247.  

http://www.diplomatie.gouv.fr/fr/archivage-rubriques_5049/desarmement_1047/controle-exportations_3008/index.html?var_recherche=controle+des+exportation
http://www.diplomatie.gouv.fr/fr/archivage-rubriques_5049/desarmement_1047/controle-exportations_3008/index.html?var_recherche=controle+des+exportation
http://www.legifrance.gouv.fr/
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XIII.  Countering Other Specific Threats 

 A.  Specific Action Plans 

France has prepared specific action plans to counter or respond to different types of terrorist 
attacks, especially nuclear, radiological, biological, and chemical attacks.  In addition to Vigipirate, the 
general plan of vigilance, prevention, and protection against the threat of terrorist acts, the other best-
known plans are Biotox (bio-terrorism), Piratox (chemical terrorism), and Piratome (radiological and 
nuclear terrorism).  The details of these plans are all classified. 324

Biotox tackles any use or threat of use of infectious biological agents or toxins against humans, 
animals, the environment, or property.  Biotox, the first version of which dates back to 2001, takes into 
account the deliberate contamination of drinking water supply networks, as well as food and 
pharmaceutical supply chains.  It provides for a geographic division of France with designated hospitals 
for each zone of defense where decontamination teams would be deployed if necessary.  

The Institut de Veille Sanitaire (InVS), France’s national health watch institute, also participates 
in close cooperation with the Ministry of Health in the Biotox plan.  InVS, in particular, contributes to 
strengthening surveillance activities for infectious, chemical, and toxic risks by investigating potential 
threats that may be related to bio-terrorism and conducting epidemiological investigations in the event 
of a deliberate release of a bio-terrorism agent.325

Within the framework of Biotox, France also prepared a national plan to respond to the 
deliberate introduction of smallpox.326  All these action plans set forth the initial measures to be taken at 
the government level based on approximately a dozen of the most likely scenarios and describe the main 
inter-ministerial organizations in charge of responding.  Major exercises of the plan take place 
regularly. Several regulations complete the initial measures and set forth how emergency relief and 
medical care are to be distributed.327

Each responsible minister determines a practical response for his services on the ground. The 
prefects coordinate all the actions on the ground in each concerned département. For purposes of 
emergency planning, France also is divided into seven zones of defense, each under the auspices of a 
prefect of zone who manages emergency crisis exceeding the framework of the département.328

B.  General Disaster Plans 

In addition to these specific plans, disasters of any types that exceed local capability are dealt 
with through general intervention and/or emergency plans either at the level of the départment, defense 
zone, or at the national level. Intervention plans are general in nature, while emergency plans are 
tailored to respond to a specific crisis.  

                                                      

324  Ministry of Health, Fight Against Nuclear, Radiological, Biological and Chemical Terrorism, 
http://www.sante.gouv.fr/htm/dossiers/nrbc/sommaire.htm (last visited Apr. 13, 2006).  

325  Id.  

326  Id. 

327  Id. 

328  Id. 

http://www.sante.gouv.fr/htm/dossiers/nrbc/sommaire.htm
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i.  Intervention Plans 

Law 87-565 of July 22, 1987 on the organization of civil safety,329 as amended, guards against 
risks of any nature and protects people, goods, and the environment against accidents, disasters, and 
any type of catastrophe.  The Law established the most popular of the intervention plans: the ORSEC 
(Organisation des secours) plans. These plans put all of the services involved in the management of a 
crisis under a single command. They facilitate the mobilization of exceptional means when a great 
number of victims or the scale of a catastrophic event overwhelms relief services.  The plans regroup 
and allocate duties between five services: heath, police, transportation, communication, and assistance. 

There are several levels of the ORSEC plans.  The national ORSEC plan is put into action by 
the Prime Minister and run by the Ministry of Interior.  This plan has never been ordered.  The zonal 
ORSEC plan and the ORSEC plan at the départment level are respectively set into motion by the 
prefect of zone and the prefect of the département.330

ii.  Emergency Plans 

These plans are more complex and detailed.  They are divided into three categories: Particular 
Plans of Intervention, Red Plans, and Plans of Specialized Assistance.16  As a general rule, they deal 
with a crisis whose gravity and consequences are foreseeable.  The means to manage those situations 
are very precisely defined.  The Particular Plans of Intervention deal with instances such as nuclear 
accidents or the collapse of a dam.  The Red Plans are put into action when it is necessary to deal with 
a large number of victims.  Their main function is to ensure a continuous chain of medical assistance 
from the site of the disaster to hospitals.  The Plans of Specialized Assistance define the backup 
facilities for technological risks that are not covered by a Particular Plan of Intervention or non-
localized risks such as floods, marine pollution, and accidents in the mountains.331
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329  Law 87-565 of July 22, 1987, on the Organization of Civil safety, Protection of Forests against Fires and 
Protection of major risks, J.O. July 23, 1987, 8199. 

330  FRANCK LESIEUR, L’ENVIRONNEMENT JURIDIQUE DE LA SECURITE CIVILE EN FRANCE 110 to 114 (2002). 

331  Id. 
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LEGAL RESPONSES TO TERRORISM 

Spain has been among those European countries most affected by terrorism for 
more than four decades.  Violations of fundamental rights as well as obstacles to the 
exercise of civil liberties as a consequence of such violence became severe.  It is also a 
case where the effective rule of law was temporarily damaged in the fight against the 
organization known as Basque Fatherland and Liberty (ETA), but successfully restored 
by efforts from both state institutions, as a result of an effective division of power, and 
civil society.  It is therefore an interesting experience that can provide valuable insights 
on how to counter terrorism in accordance with the principles and procedures of 
democracy. 

I.  Introduction 

A.  Government Organization 

The National Constitution (C.E.)1 was approved by the Spanish Legislative Chamber (Cortes 
Generales) on October 31, 1978, ratified by national referendum on December 6, 1978, and sanctioned by 
the King on December 27, 1978.  The Constitution contains the basic principles of the political system 
and is the supreme law of the legal system.  According to the C.E., Spain is a social and democratic state 
whose sovereignty belongs to the Spanish people.2  

 
Spain is a Parliamentary Monarchy.3 The King is the Head of State and exercises only the 

functions expressly attributed to him by the Constitution and the laws.4 

The country is divided into seventeen Autonomous Communities, each with its own parliament 
and government. Even though the C.E.  defines Spain as unitary and indissoluble, it also recognizes and 
guarantees the principle of autonomy of nationalities and regions.5  

Spain has three different levels of government:6  

• Central government; 

• Autonomous Communities government; and 

• Municipal government 

                                                      

1  CONSTITUCIÓN ESPANOLA, (C.E.) in Boletin Oficial del Estado (B.O.E. 1978, 48).  

             2  Id. arts. 1 .1 and 1.2. 
3  Id. art. 1.3. 
4  Id. art. 56.1. 
5  Id. art. 2. 
6  Id. art. 137. 
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The Central government is divided into the Legislature, Executive, and Judiciary. 

The Parliament is divided into two chambers:7 the Congress of Deputies (Congreso de los 
Diputados),8 and the Senate (Senado).9 

Both Chambers work in Plenary Sessions and in Commissions.10 Due to the difficulty of 
discussing all legislative issues in a Plenary Session, Chambers may delegate their functions to the 
Commissions for them to study the different proposed regulations and the technicalities involved therein. 
Commissions have full legislative power in most matters – they can approve bills or proposals of law – 
although the Plenary Session may require debate and voting on any bill or proposal of law.11  
Constitutional reform, international affairs, organic and basis laws, and the general budget must be treated 
in Plenary Session.12 

 The Parliament elects the President of the Government who appoints the Cabinet Ministers. 
 
 The Executive is governed by the C.E.13 and is composed of the President, Vice-President, the 
Ministers, and “other members the law may establish.”14  The Central government holds the executive 
and statutory power accordingly. The government controls the directions of national and foreign policy, 
civil and military administration, and the defense of the State.  The Parliament appoints the President,15 
and the President appoints the Ministers.16  The President and Ministers are formally appointed by the 

ing. 
 

governed by the C.E. and implementing legislation, such as the Organic Law on 
the Judiciary (LOPJ). 17 

s unitary.   
utonomous Communities do not have judicial power and their courts are courts of the state. 

  

nd in accordance 
ith the principles of the C.E..  Military jurisdiction also is a part of the Judicial Power. 

  

                                                     

K

The judiciary is 

Although Spain is divided into Autonomous Communities, the Judicial Power i 18

A

The C.E.19 recognizes the existence of a military jurisdiction, which is strictly exercised within a 
military framework and in cases of a state of siege (martial law), alarm or exception, a
w

 

7  Id. C.E., art. 66.1. 
8  Id. C.E., art. 68. 
9  Id. C.E., art. 69. 
10  Id. C.E., art. 75.1. 
11  Id. C.E., art. 75.2. 
12  Id. C.E., art. 75.3. 
13  Id. C.E., Title IV. 
14  Id. C.E., art. 98.1. 
15  Id. C.E., art. 99. 
16  Id. C.E., art. 100. 
17  Id. C.E., Title VI and Law on the Judiciary (LOPJ) Law 6/1982, as amended in BOE, Dec. 26, 2003. 
18  Id. C.E., arts. 117.5 and 149.1.5. 
19  Id. C.E., art. 117.5 
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The judicial power is general and extends to all people, matters, and territories,20 including the 
Public Administration, with the only exception being the King, who enjoys a special immunity and is 
inviolable and cannot be held accountable.21  Judges are independent and are subjected only to the rule of 
law.  
  

The Judicial System is controlled by the General Council of the Judiciary (Consejo General del 
Poder Judicial, CGPJ).22  The LOPJ provides the rules for operation and internal administration of courts 
and tribunals, as well as the legal status of professional judges and magistrates.  
  

Spanish territory is divided for jurisdictional purposes23 into municipalities; judicial districts; 
provinces; and Autonomous Communities. This division coincides with the administrative division of the 
territory, which mostly corresponds to the administrative demarcation with the same name.  
 

Each territorial unit has a specific type of court: 
  

• municipalities in which there is no First Instance and Examining Court have Courts of 
Peace (Juzgados de Paz); 

 
• judicial districts have First Instance and Examining Courts (Juzgados de Primera 

Instancia e Instrucción), Criminal Courts (Juzgados de lo Penal), Courts for the judicial 
review of administrative acts (Juzgados de lo Contencioso-administrativo), Labor Courts 
(Juzgados de lo Social), Juvenile Courts (Juzgados de Menores), and Penitentiary Courts  
(Juzgados de Vigilancia penitenciaria);  

 
• provinces have a Provincial Court (Audiencia Provincial).  Each Autonomous 

Community has a High Court of Justice (Tribunal Superior de Justicia); and  
 

• courts with National competence are the Supreme Court (Tribunal Supremo) and the 
National Court (Audiencia Nacional). 

  
Spanish courts also are organized hierarchically.  There is a system of appeals against the 

decisions of lower courts to higher courts and to the Supreme Court, which is the highest judicial body, in 
all branches of justice, except for provisions concerning constitutional guarantees.24  
 

Spanish courts are organized in four categories according to their subject matter jurisdiction: 
 
• civil, for civil or commercial issues; 

• criminal, for violations of the Criminal laws; 

• social, for social security and employment contracts issues; and 

                                                      

20  LOPJ, Law 6/1982, art. 4. 
21  C.E. art. 56.3. 
22  C.E. art. 122.2. 
23  LOPJ, art. 30 and ss. 
24  C.E. art. 123.1. 



Legal Responses to Terrorism – November 2006                                                 The Law Library of Congress - 4 

• administrative, for claims based on acts performed by public administration. 

  Commercial Courts  were created in 2003. 25 
  

The Fifth Chamber (Sala Quinta) of the Supreme Court is the Military Chamber. 
  

B.  Legal System 
 

The Spanish legal system is a civil law system. 
 

The three main substantive codes in Spain are the Civil, Criminal, and Commercial Codes. 
 

The sources of law are:  

• The Law – Must be understood in the sense of any written rule of law created by the 
State. It’s the pre-eminent source, the others are subsidiary sources. 

• Custom – Customary rules are usually non-written law and do not come from the State 
but from society. A custom is based on the existence of a practice and an opinion iuris on 
the obligatory character of a customary rule. It is only applicable by a judge if there is no 
other law and it cannot be contrary to morals or public law. A custom that is contrary to 
legislation (contra legem) is forbidden. 

 
• General principles of law – General principles of law are the basic rules reflecting the 

convictions of a community in respect to its organization. General principles of law 
permeate the legal system. 

 Court decisions from the Supreme Court are a complementary source of interpretation and 
application of the law. The Supreme Court has authority to decide not only if  decisions of lower courts 
are against the law but also if they  are against the established jurisprudence. The decisions of a lower 
court may be appealed if they do not conform to the case law decided by the Supreme Court on the same 
issue in at least two judgments. 

 No legal rule can be derived from legal doctrine or scholarly opinions.  It is not mentioned as a 
source of law, and the Supreme Court has denied  its legal character.  These sources just provide an 
interpretation or clarification about the other sources of law. 

C.  Incidence of Terrorism in Spain 

The Government of Spain has been fighting terrorism for nearly half a century against Basque 
Fatherland and Liberty (ETA), a terrorist organization founded in 1959 to promote Basque independence. 

 
Initially ETA targeted primarily Spanish security forces, military personnel, and  government 

officials. As the security forces and prominent politicians improved their own security, ETA increasingly 
has  been involved in killings of civilians, has concentrated its actions during tourist seasons, and has 
attacked local government officials in the Basque Country. The group has carried out numerous bombings 

                                                      

25  Commercial Law, Organic Law 8/2003, July 9, 2003, and Law on Bankruptcy Law 22/2003, July 9, 2003, 
Concursal, both published at BOE 164, July 10, 2003. 

 

http://www.igsap.map.es/cia/dispo/26973.htm
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against Spanish government facilities and economic targets. The Spanish Government attributes over 
eight hundred deaths to ETA terrorism since its campaign of violence began. 

 
In recent years however, the government has had more success in controlling ETA, due in part to 

increased security cooperation with French authorities.  More recently, on March 22, 2006, ETA declared 
a "permanent cease-fire."26  The aim of ETA’s decision is to promote a democratic process in the Basque 
country and to keep all  political options open.  The previous full-scale cease-fire in 1998 was described 
by ETA as "indefinite."  It lasted only until early 2000, when the killing restarted.  ETA has not killed 
anyone since 2003 and many of its recent attacks have been preceded by warning calls that gave police 
time to evacuate people before the bombs exploded. 27 

With regard to Islamic terrorism, Spanish authorities had long considered Spain a recruitment and 
logistical operations site for al-Qaeda.  Soon after the September 11, 2001 attacks on the World Trade 
Center and the Pentagon in the United States, Spanish authorities launched a multi-phased police 
operation to dismantle an alleged al-Qaeda cell located in Spain; most of those detained had been under 
police surveillance for several years.   Spain  becoming a direct target for al-Qaeda shocked a nation 
already weary from four decades of internal political violence from ETA.  The March 11 bombings – 
referred to in Spain as 11-M – added an international dimension to Spain’s struggle against terrorism. 

 
The attack on Madrid's commuter train network killed two hundred people.  Al-Qaeda has been 

blamed for this attack.  Some have attributed the fall of the Aznar government to this attack, which took 
place just four days before the 2004 elections.  At first, the public believed ETA was responsible for the 
bombing. However, when they learned al-Qaeda was the true culprit, many voters lashed out at the media 
and Aznar's government, believing the two had colluded to deceive the public. 

Prime Minister Zapatero’s first move was to pull all Spanish troops out of Iraq but, at the same 
time, he increased the amount of soldiers in Afghanistan, believing that nation represented a clear terrorist 
threat.  

II.  Legislative History 

Before the September 11, 2001, attacks, Spain, which had faced the threat of domestic terrorism 
for many years, had laws designed to remove some of the legal encumbrances facing counterterrorism 
investigators.  Spanish antiterrorism initiatives were geared primarily towards fighting the Basque 
separatist group ETA rather than international terrorism.  After the September 11 attacks, Spain made 
major arrests and provided important documents revealing the movements of al-Qaeda members. During 
its presidency of the EU, Spain promoted a number of terrorism-related initiatives such as the European 
Arrest Warrant and the freezing of terrorist assets.  

A. Legislation Prior to September 11, 2001 

The fight against terrorism in Spain, as stated above, concentrates exclusively on national 
terrorism, with a legislative focus on the criminal aspects of terrorism.  This approach includes a focus on 
immigration, as stated in the C.E.,28 which first recognized the constitutional rights of foreigners, 
providing that aliens in Spain may enjoy the public freedoms guaranteed to Spanish nationals, except for 

                                                      

26  ETA: ALTO AL FUEGO, Mar. 22, 2006, available at http://www.elmundo.es/eta/documentos/tregua_marzo2006.html. 
27  Id. 
28  C.E. 

http://en.wikipedia.org/wiki/Iraq
http://en.wikipedia.org/wiki/Afghanistan
http://www.elmundo.es/eta/documentos/tregua_marzo2006.html
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the right to vote in non-municipal elections.  The C.E. also provides that extradition will be granted only 
in compliance with a treaty or the law, keeping with the principle of reciprocity.  Political crimes are 
excluded from extradition laws, and the C.E. expressly provides that acts of terrorism are not considered 
political crimes.29   

Both the present Law on the Rights and Obligations of Foreigners (passed in January 2000 and 
amended in December 2000)30 and the earlier 1985 Law31 dealt with immigration from a policing 
standpoint. The new Law on Foreigners (LOEXIS)32 effective on January 23, 2001, in spite of strong 
opposition from the opposition party and non-government organizations because of its restrictive 
character, which makes it very difficult for an alien to obtain legal status in Spain.33  On August 1, 2001, 
the Regulation of the Law on Foreigners34 became effective, providing stricter border control and 
improvements in the coordination of government agencies involved in immigration.   

Immigration-related statutes include the Law on the Right of Asylum and Refugees, Law 5/1984 
as amended by Law 9/1994.35  

In regard to financial reporting, the Law on Money Laundering36 aims to prevent and hinder the 
laundering of funds derived from illegal activities such as those from armed bands or terrorist groups or 
organizations.37   

On the specific legal framework of terrorism, the Criminal Code includes terrorism-related crimes 
that have been part of the Spanish criminal legal system since the 1944 version of the Criminal Code.38   
The Criminal Code also imposes sanctions against illegal associations.39 The National Constitution40  
allow for the suspension of civil liberties in investigations involving terrorism activities, under strict 
judicial authorization and parliamentary control.41  

                                                      

29  C.E., art. 13. 
30  LAW ON FOREIGNERS, Organic Law 4/2000 of Jan. 11, 2000, on the Rights and Obligations of Foreigners in Spain 

and their Social Insertion (LOEXIS), as amended by Organic Law 8/2000 of Dec. 22, 2000, in B.O.E. of Jan. 12 and Dec. 23, 
2000, respectively. 

31  Law 7/1985 on Foreigners. 
32  C.E.., art. 1.3. 
33  D. Lopez-Garrido, LA BATALLA LEGAL in ElPais.es, June 16, 2002. 
34  REGULATION OF LAW ON FOREIGNERS, Royal-Decree 864/2001 of July 20, 2001 in B.O.E., July 21, 2001. 
35  LAW 5/1984 on the RIGHT OF ASYLUM AND THE REFUGEE STATUS, of Mar. 26, 1984, as amended by LAW 9/1994 of 

May 19, 1994, in B.O.E., Feb. 27, 1984, and May 23, 1994, respectively. “Spain Weighting Tougher Immigration Laws” Agence 
France Press (Madrid), June 5, 2002, available at http://www.unhcr.ch/cgi-bin/texis/vtx/home/. 

36  LAW 19/ 1993 of Dec. 28, 1993 ON MONEY LAUNDERING ( Blanqueo de Capitales) in B.O.E., Dec. 29, 1993. 
37  Id. art. 1.b. 
38  J. E. NSEFUM, EL DELITO DE TERRORISMO-SU CONCEPTO 78 (Editorial Montecorvo, Madrid, 1985). 
39  Law 11/2003 of September 29, 2003, on Citizen’s Safety, Domestic Violence, and Integration of Foreigners, art. 14, 

in BOE, Sept. 30, 2003, amending art. 515.2 Codigo Penal. 
40  C.E., supra note 1, art. 55.2. 
41  Id. 

http://www.unhcr.ch/cgi-bin/texis/vtx/home/
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Under the Penitentiary Regulation,42  for attorneys or legal representatives of a detainee or person 
arrested for a terrorist-related crime to communicate with their clients, the legal representatives must 
show official proof of their professional standing and a written notice from the competent judge stating 
their standing as defenders or legal representatives of the detainee.43  

The current Code of Criminal Procedure44 implements and develops article 55.2 of the National 
Constitution,45 providing that anyone arrested as a suspect for participating in a crime related to terrorist 
groups or individuals will be brought before a competent court within seventy-two hours after their arrest.  
However, the detention may be extended up to forty eight hours to complete the investigation, if the 
extension was well founded and requested within the first forty-eight hours of the detention and is 
authorized by the competent judge twenty-four hours later.  

B.  Legislation Enacted After September 11, 2001 

After September 11, 2001, Spain shifted focus from illegal immigration, once blamed for 
increased crime, to terrorism, which became the most important issue for the European Union (EU).46  As 
president of the EU for the first six months of 2002, Spain promoted a common EU approach to 
immigration policies and an international fight against terrorism.  During the same period, the fight 
against terrorism shifted from a one-nation problem against which each individual country must fight, to a 
collective fight affecting all EU countries.47  

Spain’s extensive antiterrorism provisions, though developed in response to internal terrorist 
crimes, placed the country at the forefront of international antiterrorism efforts, in the wake of the 
September 11 attacks; and, to some degree, Spain has succeeded in combining antiterrorism efforts with 
respect for human rights.  

 
Soon after the September 11 attacks in the United States, Spanish authorities launched police 

operations to dismantle an alleged al-Qaeda cell located in the country.  Most of those detained had been 
under police surveillance for several years.  

Law 11/2002 created the National Center on Intelligence48 (CNI) to provide the government with 
an intelligence agency better equipped for the present national and international environment.   

Law 2/2002 specifically provides for the appointment of a judge of the Tribunal Supremo in 
charge of the judicial control of the CNI.   

The Law on the Prevention and Freezing of Financing of Terrorism49  furthers the objectives of 
the international treaty on the subject, ratified by Spain in April 2002, as well as the domestic laws 
already in effect against money laundering.  

                                                      

42  REGLAMENTO PENITENCIARIO, Royal Decree 190/1996 of Feb. 9, 1996, in B.O.E., Feb. 15,1990. 
43  Id. Art. 48.1.2. 
44  ENJUICIAMIENTO CRIMINAL (20th Edition, Civitas, Madrid, 1999). 
45  Constitucion Nacional, supra note 1. 
46  C. Yarnoz, EL GRAN DESAFÍO DEL SIGLO, in Elpais.es-temas.  
47  R.Rincón, PIQUÉ Y RAJOY DESTACAN LOS LOGROS EN MATERIA DE INMIGRACIÓN, in Elpaís.es, June 30, 2002. 
48  LAW 11/2002 ON THE NATIONAL CENTER OF INTELLIGENCE, May 6, 2002, in B.O.E., May 7, 2002 . 
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The Law on the Regulation of Joint Teams for Criminal Investigation within the European 
Union50 regulates the operation of a team of investigators that will be empowered to act in two or more 
countries to carry out coordinated operations between EU Member States.  Even though this team was 
purportedly created to investigate all crimes where a number of countries are involved, terrorism has been 
one of the main reasons.51 

The Law on Political Parties52 was amended to allow the government or a plurality in either 
House of the Legislature to ask the government to outlaw a political party that encourages or supports 
terrorism in a express or tacit way or which promotes hatred, violence, and civil confrontation.  It also 
will be illegal to challenge Spain’s existing democratic institutions.  

The Royal Decree on the Reinsurance by the State for War and Terrorism Risks That May Affect 
Air Transportation53 is a measure taken after the September 11 attacks to cover risks of war and terrorism 
to air transportation companies.54  

C.  Legislation passed after March 11 

Spain has created a National Antiterrorism Center (CAN) to coordinate intelligence work 
between the National Police, the Civil Guard, and the existing National Intelligence Center.    

The New Law on National Defense passed on November 17, 2005,55 provides that prior express 
congressional authorization by the Cortes Generales is required before any Spanish troops are sent 
abroad, when the national defense or national interest of Spain is not at stake  

III.  International Cooperation 

A.  U.S.-Spain Bilateral Counterterrorism Agreements 

International Conventions on Terrorism 

Spain is a party to the following terrorism-related international instruments:  

• Convention on Offences and Certain Other Acts Committed on Board Aircraft, signed in 
Tokyo on September 14, 1963, and ratified by Spain on December 30, 1969; 
 

                                                                                                                                                                           

49  PREVENCIÓN Y BLOQUEO DE LA FINANCIACIÓN DEL TERRORISMO, Bill No. 121/000072 Congreso de los Diputados in 
Boletín Oficial de las Cortes Generales ( BOCG) of Mar. 25, 2002 at 1. JEFATURA DEL ESTADO (BOE n. 122 de 
22/5/2003).  LEY 12/2003, de 21 de mayo, de prevención y bloqueo de la financiación del terrorismo. 

50  REGULADORA DE LOS EQUIPOS CONJUNTOS DE INVESTIGACIÓN PENAL EN EL ÁMBITO DE LA UNIÓN EUROPEA, Bill No. 
121/000094, Congreso de los Diputados, May 17, 2002, at 1. 

51  Id. at 2. 
52  ORGANIC LAW 6/2002 POLITICAL PARTIES, of June 27, 2002, in B.O.E., June 28, 2002. 
53  ROYAL DECREE 14/2001 of Sept. 28, 2001, in B.O.E., Sept. 29, 2001. 
54  Id. Royal Decree 14/2001, arts. 1 and 3. 
55  LEY DE LA DEFENSA NACIONAL LAW 5/2005 of November 17, 2005 in B.O.E. November 18, 2005. 
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• Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation, 
signed in Montreal on September 23, 1971, and ratified by Spain on October 30, 1972; 
 

• Convention for the Suppression of Unlawful Seizure of Aircraft, signed in The Hague on 
December 16, 1970 and ratified by Spain on October 30, 1972; and 
 

• European Convention for the Repression of Terrorism, entered into force on August 4, 
1978, and ratified by Spain on May 20, 1980.56 

B.  Judicial Cooperation and Extradition with the U.S. and other Countries 

Competence of Spanish Courts 

The Organic Law on the Judiciary57 provides that Spanish courts have competence in criminal 
cases involving Spanish nationals or foreigners for actions carried out abroad if, according to Spanish 
law, such actions may be characterized as terrorism or another offense.58 

C.  Extradition Treaty  

An extradition treaty with the United States of America was signed in Madrid on May 29, 1970, 
and ratified in Washington, D.C., on June 16, 1971.59  There are three supplementary agreements 
thereto.60 Under the extradition treaty that is relevant to terrorism, the parties can deny an extradition in 
cases where the crime for which the extradition is requested may be subject to the death penalty, unless 
the requesting country offers sufficient guarantees that the death penalty will not be imposed or, if 
imposed, it will not be carried out.61 

 

D.  Adoption of U.N. Resolutions 

Spain has ratified all twelve United Nations conventions on terrorism.62 In the European context, 
Spain signed the European Convention on the Suppression of Terrorism of January 1977 in 1980.63 Spain 

                                                      

56  B.O.E., 1980, 242. 
57  LEY ORGÁNICA DEL PODER JUDICIAL (LOPJ) Law 6/1985 as amended of July 1, 1985, in B.O.E., July 2, 1985. 
58  Id. Art. 23.4.b. 
59  B.O.E., 1971, 220.  
60  B.O.E., 1978, 152; B.O.E., 1988, 121; and B.O.E., 1999, 162. 
61  B.O.E., July 8, 1999. 
62  J. MARTINEZ-SORIA, TERRORISM AS A CHALLENGE  FOR NATIONAL AND INTERNATIONAL LAW: SECURITY VERSUS 

LIBERTY?, COUNTRY REPORT ON SPAIN 532  (Springer, Berlin, 2004). 
63  Ratified on May 9, 1980. 
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also has signed the Council of Europe Convention on Extradition,64 as well as several bilateral 
agreements that are directly or indirectly related to the fight against t 65errorism.  

                                                     

E.  Extradition 

Soon after September 11, Spain arrested several suspects allegedly linked to Al Qaeda, but would 
not extradite them to the U.S. unless it agreed that they would be tried by a civilian court, not by the 
military tribunals envisioned by President Bush.  Spanish officials, however, were willing to share 
information about those arrested,66 including CNI intelligence information on some of the September 11 
hijackers’  activities in Spain, which was requested through a letter rogatory submitted by American 
courts to Spanish courts through the American Consulate in Madrid.67  However, Spain’s police report, 
despite its insights, may be excluded from the United States case against the so-called twentieth hijacker, 
Zacarias Moussaoui.  Spanish law, like most EU countries, prevents any information gathered by its law 
enforcement agencies to be used in a death penalty case, such as Moussaoui’s.68  

Extradition Treaty India-Spain   

India and Spain signed a major treaty to extradite criminals and terrorists on June 20, 2002 
stepping up international cooperation with European nations in the global fight against terrorism.  
Discussions on an agreement on Mutual Legal Assistance in Criminal Matters also were initiated.69  

International Humanitarian and Logistic Teams  

Spain also has provided humanitarian and logistical support to the United States’ military 
operations in Afghanistan, which includes surveillance airplanes and medical units.  Spanish forces also 
are present as part of the International Force of Support for Security (ISAF), created to support the interim 
government in Afghanistan with a team in charge of engineers, deactivation of explosives, et cetera.70 In 
January 2002, a team of computer experts from the United States Federal Bureau of Investigation traveled 
to Spain to assist the Spanish police in de-encrypting computers seized from members of ETA who were 
arrested in a number of recent police operatives in Spain, evidencing the qualitative changes in Spain and 
the United States’ relationship since the September 11 attacks.  This assistance is based on a prior 
Bilateral Technological Cooperation Agreement between the two countries.71 After decades of 
independence and secretiveness among investigative agencies in Europe and the United States, Spain has 
adapted a new post-September 11 spirit of cooperation in international law enforcement.  At present, 
while striking a balance between democratic values and constitutional guarantees of civil liberties, 

 

64  Council of Europe Convention on Extradition,  
65  MARTINEZ SORIA, supra note 62, at 533. 
66  Spain Won’t Send 8 to Terror Tribunals; U.S. Must Agree to Civilian Courts, CHICAGO TRIBUNE, Nov. 24, 2001. 
67  EEUU pide al Servicio Secreto Espanol sus Informes sobre la cumbre de Atta en la costa, at www.elpais.es, July 7, 

2002. 
68  Exposing Al Qaeda’s European Network, BOSTON GLOBE, Aug. 4, 2002. 
69  India Signs Extradition Treaty with Spain, THE HINDU, MADRAS, June 20, 2002. 
70 Espana amplía su Participación en la Operación Libertad Duradera, available at http://WWW.elmundo.es (Feb. 23, 

2002). 
71  TECHNOLOGICAL AND SCIENTIFIC COOPERATION AGREEMENT between Spain and United States, June 10, 1994, in 

B.O.E., Sept. 21, 1995. 

http://www.elpais.es/
http://www.elmundo.es/
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security has become critically important in Spain, as in other countries.  However, because Spain had a 
legal framework for dealing with terrorism before September 11, it was able to respond quickly against 
international terrorist activities within its borders. 

IV.  Administrative Organization 

Creation of a National Antiterrorism Center (CAN) 

The National Antiterrorism Center (CAN) coordinates intelligence work between the National 
Police, the Civil Guard, and the existing National Intelligence Center.  The CAN does not take any 
operational tasks, which are the responsibility of the security bodies and forces. However, the CAN is in 
charge of gathering information from other national and international databases; analyzing information 
gathered; and coordinating operational activities, by evaluating the terrorist threat on a daily basis.72 

According to reports from the CNI, at the time of the March 11 attacks, the CNI, the police and 
Civil Guard had only 150 agents assigned to investigate Islamic terrorism.  Most of the time agents lost 
track of terrorists due to lack of personnel or resources like Arabic translators.  In this regard, the 
government already has increased the number of personnel assigned for intelligence antiterrorist 
investigations by six times. 

Defense 

The New Law on National Defense passed on November 17, 2005,73 provides that express prior 
congressional authorization by the Cortes Generales is required before any Spanish troops are sent abroad 
when the National Defense or National interest of Spain is not at stake.  The Law provides for exceptions 
to this requirement in cases approved by the United Nations, the North Atlantic Treaty Organization, or 
the EU.  In these cases, no prior authorization is required. 

 

                                                      

72  CENTRO NACIONAL DE COORDINACION ANTITERRORISTA, Consejo de Ministros, May 28, 2004, available at 
http://www2.cgae.es/es/contenidos/contenido.asp?iddoc=7641.  

73  LEY DE LA DEFENSA NACIONAL LAW 5/2005 of November 17, 2005 in B.O.E. November 18, 2005. 

http://www2.cgae.es/es/contenidos/contenido.asp?iddoc=7641
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V.  Terrorism Offenses 

A.  Legal Framework of Terrorism 

Criminal Code 

Terrorism-related crimes have been part of the Spanish criminal legal system since the 1944 
version of the Criminal Code.74  However, the current Criminal Code75 adopted in 1995 has defined the 
crime of terrorism to expressly include the armed groups, terrorist organizations, or groups or individual 
terrorists not belonging to such groups that pursue the “subversion of the constitutional order or seriously 
alter public order.”  This wording is a change from the previous law and makes it clear that the crime of 
terrorism may not be considered a “political crime,” therefore making participants subject to extradition 
under the National Constitution.76  

The current Criminal Code has penalized terrorism in a two-part format: (1) as the “crime of 
terrorism” itself, which applies aggravated sanctions for common crimes when perpetrated by terrorists 
and the punishment for those who assist terrorists and (2) as the “crime of illicit associations” for armed 
groups or terrorist organizations. 

Under the title of “Crimes of Terrorism,” the Criminal Code provides that: 

Art. 571  Anyone belonging to, acting on behalf of or assisting armed bands, organizations or 
groups whose goal is to subvert the constitutional order or seriously alter public peace, perpetrate 
the crime of estragos (major damage or destruction) or arson, will be punished with imprisonment 
of fifteen to twenty years, in addition to any other applicable sanction in case of injuries to 
peoples life, physical integrity or health.77 

Art. 572 
1.  Anyone belonging to, acting on behalf of or assisting armed bands, terrorist organizations or 
groups described in the previous article, who attempt attacks against individuals will be punished 
with: 
1) Imprisonment of twenty to thirty years if they caused the death of a person; 
2) Imprisonment of fifteen to twenty years if they caused injuries followed by the loss of organs or 
senses or if there is kidnapping; 
3) Imprisonment of ten to fifteen years if they cause any other injury or illegally detain, threaten or 
coerce a person. 
2. If any of these actions are perpetrated against any Member of the Government, Council of 
Government of Autonomous Communities, Congress of Deputies, Senate or Legislative 
Assemblies of the Autonomous Communities, Local Corporations (municipalities), General 
Council of the Judiciary or Magistrate of the Constitutional Court, members of the Armed Forces, 

                                                      

74  J. E. NSEFUM, EL DELITO DE TERRORISMO-SU CONCEPTO  78 (Editorial Montecorvo, Madrid, 1985). 
75  CÓDIGO PENAL DE 1995 (Tirant Lo Blanch, 5th Edition, Valencia, 2001). 
76  F.MUNOZ CONDE, DERECHO PENAL PARTE ESPECIAL 863, 871 (Tirant LoBlanch, Valencia, 1999). 
77  LAW 11/2003,  and Codigo Penal, art. 571.  
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Forces or Bodies of National Security, Autonomous Communities Police, or Local Entities, the 
punishment will be the upper half of the one provided under 1.78 

Art. 573 The storage of arms or ammunitions or the holding or storage of explosive or 
inflammable substances or devices or parts thereto as well as their manufacturing, trafficking, 
transportation, or provision in any way, will be punished with imprisonment of six to ten years 
when those acts are perpetrated by individuals belonging to, in the service of, or to assisting 
armed bands, terrorist organizations or groups described in the above provisions.79 

 
Art. 574 Anyone belonging to, acting on behalf of or assisting armed bands, or terrorist groups or 
organizations, who perpetrates any other infraction with the goal of subverting the constitutional 
order or seriously altering public peace, will be punished with the upper half of the sanction 
imposed to the pertinent crime.80  

 
Art. 575 Anyone who, with the intention of providing funds to armed bands, terrorist groups or 
organizations mentioned in the above provisions, or encouraging their ends, commits a crime 
against the patrimony, will be punished with the most serious sanction applicable to the pertinent 
offense, in addition to any other applicable sanction under the following provision for 
collaborating thereto.81  

Art. 576 
1. Anyone who carries out, collects or facilitates any collaboration with activities or purposes of 
an armed band or terrorist group or organization will be punished with imprisonment of five to 
ten years and a fine. 82  
2. Collaboration is: information or surveillance of people, assets or facilities; building, 
arrangement, transference or use of lodging or storage; the concealment or training of people 
linked to armed bands or terrorist groups or organizations; the organization of training practices 
or assistance thereto; and in general, any other way of cooperation, assistance or mediation, 
economic or of any other kind, with the activities of said armed bands or terrorist groups or 
organizations. 
When the information or surveillance of people mentioned in the above paragraph, puts lives, 
physical integrity, freedom or assets of those people at risk, the sanction of paragraph 1 
applicable will be the upper half thereof.  If the risk ends up occurring, the perpetrators 
will be punished as accomplices or co-authors.83 

Art. 577 Those who, even when not belonging to an armed band or terrorist group or 
organization, and with the intention of subverting the constitutional order or seriously altering 
public peace or contributing towards those ends, frighten the population or members of a social, 
political or professional community, commit homicide, injuries, illegal detentions, kidnapping, 
threats or coercion of people, or carry out crimes of arson, serious damage, damages, possess, 
manufacture store, traffic, transport or provide arms, ammunition or explosive, inflammable, 
incendiary or suffocating substances or devices or parts thereof will be punished with the 

                                                      

78  Id  art. 572. 
79  Codigo Penal, art. 573. 
80  Id. art. 574. 
81  Id. art. 575. 
82  Id. art. 576.1 
83  Id. art. 576.2. 
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maximum of the sanction applicable to the corresponding crime.84 
 

Art. 578  The praising or justification through any means of public expression or broadcast of the 
crimes provided under arts. 571 to 577 of the Criminal Code or of those involved in its 
perpetration, or the discredit, underestimation or humiliation of the victims of terrorist crimes or 
their family members will be punished with imprisonment of one to two years.  In the decision, 
the judge may also prohibit the perpetrator from approaching or communicating with the victim 
or their family.85   
 

Art. 579  
1. The incitement, conspiracy and propositions to perpetrate the crimes provided under arts. 571 
to 578 will be punished with a lower grade of the sanction applicable to the pertinent crimes. 
2. Those responsible for the crimes provided for under this section, in addition to the sanctions 
applicable under the above provisions, will be punished with “inhabilitacion absoluta” 
(disqualification to hold honors, public employment or office even those elective)86 for a period 
of time six to twenty years over the time of the imprisonment imposed, considering the 
seriousness of the crime, the number of crimes and circumstances of the criminal. 
3. Judges and courts when deciding on the crimes under this section, may, on good grounds, 
reduce by one or two steps the applicable sanction when the criminal has voluntarily abandoned 
his or her criminal activity and confesses before the authorities the actions in which he or she has 
participated and has actively assisted to prevent the actual happening of a crime or effectively 
helped in the gathering of evidence decisive to the identification or capture of other responsible 
individuals or to prevent the action or development of armed bands or terrorist organizations or 
groups to which he or she belonged or with which he or she has collaborated.87  

 
This provision provides for the so-called arrepentido (repentant criminal) who is someone that 
has voluntarily abandoned criminal participation and decided to collaborate with the authorities in 
the investigation to obtain a reduction of his or her sanction.  The current 1995 Criminal Code 
changed some aspects of this procedure.  First, the criminal not only must voluntarily abandon the 
criminal activity but also has either to collaborate actively with the authorities to prevent the 
perpetration of the crime or efficiently to assist in the collection of evidence decisive to the 
identification and capture of the criminals. The new Code does not allow for the total remission of 
the sanction.  It may only be reduced on a well-reasoned basis in the court’s decision.88 

Art. 580 In all crimes related to armed bands or terrorist groups or organizations, a foreign 
court’s decision on a terrorist crime will be considered as equal to a sentence by a national court 
to be computed as a precedent in the criminal record of the accused.89 

 
The Constitutional Tribunal has interpreted this to mean that if the foreign court has 
violated the right to self defense and due process of law guaranteed to an individual 

                                                      

84  Id. art.577. 
85  Id. art. 578. 
86  Id. art. 41. 
87  Id. art. 579. 
88  J. MARTINEZ SORIA, supra note 62, at 869. 
89  Codigo Penal, art. 580. 
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under article 24 of the Spanish Constitution, the aggravated sanction could not be 
applied against that person in a later criminal case in Spain, because it would violate 
principles of public order guaranteed under article 12.3 of the Civil Code, which 
provides that foreign law will not be applicable in Spain if it violates principles of public 
order.90 

The Criminal Code also provides for sanctions to illegal associations, as follows: 
 

Art. 515  Punishable illegal associations are: 
2. Armed bands, terrorist organizations or groups...91  

Art. 516 In the case of the associations provided for under art. 515.2, the applicable sanctions are 
as follows: 
1. To the promoters and directors of armed bands and terrorist organizations or groups and to the 
heads of such groups, imprisonment of eight to fourteen years and inhabilitacion especial (special 
disqualification) to hold public employment or office for eight to fifteen years. 
2. To the members of those organizations, imprisonment of six to twelve years and inhabilitacion 
especial (special disqualification) to hold public employment or office for six to fourteen years.92  
 

Constitutional Provisions 

The National Constitution93 allows an organic law to determine the manner and the situation in 
which – on a case-by-case basis, with the necessary judicial intervention and adequate parliamentary 
control – some basic constitutional rights, such as the right to a maximum time for preventive arrest and 
the inviolability of domicile and correspondence, may be suspended for certain persons with respect to 
investigations regarding the activities of armed bands or terrorist elements.94  This constitutional 
provision was applied in a number of statutes that amended the Code of Criminal Procedure to allow for 
certain departures from constitutional guarantees for terrorists.95  

 

Penitentiary Laws 

Under the Penitentiary Regulation,96 in order for attorneys or legal representatives of a detainee 
or person arrested for a terrorist-related crime to communicate with his client the legal representative will 

                                                      

90  CODIGO CIVIL, art. 12.3. 
91  Codigo Penal, art. 515.2, as amended by LAW 11/2003. 
92  Id. art. 516. 
93  C.E., art. 55.2. 
94  Id. 
95  Id. 
96  REGLAMENTO PENITENCIARIO, Royal Decree 190/1996 of Feb. 9, 1996, in B.O.E., Feb. 15, 1990. 
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have to show official proof of his/her professional standing and a written notice from the competent judge 
stating his standing as defender or legal representative of the detainee.97  

The Law on Criminal Responsibility of Minors98 also provides for special treatment of minors 
less than eighteen years old imprisoned for terrorist related crimes, such as imprisonment for a time that 
may vary according with his age.99 

Code of Criminal Procedure 

The current Code of Criminal Procedure,100 which includes amendments introduced by Organic 
Law 4/1988,101 implements and develops article 55.2 of the National Constitution,102 providing that 
anyone arrested as a suspect for participating in a crime related to terrorist groups or individuals will be 
brought before a competent court within seventy-two hours after their arrest.  However, the detention may 
be extended for the time needed for the investigation up to a maximum of another 48 hours if such 
extension was well founded and requested within the first 48 hours of the detention and is authorized by 
the competent judge 24 hours later. Both the extension’s authorization or its denial must be based upon a 
well-founded decision.103 

Once a person is arrested under the circumstances described above, the competent judge may 
decide to keep him incommunicado upon request.  This has to be decided within twenty-four hours in a 
well- founded decision.  During the period of non-communication, the person arrested still has his right to 
defend himself and related due process rights.104  During the detention, the judge may any time request 
information on the status of the detainee.105 The police may on their own volition arrest suspects of 
terrorist-related crimes wherever they are found, either in an open place or a dwelling. Their authority 
includes the search and seizure of a place in relation to the arrest.  The police also may seize any element 
or instrument found during a search that might relate to the crime in question.  Once the detention and 
search and seizure is complete, the police have to report immediately their reasons and results to a 
competent judge,  with special reference to the arrest, including the intervening officers and any related 
incident that may have occurred during the process.106  

A judge may order the oversight of correspondence and wiretapping of a suspect’s 
communications in a well founded decision.107  However, under urgent circumstances and in criminal 
investigations of activity of armed bands, terrorist elements or rebels, any monitoring decisions may be 
made by the Ministry of Interior or the Director of Security of the State, giving immediate notice to the 

                                                      

97  Id. art. 48.1.2. 
98  ORGANIC LAW 5/2000 of Jan. 12, 2000. 
99  Id. Disposiciones adicionales, No.4. 
100  ENJUICIAMIENTO CRIMINAL (20th Ed., Civitas, Madrid, 1999). 
101  ORGANIC LAW 4/1988 of May 25, 1988, (B.O.E.,  1988, 128). 
102  C.E. 
103  ENJUICIAMIENTO CRIMIINAL, art. 520 bis 1. 
104  Id. art. 520 bis 2. 
105  Id. art. 520 bis 3. 
106  Id., art. 553. 
107  Id. art. 579.3. 
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competent judge, who must either confirm or reject the decision within a maximum of seventy-two hours 
after the oversight of correspondence and wiretapping has been ordered.108 

Finally, anyone holding public employment or office who is indicted and provisionally arrested 
for a crime perpetrated by a person belonging or related to a terrorist group or rebels will be immediately 
suspended from office until the end of the arrest. 109 
 

VI.  Aviation Security 

Security Forces (such as the National Police, Civil Guard, and Municipal Police) and, in certain 
cases, security guards, ensure the safety of passengers at Spanish airports.  All passengers entering the 
boarding area are obliged to go through security control. This entails passing beneath a metal-detector 
arch and having their hand luggage and any other objects they are carrying (i.e., coats, jackets, mobile 
telephones, and keys) scanned.  In order to facilitate the scanning of these objects, and small items, in 
particular, passengers are advised to use the special trays at their disposal.  

Similarly, in line with European Union regulations, AENA (Aeropuertos Españoles y Navegación 
Aerea) has implemented a series of measures to reinforce the safety of passengers and flights without 
affecting the quality of service provided by airports. The main novelties of these measures include the 
inspection of all checked luggage and the random manual checking of passengers and hand luggage.  
European Commission Regulation (EC) 68/2004, which establishes the measures to be applied as 
common safety procedures for civil aviation, lists prohibited articles and differentiates between those that 
passengers are not allowed to take into restricted areas or on board and those that passengers cannot pack 
in luggage that is stored in the hold. 

The hand luggage of all passengers waiting to board is controlled – before accessing the restricted 
security areas or on board the aircraft – using X-ray equipment. Furthermore, manual checks on already 
controlled luggage are carried out constantly and randomly.  Likewise, all passengers accessing the 
boarding area must pass through metal detector arches and are subjected to random manual checks. 

Passengers are not permitted to carry articles into an aircraft’s security-restricted area that may 
pose a risk to the health of the passengers and crew or to the security of the aircraft and its property.  
These prohibited articles include: 

Firearms 

• Any type of firearms (guns, revolvers, rifles, shotguns, et cetera). 
• Replica and imitation firearms. 
• Component parts of firearms (excluding telescopic sighting devices and sights).  

Pointed/edged Weapons and Sharp Objects 

• Axes and hatches. 
• Arrows and darts. 

                                                      

108  Id. art. 579.4. 
109  Id. art. 384 bis. 
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• Crampons. 
• Harpoons and spears. 
• Ice axes and ice picks. 
• Ice skates. 
• Lockable or flick knives with blades of any length. 
• Knives, including ceremonial knives with blades of more than 6 cm, made of metal or any other 

material strong enough to be used as a potential weapon. 
• cleavers. 
• Machetes. 
• Open razors and blades (excluding safety or disposable razors with blades enclosed in cartridge). 
• Sables, swords and swordsticks. 
•  Scalpels. 
• Scissors with blades more than 6 cm in length. 
• Ski and Walking / Hiking poles. 

Sporting Goods 

• Throwing stars. Blunt Instruments Baseball and softball bats. 
• Clubs or batons -rigid or flexible- e.g. Billy clubs, blackjacks, nightsticks and batons, etc. 
• Cricket bats. 
• Golf clubs. 
• Hockey sticks. 
• Lacrosse sticks. 
• Kayak and Canoe paddles. 
• Skateboards. 
• Billiard, snooker and pool cues. 
• Fishing rods 

Martial arts equipment, such as knuckle dusters, clubs, rice flails, num chucks, kubatons, and 
kubasaunts.  

Chemical and Toxic Substances 

• Acids and Alkalis e.g. leaking and/or wet batteries. 
• Corrosive or bleaching substances, e.g. mercury, chlorine. 
• Disablingor incapacitating sprays, e.g. mace, pepper spray, tear gas. 
• Radioactive material, e.g. Medicinal. or commercial isotopes. 
• Poisons. 
• Infectious or biological hazardous material, e.g. infected blood, bacteria and viruses. 
• Material capable of spontaneous ignition or combustion Fire extinguishers.  

 

Additional Measures 

Other non-listed articles may be prohibited.  Reasonable efforts shall be made to inform 
passengers of such articles before they have completed the hold baggage check-in procedure. 
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Royal Decree on the Reinsurance by the State for War and Terrorism Risks That May 
Affect Air Transportation 110 
 

This is a measure taken after the September 11 attacks to cover risks of war and terrorism to air 
transportation companies.  Insurance companies drastically changed the applicable criteria in the coverage 
of these risks and therefore, air transportation companies were only partially covered under the standard 
insurance contract terms effective at that time.  In order to avoid such lack of coverage, the ECOFIN 
decided, within the EU, to allow each Member State to issue additional insurance at least on a temporary 
basis.111  In Spain, the Consorcio de Compensacion de Seguros (CCS) is a state insurance facility that 
guarantees coverage for “extraordinary risks” such as terrorism.  This coverage is part of policies issued 
by private insurance companies that collect premiums on behalf of CCS.112  

VII.  Monitoring Of Persons 

Immigration 

The 1978 Constitution of Spain113 first recognized the constitutional rights of foreigners 
providing that aliens in Spain may enjoy the public freedoms guaranteed to Spanish nationals, except for 
the right to vote in non-municipal elections. The national Constitution also provides that extradition will 
be granted only in compliance with a treaty or the law, keeping with the principle of reciprocity.  
Excluded from extradition are political crimes.  The Constitution expressly provides that acts of terrorism 
are not considered political crimes.114   

 
           Both the present Law on the Rights and Obligations of Foreigners, passed in January 2000 and 
amended in December 2000,115 and the earlier 1985 Law116 dealt with immigration from a policing 
standpoint, providing punishments for violations of the immigration rules rather than managing waves of 
immigration and the entrance of many foreigners into the Spanish labor market. For example, under the 
immigration law in effect prior to the 2000 statute on immigration, the government could only notify an 
illegal alien of the need to leave the country while imposing a fine.117 
 
            The new Law on Foreigners (LOEXIS)118  became effective January 23, 2001, in spite of strong 

                                                      

110  ROYAL DECREE 14/2001 of Sept. 28, 2001, in B.O.E., Sept. 29, 2001. 
111  Id. arts. 1 and 3. 
112  Andrew Bolger, Insurers of Last Resort Get First Look: Terrorism Outside the U.S., FINANCIAL TIMES, London, 

May 24, 2002. 
113  C.E., supra note 1. 
114  C.E. supra note 1, art. 13. 
115  LAW ON FOREIGNERS, Organic Law 4/2000 of Jan. 11, 2000, on the Rights and Obligations of Foreigners in Spain 

and their Social Insertion (LOEXIS), as amended by Organic Law 8/2000 of Dec. 22, 2000, in B.O.E. of Jan. 12 and Dec. 23, 
2000, respectively. 

116  LAW 7/1985 ON FOREIGNERS. 
117  E. Martin, LA LEY DE EXTRANJERÍA, UN A�IO DESPUÉS, in Elpais.es-temas, Jan. 23, 2002. 
118  C.E., art. 3.1. 
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opposition from the opposition party and non-government organizations because of its restrictive 
character that makes it very difficult for an alien to obtain legal status in Spain.119  

Since it became effective, the number of deportations has increased because the government is 
empowered to expel those with an illegal immigration status.  On August 1, 2001, the Regulation of the 
Law on Foreigners120 became effective, providing stricter border control and improvements in the 
coordination of government agencies involved in immigration.  It also provides for the simplification of 
administrative procedures to grant residence and labor permits and regulate the application of sanctions 
for violations thereof.121 

Asylum 

The Law on the Right of Asylum and Refugees, Law 5/1984 as amended by Law 9/1994,122 
abolished the status of asilado (asylee).  Under the former law, de facto refugees and other persons 
deserving asylum for humanitarian reasons were classified as asilados.  Under the new law, only persons 
coming within the definition of “refugee” under the 1951 Geneva Refugee Convention are entitled to 
asylum and an identity card, travel documents, and work permits.  The law also takes away the right to 
apply for asylum from persons whose claims are manifestly unfounded, when another state is responsible 
for the examination of the claim or when there is a third host country.  Persons whose applications for 
asylum have been rejected or whose claims are considered inadmissible must leave Spanish territory, 
whereas previously they had a visa exemption and could apply for residence and work permits.  There is 
an exception for persons fleeing from violence based on ethnic, religious, or political reasons.123 

Visitors 

The LOEXIS and its regulations provide that any alien entering Spain must do so through an 
authorized port of entry and must provide a valid passport or travel document that proves his or her 
identity under the terms of international agreements signed by Spain.124  The visitor also must provide 
evidence of the reason for and conditions under which he is entering Spain, as well as evidence of 
financial support for the time of stay in the country or the ability to get such funds legally.125  All visitors 
need to secure a valid visa to enter Spain, except in those cases where international agreements allow 
otherwise, when the foreigner is a resident,126 or when the foreigner applies as a refugee upon entering 
Spain, which is governed by a different set of rules127 as discussed in the Asylum section. A visitor’s visa 
may be issued for shorter stays up to three months during a six-month period.128 Overstay immediately 
                                                      

119  D. Lopez-Garrido, LA BATALLA LEGAL in ElPais.es, June 16, 2002. 
120  REGULATION OF LAW ON FOREIGNERS, Royal-Decree 864/2001 of July 20, 2001 in B.O.E., July 21, 2001. 
121  Id. at 2. 
122  LAW 5/1984 on the RIGHT OF ASYLUM AND THE REFUGEE STATUS, of Mar. 26, 1984, as amended by LAW 9/1994 of 

May 19, 1994, in B.O.E., Feb. 27, 1984, and May 23, 1994, respectively. “Spain Weighting Tougher Immigration Laws” Agence 
France Press (Madrid), June 5, 2002, available at http://www.unhcr.ch/cgi-bin/texis/vtx/home/. 

123  Id. 
124  LAW ON FOREIGNERS, art. 25.1, and Law on the Right of Asylum and the Refugee Status, arts. 4 and 11. 
125  Id. art. 25.1. 
126  Id. art. 25.2. 
127  Id. art. 25.3 
128  LAW 5/1984 on the RIGHT OF ASYLUM AND THE REFUGEE STATUS, art. 7a. 
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cancels the validity of the visa.129  Foreigners who do not qualify to enter the country under the conditions 
outlined above still may be allowed to do so for humanitarian reasons, the public interest, or based on  
commitments undertaken by Spain.  In these cases, the foreigner will be given the pertinent documents 
provided for in the applicable regulations.130  

Identification of Immigrants 

Foreigners with legal status in Spain are assigned a Numero de Identidad de Extranjeros-NIE 
(identification number),131 which is personal, unique, and exclusive.  This personal number, issued by the 
Direccion General de la Policia (National Police) must be recorded in all documents issued to that person 
including any record of his or her passport or analogous document.132  Foreigners with legal status also 
will  be issued a Tarjeta de Extranjero (foreigner identification card) that states the type of permit that 
person has been given.  The foreigner is required to carry such ID at all times and must show it to any 
pertinent authority upon request.133  Undocumented aliens also may apply in person or in writing for an 
identification document from the Comisaria General de Extranjeria y Documentacion de la Direccion 
General de la Policia, by submitting all available personal documents, even those expired, thatprove their 
identity and nationality.  After reviewing the case, if the applicant does not fall under any of the grounds 
to be denied entry into or expelled from Spain, a documento de identificacion provisional (provisional 
identification document) will be issued.  The ID and related information will be entered into a special 
section of the Central Registry of Foreigners.  Once this ID is issued, the applicant may file for residence.  
If such ID is denied, the applicant must leave the country or be expelled from Spain.134 

            The Central Registry of Foreigners within the jurisdiction of the Directorate of Police records the 
following information about aliens: notice of entry, travel documents, extensions of stays, exceptions for 
visas, registration card, residence permits, work permits and authorizations, rejected petitions, approved 
and rejected petitions of statelessness; change in civil status or domicile that may affect the alien’s 
immigration status in the country, stay limits violations and sanctions under the immigration laws, 
rejected petitions of entry and prohibitions from entry into Spain, prohibitions of exit, administrative and 
judicial expulsions, deportations, forced exits, authorizations for re-entry, certifications of a foreigner’s 
identification number, authorizations for entry and stay.135 
 

Restrictions on the Rights of Foreigners 
 

Although foreigners generally enjoy the right to move freely within Spain and to choose a place 
of residence,136 some restrictions may be imposed under special circumstances, such as a state of siege or 
any other exceptional situation of public security.  These restrictions are intended to be for a limited 
period of time, based on a well-founded decision by the Ministry of Interior, and should be proportionate 
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to the circumstances.137  Restrictive measures cannot exceed the time required by the situation and must 
last only the minimum time while the circumstances under which such measure was taken continues.  The 
measures may include the requirement for the person to appear periodically before competent authorities 
or establish a restricted distance from the border or population areas as specifically defined.138 
 

Spanish Citizenship 
 

An alien may gain Spanish citizenship through: 
 

• naturalization granted at the discretion of the pertinent authorities through a Royal decree 
under extraordinary circumstances;139 
 

• residence of ten years, five years for refugees, and two years for nationals of Latin-
America, Andorra, The Philippines, Equatorial Guinea, or Portugal.140  
 

• residence of one year for those born in Spain; those who have been married to a Spanish 
national for one year and are not separated; widows or widowers of a Spanish national if 
at the time of death they were not separated; one born abroad of a Spanish mother or 
father who were originally Spaniards.141 
 

In all these cases, the residence must have been legal, permanent, and immediately before the 
petition is filed.  The petitioner also must prove good civic character and an acceptable degree of 
integration into Spanish society.142  

 

                                                      

137  Id. art. 5.2. 
138  Id. 
139  CÓDIGO CIVIL, art. 21.1 (La Ley, Madrid, 2000). 
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VIII.  Money Laundering Legislation 

Financial Reporting 

The Law on Money Laundering143 aims to prevent and hinder the laundering of funds derived 
from illegal activities such as those related to armed bands or terrorist groups or organizations.144  Even 
though the Law is primarily addressed at assigning administrative duties of information, collaboration, 
and reporting to financial institutions, it also applies to other professional and business organizations that 
might be used for money laundering purposes, such as insurance companies, pension funds, credit cards 
companies, currency exchanges, casinos, real estate, et cetera.145               

These institutions are required to request identification of clients, closely examine suspicious 
transactions without regard to the amount, store supporting documentation for transactions for five years, 
and submit this information to a Commission for the Prevention of Money Laundering and Monetary 
Infractions that was created by the law to operate within the jurisdiction of the Secretary of Economy.146  
This Law also provides a detailed and comprehensive set of sanctions against the institutions involved for 
omissions or violations thereto.147 

Law on the Prevention and Freezing of Financing of Terrorism148   

This law furthers the objectives of the international treaty on the subject, ratified by Spain in 
April 2002, as well as the domestic laws already in effect against money laundering.  Under this bill, the 
Comision de Vigilancia de Actividades de Financiacion del Terrorismo (Commission of Surveillance of 
Activities Financing Terrorism) is granted the authority, as a precautionary measure, to freeze funds of 
individuals suspected of being involved in terrorism.  This measure is preventative and it is therefore 
limited in time (six months).  After a court order is issued, the freeze may be extended in duration.149  

The constitutionality of this Law has been debated because it arguably grants extraordinary 
powers to an administrative agency to freeze funds and bank accounts in audita parte (without any notice 
to the affected individual) and without any prior judicial authorization.150  

                                                      

143  LAW 19/ 1993 of Dec. 28, 1993 ON MONEY LAUNDERING ( Blanqueo de Capitales) in B.O.E., Dec. 29, 1993. 
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IX.  Restrictions On Freedom Of Expression And Participation In The Political Process 

Use of Internet 

Although there is no specific provision regulating illegal content on the Internet, the 
dissemination of illicit contents through the Internet may fall under a number of provisions of the 
Criminal Code such as encouragement to racial violence through the Web (art. 510), the organization 
through the Internet of activities involving an armed group (art. 576), or the “apology of behavior that 
promotes criminality or praises its author, thus inciting others to commit crimes” (art. 18.1, para. 2).151 
The Internet has become a useful instrument for the commission of such crimes, which is of concern to 
Spanish law enforcement authorities. 

Law on Political Parties 

The Law on Political Parties152 was amended to allow the government or a plurality in either 
House of the Legislature to seek to outlaw a political party that encourages or supports terrorism in an 
express or tacit way or that promotes hatred, violence, and civil confrontation. It also is illegal to 
challenge Spain’s existing democratic institutions. The final decision to outlaw a party has to be made by 
the Supreme Tribunal.153 It also allows for the banning of a party that regroups under a different name.  
This Law targets the party considered to be the political wing of the Basque group ETA, Batasuna. In 
2002 the Spanish Supreme Court was considering a case which could result in Batasuna being outlawed 
if its decision declared the organization supported terrorism.154  In the interim, a Spanish high court judge 
ordered Batusana to suspend its activities for at least three years for its support of ETA.155  

X.  Counter-Terrorism And Protection Of Civil Liberties 

Intelligence Agencies 

Law 11/2002 created the National Center on Intelligence156 (CNI), a financially autonomous 
entity operating under the jurisdiction of the Ministry of Defense,157 to replace the former Superior Center 
of Information for Defense, providing the government with an intelligence agency better adjusted to the 
present national and international environment.  CNI informs the Government of any threat or risk of an 
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attack or aggression against Spain and its institutions.158  It also is responsible for promoting cooperation 
and assistance with foreign intelligence services to better serve its goals.159 

The CNI is required to carry out its activities within the legal framework of Law 11/2002 and 
Organic Law 2/2002160 which provide the rules and procedure for the CNI to obtain judicial authorization 
to perform certain activities that will affect constitutional guarantees, such as the inviolability of the 
domicile and the privacy of communications as provided by articles 18.2161 and 18.3162 of the National 
Constitution.  

According to the new Law, the Director of the CNI has to receive authorization from a competent 
Magistrate of the Supreme Tribunal to take measures that may affect the constitutional guarantees 
mentioned, if such measures are needed to perform his duties.163 The CNI also is subject to Parliamentary 
control, as it will have to submit to secret.164 

Organic Law 2/2002 specifically provides for the appointment of a judge of the Tribunal Supreme 
especially in charge of the judicial control of the CNI.  It also provides that the CNI has to request judicial 
authorization in writing to engage in searches, which may not last longer than twenty-four hours, or in 
wiretapping of communications, mail or e-mails, which may not last longer than three months.  These 
time limits may be extended for additional periods of time.  The request should identify the individuals 
that are the subject of the measure, as well as the reason for it. The judge must respond within seventy-
two hours and twenty-four hours in urgent cases.   

The CNI has to destroy any information collected under intelligence operations that are not 
related to the matter in question. 

Limits on CounterTerrorism Activity 

Spain has been one of the major allies of the United States in the fight against terrorism.  Spanish 
authorities have charged eight suspected members of the al-Qaeda network, one of whom was a 
naturalized Spaniard by marriage to a native Spaniard,165 with involvement in the September 11 attacks.  
This resulted from the previous arrests of thirteen suspects between November 2001 and January 2002.  
Investigative Judge Baltasar Garzon (well known for his involvement in high-profile cases involving 
political corruption, human rights violations, drug lords and arms dealers) has charged the suspects with 
membership in a terrorist organization, along with falsification of documents, robbery, and possession of 
weapons.166  Police seized computer equipment; counterfeit documents, and several weapons.  Also found 
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were videos of Islamic guerilla activities and a large amount of money.  The judge stated that the charges 
against the suspects were based on telephone conversations intercepted by police before the September 11 
attacks.  The group also was recruiting people for terrorist training and provided cover for Islamic 
militants in Spain.  In addition, the group collected funds, mainly through stolen credit cards, robberies, as 
well as money laundering.  One of the suspects is a native Spaniard who is also linked to ETA.167  

XI.  Final Remarks 

The preventive and enforcement role of the security forces in Spain are generally regarded as 
being in compliance with the principles of human rights law.  Most counterterrorism measures require 
authorization from a competent judge who, at the same time, only issues an authorization under very strict 
conditions, which have occasionally operated to such a degree that, in some cases, the courts’ rigorous 
control has reduced the effectiveness of such measures, sometimes provoking public criticism.  
Nevertheless, judicial control is a precondition to a lawful fight against terrorism.  This tension in the law 
is necessary if Spain is to defeat terrorism in the long run without greatly diminishing civil liberties.   
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Senior Foreign Law Specialist 
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UNITED KINGDOM 

LEGAL RESPONSES TO TERRORISM 

The United Kingdom has an extensive anti-terrorism legislative regime, brought 
about in part as a result of ‘The Troubles’ in Northern Ireland that started almost a 
century ago.  The legislative regime is comprised of many areas that aim to prevent acts 
of terrorism in the first instance, such as through extensive stop and search police 
powers and controversial control orders, as well as provisions that create specific 
offenses for acts that, if undertaken for terrorist purposes, carry harsher penalties.  
This report provides a broad overview of all the specific terrorism offenses in the United 
Kingdom, as well as criminal offenses that can be applied to terrorist acts and other 
laws that aim to provide relevant bodies with the authority to prevent acts of terrorism 
from being committed through a number of means. 

I.  Introduction  

The United Kingdom of Great Britain and Northern Ireland (UK) is the collective name of four 
countries, England, Wales, Scotland, and Northern Ireland.  The four separate countries were united 
under a single Parliament in London, known as the Parliament at Westminster, through a series of Acts 
of Union.1  The UK recently has undergone a period of devolution with the creation of a Scottish 
Parliament, a National Assembly in Wales, and an Assembly in Northern Ireland (which currently is 
suspended) that have the ability to legislate in certain issues.   

A.  Government 

The UK has a constitutional monarchy.  The Crown is the Head of State and has legal powers, 
although these are now largely ceremonial.  The Crown must act upon the advice of its Ministers, who 
form the executive and are appointed by the Prime Minister.  Ministers are typically elected Members 
of Parliament and thus are required to answer for their actions in Parliament.2  The term “Crown” 
often refers interchangeably to either the monarch or executive, although as the powers of the monarch 
have been drastically reduced, the term is used primarily to refer to the executive branch of the 
government, which is deemed to act on the monarch’s behalf.  The UK has a bicameral Parliament 
consisting of the House of Lords, the Upper House that is composed of hereditary3 and life peers, and 
the House of Commons, which is the Lower House and the elected body.   

B.  Legal System  

The legal system in England, Wales, and Northern Ireland is primarily based upon Roman law, 
with considerable Anglo-Saxon influence.  It is a common law system, with the judiciary interpreting 

                                                      

1  Stat Wallie 1284, 12 Edw. 1 (repealed); Union with  Scotland Act 1706, 6 Ann c. 11 (as amended); the Union 
with Ireland Act 1800, 38 & 40 Geo. 3, c. 67; the Government of Ireland Act 1920, c. 67 10 & 11 Geo. 5 (repealed).    

2  SIR WILLIAM WADE, ADMINISTRATIVE LAW (8th ed. 2000).   

3  See House of Lords Act 1999, c. 34 (providing for the gradual abolishment of hereditary peers). 
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statutes passed by Parliament and following precedence.  Scottish law continues to have a larger degree 
of divergence to that of the system of England, Wales and Northern Ireland, with its basis on English 
law, notably after, Roman law and Canon law mixed with the Scottish native customary law.4   

C.  Incidences of Terrorism 

The use of acts of violence to terrorize and instill fear in the civilian population is not a new 
phenomenon and has been used for centuries as a means to achieve political objectives or highlight 
causes.  The biggest planned, albeit unsuccessful, incident of terrorism in the UK dates back to 
November 5, 1605.   A group of disaffected individuals, headed by Guy Fawkes, were caught 
attempting to detonate thirty-six barrels of gunpowder in the cellar of the Parliamentary buildings 
during the State Opening of Parliament with the intention of assassinating the King of England and 
Scotland, a number of prominent Bishops, nobles, and members of the House of Commons.  Guy 
Fawkes and his associates were imprisoned, tortured, and, after a trial in which they were not allowed 
legal representation, sentenced to being hung, drawn, and quartered.5   

Acts of terrorism in modern day UK are typically associated with the partition of Northern 
Ireland6 in May 1921, which led to thetroubled relationship between the UK and the Republic of 
Ireland.  Prior to the events of July 7, 2005, most terrorist acts were domestic in nature with the 
exception of the Lockerbie disaster in December 1988.  Pan Am flight 103 exploded over the Scottish 
town of Lockerbie resulting in the deaths of 270 people, including all on board the flight as well as a 
number of people on the ground.  This incident fueled stringent standards for aviation security.7  Other 
incidents that the government considers to be domestic terrorism relate to those conducted by extremist 
animal rights and environmental activists.   

i.  Terrorism Related to Northern Ireland  

A civil rights movement in the 1960s saw the arrival of British peacekeeping troops in Northern 
Ireland followed by increased guerilla attacks by the Irish Republican Army (IRA), its successive 
splinter groups, dissident factions, and the Loyalist opposition.  The escalation in violence led to the 
introduction of a number of controversial measures that many considered draconian, including 
internment without trial in 1971. This response had the opposite effect and provided the IRA with the 
opportunity to gain more support and recruits for their cause.  The 1970s were the bloodiest and most 
active years for both the IRA and its splinter groups, particularly the Provisional IRA (PIRA), which 
conducted numerous bombings and shootings followed by ceasefires, failed negotiations, and 
subsequent increases in violence.     

The PIRA overtook the official IRA in terms of the threats posed to British interests, 
conducting a series of assassinations and bombings aimed at not only officials and military and police 
forces, but also civilians and commercial targets, causing numerous human casualties and millions of 

                                                      

4  ENID A. MARSHALL, GENERAL PRINCIPLES OF SCOTS LAW (6th ed. 1995). 

5  House of Lords, The Gunpowder Plot: Parliament and Treason 1605, http://www.gunpowderplot.parliament.uk/ 
(last visited Jan. 24, 2006).  

6  Government of Ireland Act 1920, 10 & 11 Geo. 5 c. 67 (repealed).  

7  See also BBC News, Analysis: The Whole Story?, Jan. 31, 2001, available at 
http://news.bbc.co.uk/1/hi/world/europe/1146240.stm.  

http://www.gunpowderplot.parliament.uk/
http://news.bbc.co.uk/1/hi/world/europe/1146240.stm
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dollars in damages.8  The incidents of terrorism caused by the IRA and its splinter groups substantially 
declined in the late 1990s following several mediated negotiations between the British and Irish 
governments and the Belfast Agreement (also known as the Good Friday Agreement).9

ii.  International Acts of Terrorism  

The UK experienced its first modern, substantial act of international terrorism on its soil on 
July 7, 2005, when a series of four coordinated bombs exploded on the public underground 
transportation system in London during rush hour, killing fifty-six people and injuring hundreds more.   
This incident brought the city’s public transportation to a grinding halt, stranding millions of commuters 
as emergency services attended to casualties and the police conducted investigations.  The bombings 
validated the governments and police forces’ predictions and fears that it was never a matter of if, but 
when, an international terrorist attack would occur on British soil.  Exactly two weeks after the initial 
attacks on July 21, 2005, London faced another series of, fortunately, unsuccessful bombings that again 
highlighted the limitations of the legislative measures the government can take to prevent such acts.       

D.  Current Threat of Terrorism  

The UK’s Intelligence Agencies do not publicly comment on the general level of threat posed to 
the UK.  Despite this closed response on threat assessment, the Security Service, the UK’s domestic 
intelligence agency, has acknowledged that the security threat in the UK remains fairly high and has 
provided a general statement that the threat of international terrorism in the UK remains real and 
serious: 

Whilst the UK has faced a variety of terrorist threats in the past, a unique combination of factors 
- namely the global reach, capability, resilience, sophistication, ambition and lack of restraint of 
Al Qaida and associated groups from around the world - place the current threat on a scale not 
previously encountered.10     

i.  Threat Posed by International Terrorism  

After the September 11, 2001, attacks, the British police conducted an investigation to 
determine the “extent of the Al Qaeda network in the UK.”11 It was discovered that the UK has been 
home to a number of terrorists, including those associated with al-Qaeda,12 with results from the police 
investigation indicating that there were “substantially more” than one hundred Britons actively 
supporting al-Qaeda.13  Law enforcement officials believe that the UK has been used as a “covert 

                                                      

8  MI5: The Security Service, Provisional Irish Republican Army (PIRA) 2004, available at 
http://www.mi5.gov.uk/output/Page388.html. 

9  BELFAST (GOOD FRIDAY) AGREEMENT, 1998 Cm. 3883, and the Northern Ireland Act 1998, c. 47, available at 
http://www.nio.gov.uk/agreement.pdf; see also House of Commons Library Research Paper, The Northern Ireland Bill, 
Implementing the Belfast Agreement [Bill No. 229], July 1998, Research Paper 98/76.   

10  MI5: The Security Service, International Terrorism, 2004, available at 
http://www.mi5.gov.uk/output/Page8.html. 

11  Id. 

12  Id. 

13  The Security Service has stated: “British and foreign nationals linked to or sympathetic with Al Qaida are known 
to be present within the UK. They are supporting the activities of terrorist groups in a range of ways … In some cases they 

http://www.mi5.gov.uk/output/Page388.html
http://www.nio.gov.uk/agreement.pdf
http://www.mi5.gov.uk/output/Page8.html
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breeding ground for extremists and sympathizers of Osama Bin Laden,” in part as a result of 
disaffection and disillusionment in the Muslim Community.14 Foreign security experts claim this is a 
result of poor immigration controls and civil liberty protections, combined with a preoccupation with 
the Irish problem.15    

British Muslims have been targeted by Muslim extremist groups who have openly attempted to 
recruit them, disperse them to military training camps throughout the Middle East, and “radicalize” 
them.16  The groups have used provocative statements to attract new recruits, such as, America declares 
war on 1.5 billion Muslims worldwide, what is your duty? and have distributed videos of Islamic 
extremist activities around British Mosques.  The funds raised from the sale of the videos are used for 
the Islamic cause17 and have reportedly attracted a “significant number of sympathizers.”18  Two high 
profile individuals allegedly influenced by extremist Muslim groups in the UK are Zacarias Moussaoui, 
reportedly the twentieth September 11 hijacker who received Islamic education in the UK, and “shoe 
bomber” Richard Reid.  In addition to threats posed by these larger players in the terrorist community, 
a significant threat is posed by less visible homegrown terrorists in small unsophisticated groups who 
manage to remain on the periphery of the intelligence services’ radar and who conduct attacks using 
readily available, inexpensive items and information obtained from the Internet.19   

In response to the complex nature of threats posed from international terrorists, the Joint 
Terrorism Analysis Centre (JTAC) has provided a three-tier model of assessment in early 2005 to help 
define the varying degrees of connection between suspected terrorists and the al-Qaeda leadership with:  

‘Tier 1’ describing individuals or networks considered to have direct links with core Al Qaida; 
‘Tier 2’, individuals or networks more loosely affiliated with Al Qaida; and ‘Tier 3’, those 
without any links to Al Qaida who might be inspired by their ideology. In May 2005 JTAC 
judged that the majority of its concerns focused on individuals and groups from Tiers 2 and 3, 
who were only loosely affiliated to Al Qaida or entirely separate (albeit with shared ideological 
beliefs).20

In a blow to the government’s foreign policy, a leaked memorandum from the Joint Intelligence 
Committee notes that the war in Iraq is “an important motivating factor … in the radicalisation of 
                                                                                                                                                                           

have also been engaged in directly planning, or attempting to carry out, terrorist attacks.”  MI5: The Security Service, Threat 
to the UK from International Terrorism,  http://www.mi5.gov.uk/output/Page269.html (last visited Jan. 23, 2006). 

14  Id. 

15  Lee Elliot Major, Muslim Student Group Linked to Terrorist Attacks, Sept. 19, 2001, GUARDIAN (London), 
available at http://education.guardian.co.uk/students/story/0,,554652,00.html. 

16  MI5: The Security Service, Threat to the UK from International Terrorism, 
http://www.mi5.gov.uk/output/Page269.html (last visited Jan. 23, 2006); Mark Townsend, Official: Iraq war led to July 
bombings, GUARDIAN (London) Apr. 2, 2006, available at 
http://www.guardian.co.uk/attackonlondon/comment/story/0,,1745177,00.html. 

17  Jason Burke, Terror Video Used to Lure UK Muslims: Mosque Recruitment Film Shows Bin Laden Slayings, THE 

OBSERVER (London), Jan. 27, 2002.  

18  This type of action is now an offense under the Terrorism Act 2006, c. 11. 

19  Mark Townsend, Leak Reveals Official Story of London Bombings, Apr. 9, 2006, GUARDIAN (London), available 
at http://www.guardian.co.uk/attackonlondon/story/0,,1750155,00.html.  

20  INTELLIGENCE AND SECURITY COMMITTEE, REPORT INTO THE LONDON TERRORIST ATTACKS ON 7 JULY 2005, 2006, 
Cm. 6785, ¶ 98. 

http://www.mi5.gov.uk/output/Page269.html
http://education.guardian.co.uk/students/story/0,,554652,00.html
http://www.mi5.gov.uk/output/Page269.html
http://www.guardian.co.uk/attackonlondon/comment/story/0,,1745177,00.html
http://www.guardian.co.uk/attackonlondon/story/0,,1750155,00.html


Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 11 

British Muslims and for those extremists who view attacks against the UK as legitimate, …  has re-
energised and refocused a wide range of networks in the UK, … reinforced the determination of 
terrorists who were already committed to attacking the west and motivated others who were not,” 
rather than bringing stability and security to the country.21

The Security Service has noted that a threat of terrorism is posed to the economy as a result of 
the outsourcing of a large proportion of British jobs overseas.  This threat is notably present in the 
manufacturing sector, as outsourcing has necessitated the use of container ships to transport goods from 
Asia to Europe. This situation has casued concerns about maritime terrorism by al-Qaeda, or 
individuals that sympathetic with al-Qaeda as the ships pass through areas that “are a breeding ground 
for Islamic Terrorists … particularly the Malacca Strait, the corridor that separates Malaysia and the 
Indonesian island of Sumatra.”22  An attack of this kind may be hard to prevent and could result in a 
substantial, sustained economic impact if the security of these trade routes were targeted.23   

ii.  Northern Ireland   

While the current threat of terrorism posed by the IRA’s various factions has diminished in 
response to the Good Friday Agreement, it has not disappeared entirely.  One pivotal aspect of the 
Good Friday Agreement was the establishment of a democratically elected Northern Ireland Assembly 
with an executive and legislative branch and the power to legislate in certain areas devolved from the 
Parliament at Westminster.  The Northern Ireland Assembly had a troubled beginning and has been 
suspended since October 14, 2002, due to concerns that the IRA had not decommissioned all of its 
arms.  The Assembly’s suspension caused apprehension that the IRA could be subject to pressure from 
a number of sectors to resume its para-military activities.24   

In December 2004, the largest robbery in UK history saw the theft of £26 million 
(approximately $46 million) from a bank in Northern Ireland.  The crime was attributed to the IRA and 
gave rise to concerns that its paramilitary activities would soon resume.  This concern has not yet been 
realized, with the IRA announcing in July 2005 that it would formally cease all acts of violence25 and 
declaring on September 2005 that it had destroyed all of its arms.26  However, John Burton, the former 
Prime Minister of Ireland and current European Union Ambassador to the U.S., has stated that while 
the IRA may have destroyed its arms, it has not yet dismantled its military structure.27  Additionally, 
                                                      

21  Mark Townsend, Leak Reveals Official Story of London Bombings, Apr. 9, 2006, OBSERVER (London), available 
at http://www.guardian.co.uk/attackonlondon/story/0,,1750155,00.html; Richard Norton-Taylor, Iraq War ‘Motivated London 
Bombers,’ Apr. 3, 2006, GUARDIAN (London), available at 
http://www.guardian.co.uk/attackonlondon/story/0,,1745522,00.html.  

22  Michael Evans, Extremist Animal Rights Activists Pose Main Threat to Economy, THE TIMES (London), Dec. 10, 
2004, available at  http://www.timesonline.co.uk/article/0,,2-1396891,00.html.  

23  MI5: The Security Service, Threat to the UK from International Terrorism, 
http://www.mi5.gov.uk/output/Page269.html (last visited Jan. 23, 2006). 

24  Id.  

25  BBC News, IRA Statement in Full, July 28, 2005, available at 
http://news.bbc.co.uk/1/hi/northern_ireland/4724599.stm.  

26  INDEPENDENT INTERNATIONAL COMMISSION ON DECOMMISSIONING, REPORT OF THE INDEPENDENT INTERNATIONAL 

COMMISSION ON DECOMMISSIONING (Sept. 2005), available at http://www.nio.gov.uk/iicd-report.pdf.  

27  Hon. John Bruton, Ambassador of the European Union to the United States of America, Address to Washington 
Foreign Lawyers Association (Feb. 16, 2006).  

http://www.guardian.co.uk/attackonlondon/story/0,,1750155,00.html
http://www.guardian.co.uk/attackonlondon/story/0,,1745522,00.html
http://www.timesonline.co.uk/article/0,,2-1396891,00.html
http://www.mi5.gov.uk/output/Page269.html
http://news.bbc.co.uk/1/hi/northern_ireland/4724599.stm
http://www.nio.gov.uk/iicd-report.pdf
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reports as recently as January 2006 accuse the IRA of continued involvement in organized crime,28 and 
threats continue to be posed to British interests by a number dissident factions that reject the Good 
Friday Agreement, notably the ‘Real’ IRA (RIRA) and the Continuity IRA (CIRA).  These groups 
conduct acts in Northern Ireland29 that aim to create disruption amongst businesses rather than loss of 
life.30  

iii.  Other Sources of Terrorism  

The UK faces threats of domestic terrorism from extremists within groups such as animal rights 
activists, left and right wing nationalists, and Welsh and Scottish nationalists.  MI5 has assessed these 
groups and believe they have limited capabilities to mount a substantive terrorist attack.31  The 
government currently addresses individuals belonging to these groups through existing criminal laws 
and public order legislation. 

While the government has opted to treat animal rights extremists and other such groups under 
public order legislation, the impact of terrorist activity, such as extremists targeting scientists and 
researchers, on the bioscience industry’s development is considerable.  The UK’s bioscience industry is 
the second largest in the world, it directly and indirectly employs over 300,000 people, and it was the 
largest exporter of pharmaceutical products in 2004.32  The campaigns sustained by animal rights 
extremists pose a substantial threat to the British economy due to the intimidation caused to affected 
companies.  A 2004 report analyzing the risks of terrorism on British stated that animal rights 
extremists could potentially cost Britain an investment loss of up to £16 billion per year, compared to 
an estimated one time loss of £16 billion for a single catastrophic al-Qaeda attack.33   

E.  Impact of Terrorism on Public and Commercial Life 

The impact of terrorism on the public and commercial life in the UK has been varied.  The 
effects of more than thirty years of IRA violence, deaths of more than 2,100 people, and the economic 
effects caused by the IRA and other Republican groups between 1969 and 1999 has left an indelible 
mark on the British and Irish public; but, it also has demonstrated the peopulation’s considerable 
resilience.   

                                                      

28  BBC News, IRA ‘is still involved in crime,’ Jan. 17, 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/northern_ireland/4622126.stm.  

29  MI5: The Security Service, Northern Ireland – Related and Domestic Terrorism, 
http://www.mi5.gov.uk/output/Page160.html (last visited Jan. 23, 2006).  

30  MI5: The Security Service, Dissident Irish Republican Terrorist Groups,                             
http://www.mi5.gov.uk/output/Page29.html (last visited Jan. 23, 2006).  

31  MI5: The Security Service, Other Domestic Sources of Threat, http://www.mi5.gov.uk/output/Page31.html (last 
visited Jan. 27, 2006).  

32  HOME OFFICE ET AL., ANIMAL WELFARE – HUMAN RIGHTS: PROTECTING PEOPLE FROM ANIMAL RIGHTS 

EXTREMISTS ¶ 30 (July 2004), available at http://police.homeoffice.gov.uk/news-and-publications/publication/operational-
policing/humanrights.pdf?view=Binary.   

33  Michael Evans, Extremist Animal Rights Activists Pose Main Threat to Economy, THE TIMES (London), Dec. 10, 
2004, available at http://www.timesonline.co.uk/article/0,,2-1396891,00.html.   

http://news.bbc.co.uk/2/hi/uk_news/northern_ireland/4622126.stm
http://www.mi5.gov.uk/output/Page160.html
http://www.mi5.gov.uk/output/Page29.html
http://www.mi5.gov.uk/output/Page31.html
http://police.homeoffice.gov.uk/news-and-publications/publication/operational-policing/humanrights.pdf?view=Binary
http://police.homeoffice.gov.uk/news-and-publications/publication/operational-policing/humanrights.pdf?view=Binary
http://www.timesonline.co.uk/article/0,,2-1396891,00.html
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i.  Insurance 

Two schemes are in place to provide compensation for commercial damages caused by acts of 
terrorism.  One scheme applies solely to Northern Ireland and is based on the War Damages Act from 
World War II, in which insurance companies are not involved in compensation to individuals that 
experience damage to buildings from terrorist acts, with money coming solely from public funds.34  
The other scheme applies to mainland Britain and is a more recent inception, resulting from IRA 
bombings in the early 1990s.  The latter scheme is the focus of this section of this report. 

It has been estimated that IRA bombings cost the government £600 million (approximately 
US$1 billion) from 1973 to 1993.35  The high costs of these terrorist incidents to businesses caused 
concern for insurance companies that they could not carry the costs of insurance coverage related to 
acts of terrorism.  This fact was exemplified in 1993 when terrorist bombings in London killed one 
person, injured more than forty others, destroyed a medieval church and caused almost £350 million 
(approximately US$600 million) in damages.  The high insurance payouts caused a financial crisis 
within the insurance industry and almost led to the collapse of Lloyd’s of London.36  These acts led the 
Association of British Insurers to recommend the exclusion of terrorist acts from general policies and 
the provision of separate insurance to cover events caused by terrorist acts with a payment cap of 
£100,000 (approximately US$180,000).37   

To provide sufficient coverage for property damage caused by terrorist attacks in Britain and 
fill the void left by the exclusion of terrorism from insurance policies, the government established an 
agreement known as the Retrocession Agreement in which it acts as the reinsurer of last resort if 
insurance companies experience a shortfall of funds.38  Under the Retrocession Agreement, insurance 
companies provide insurance coverage of up to £100,000 (approximately US$180,000) for damange 
caused by terrorist acts.  If businesses wish to obtain additional coverage to apply to acts of terrorism, 
they must pay an additional premium that is then paid into a mutual insurance pool (also known as 
reinsurance pool or pool re).  Policyholders can make withdrawals only for commercial property that is 
damaged by fire or explosion caused by a terrorist attack.39  If the monies in pool re are insufficient to 
cover the amount claimed, the insurers are responsible for a further 10 percent levy with the 
government to cover the remainder.40

                                                      

34  Take Cover Against Terror, ESTATES GAZETTE, Nov. 3, 2001, at 142.     

35  William Gloyn & Bain Clarkson, Insurance Against Terrorism – the Provisions Made by the Insurance Companies 
and the Government, June 9, 1993, L.S.G. 90.22 (20); see also William Gloyn & Bain Clarkson, Postbo – Insurance Rates, 
June 30, 1993, L.S.G. 90.25 (11). 

36  BBC News, IRA Bomb Devastates the City of London, Apr. 24, 1993, available at 
http://news.bbc.co.uk/onthisday/hi/dates/stories/april/24/newsid_2523000/2523345.stm.  

37  William Gloyn & Bain Clarkson, Insurance Against Terrorism – the Provisions Made by the Insurance Companies 
and the Government, June 9, 1993, L.S.G. 90.22 (20); see also William Gloyn & Bain Clarkson, Postbo – Insurance Rates, 
June 30, 1993, L.S.G. 90.25 (11); House of Commons Library Standard Note, Terrorism Insurance and Pool Re, 
SN/BT/3198, Sept. 2004, at 2.   

38  Reinsurance (Acts of Terrorism) Act 1993, c. 18. 

39  Take Cover Against Terror, ESTATES GAZETTE, Nov. 3, 2001, at 142.     

40  House of Commons Library Standard Note, Terrorism Insurance and Pool Re, SN/BT/3198, Sept. 2004, at 2.    

http://news.bbc.co.uk/onthisday/hi/dates/stories/april/24/newsid_2523000/2523345.stm
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The events of September 11, 2001, caused yet another rethink in the way insurance was 
supplied to cover property damages.  Through negotiations, damages covered by insurance companies 
were extended from those caused solely by fire or explosion due to terrorist acts to almost all scenarios 
including “all risks caused by terrorist acts, including damage from nuclear attacks, flooding and 
contamination.”41  Insurance covering domestic dwelling houses also was clarified, with acts of 
terrorism and war damages still excluded to keep policy costs at an affordable level.42

ii.  Social Impact

In the immediate wake of the London bombings in July 2005, more people turned to private, 
rather than public, transportation despite the high costs of using private vehicles in London due to both 
fuel prices and the congestion charge.43  The resilience of the British public was demonstrated yet again 
in what some called a “Churchillian hand signal to the bombers” when over half a million people came 
into central London to watch the Queen parade down the mall in an open car flagged by World War II 
veterans to Buckingham Palace.44    

The aftermath of the London bombings saw a temporary increase in the number of religious 
hate crimes across the UK, as a number of groups exploited the religious background of the bombers to 
advance and promote their own agendas.45  A report determined that the swift response of the 
government and Muslim community leaders in condemning these acts, combined with a careful media 
response, that distinguished the bombers from the general Muslim community, prevented a trend of 
these incidents from occurring.46   

iii.  Tourism  

Despite the stoic actions of the British public, the impact of the terrorist incidents had a 
negative economic impact.  Reports asserted industry figures and the government did not acknowledge 
the severe impact on tourism and other businesses in London.47  The Historic Royal Palaces, a charity 
group that operates a number of key tourist sights in London, has estimated that the fall in attendance at 
the Royal Tower of London will cost the group £5 million (approximately $8 million).48  The London 
tourism body, Visit London, has provided estimates that tourism dropped by 21 percent from July to 
September 2005 when compared to the same period in 2004.49  Visit London, VisitBritain, and the 

                                                      

41  Id.   

42  Id.   

43  Information obtained from contact in Parliament.  The congestion charge is a daily fee payable by road users in 
the central London area. 

44  John Simpson, London Bombs Need Calm Response, BBC News, Aug. 31, 2005, available at 
http://news.bbc.co.uk/1/hi/uk/4671577.stm. 

45  EUROPEAN MONITORING CENTER ON RACISM AND XENOPHOBIA, THE IMPACT OF JULY 2005 LONDON BOMB 

ATTACKS ON MUSLIM COMMUNITIES IN THE EU 3 (Nov. 2005), available at 
http://eumc.europa.eu/eumc/material/pub/London/London-Bomb-attacks-EN.pdf. 

46  Id. 

47  Nicola Woolcock, Tower Boss Calls for Honesty over Slump, THE TIMES (London), Dec. 8, 2005, available at 
http://www.timesonline.co.uk/article/0,,22989-1915798,00.html. 

48  Id. 

49  Id. 

http://news.bbc.co.uk/1/hi/uk/4671577.stm
http://eumc.europa.eu/eumc/material/pub/London/London-Bomb-attacks-EN.pdf
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government are working together to coordinate a long– and short-term strategy for recovery through the 
Tourism Industry Emergency Response Group.50

F.  Legislative Response International or Domestic Oriented 

 The British legislative response to terrorism was initially oriented towards domestic terrorism, 
most notably the IRA, and took the form of temporary emergency legislation that specifically applied to 
Northern Ireland.  A substantial review of counterterrorist legislation, conducted in 1996, concluded 
terrorism no longer solely related to the “Irish problem” and, with regard to Northern Ireland, even 
with a lasting peace, splinter groups and factions would continue to pose a threat.51  In the years prior 
to the events of September 11, 2001, the government sought to modernize legislation that applied to 
England, Scotland, and Wales, as well as Northern Ireland, and address all forms of terrorism with an 
“appropriate and effective range of measures, which are [sufficiently flexible and] proportionate to the 
reality of the threats that we face and are of practical operational benefit … [and] enable the UK to 
cooperate more fully in the international fight against terrorism.”52  As a result of these considerations, 
the Terrorism Act 200053 (TA or 2000 Act) was enacted.  The events of September 11, 2001, caused 
the government to reassess its antiterrorism legislation and amend it to expand its ambit and help 
increase its effectivity with regard to international terrorism.    

II.  Legislative History  

The history of antiterrorism legislation in the UK is expansive and dates back nearly a century.  
To maintain focus, this report will consider the more recent pieces of antiterrorism legislation that 
apply to the entire UK. 

A.  Legislation Prior to September 11, 2001 

The UK’s antiterrorism laws typically have been reactive and enacted as emergency temporary 
legislation that essentially became permanent through constant renewal.  The antiterrorism laws have 
their genesis in the troubled relationship between Great Britain and Ireland over the partition of 
Northern Ireland in May 1921.  The break-up was accompanied by the enactment of “special powers” 
legislation conferring wide powers of arrest, questioning, detention, and internment of persons involved 
in what the British considered terrorist acts in Northern Ireland. 

Modern legislation in the UK is based on the Northern Ireland (Emergency Provisions) Act 
197354 and the Prevention of Terrorism (Temporary Provisions) Act 1976,55 which were enacted in 
response to attacks by the IRA.  The 1974 Act introduced, for the first time, increased powers to deal 

                                                      

50  Id.  

51  HOME OFFICE, INQUIRY INTO LEGISLATION AGAINST TERRORISM, 1996, Cm. 3420. 

52  BBC News, Head to Head: New Terrorism Act, Feb. 11, 2001, available at 
http://news.bbc.co.uk/1/hi/uk_politics/talking_politics/1178705.stm.

53  Terrorism Act 2000, c. 11, §§ 62-64.  This enabled the UK to ratify two UN Conventions dealing with terrorism: 
the Convention for the Suppression of Terrorist Bombings and the Convention for the Suppression of the Financing of 
Terrorism. 

54  Northern Ireland (Emergency Provisions) Act 1973, c. 53.   

55  Prevention of Terrorism (Temporary Provisions) Act 1976. 

http://news.bbc.co.uk/1/hi/uk_politics/talking_politics/1178705.stm
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with terrorist attacks on mainland Britain.  Due to the wide powers given to the police and the potential 
for abuse, the government decided the Act should be temporary and subject to annual renewal.  The 
then Home Secretary stated, “I do not think that anyone would wish these exceptional powers to remain 
in force a moment longer than is necessary.”56  To ensure this outcome, the legislation contained a 
“sunset clause” requiring that it be renewed each year after its necessity was reviewed.  Despite this 
sunset clause, the Acts were continuously renewed and ultimately ended up having a permanent place 
on the statute books.  

The TA57 was the first piece of antiterrorism legislation formally placed on a permanent basis in 
the UK.  Despite being drafted when there was hope of a tentative peace in Northern Ireland, it 
contains an extensive set of powers applying solely to Northern Ireland.  Such powers are subject to 
review and include the ability to stop and question individuals, to arrest them, to enter premises, to 
seize materials, and various other police and army powers.58  It also authorizes the Secretary of State to 
proscribe organizations he believes are concerned in international, domestic, or Irish terrorism and 
makes membership in, and activities connected to, such organizations unlawful.  Many of these 
provisions are still in force, although a large amount have been expanded and amended in subsequent 
antiterrorism legislation. 

B.  Legislation Enacted After September 11, 2001 

The September 11, 2001, attacks were not only devastating to the United States, they also had a 
large impact in the UK and resulted in the loss of a number of British citizens.  In response to the 
attacks, the UK passed emergency legislation in the form of the Anti-Terrorism, Crime and Security 
Act 2001 (ATCSA or 2001 Act) within three months of their occurance.59  The ATCSA was intended 
to strengthen the existing antiterrorism legislative regime to ensure that the UK has necessary powers to 
counter the increased threat terrorists pose.  Many critics of the ATCSA considered that the UK was 
already the most “legally fortified country in Europe.”60  They believed the government was 
introducing powers for broader purposes that only passed because of the current climate,61 which they 
claimed made effective scrutiny of the Bill difficult.  Opposition was due, in part, to cynicism that past 
emergency legislation always managed to find a permanent place on the statute books and a supposedly 
comprehensive piece of antiterrorism legislation that addressed the threat of international terrorism had 
been passed only one year earlier.  Other concerns related to the extensive powers the ATCSA granted, 
which have been perceived as depriving “terrorist suspects of basic human rights and undermin[ing] the 
values that it intends to protect.”62  

An adverse ruling from the House of Lords that the preventive detention of suspected 
international terrorists under the ATCSA was contrary to the European Convention on Human Rights 
(ECHR) necessitated additional legislation to fill a void that would be created by the expiry of the 
                                                      

56  882 PARL. DEB. H.C. (6th ser.). 642. 

57  Terrorism Act 2000, c. 11.  

58  Id. §§ 65-113. 

59  Anti-terrorism, Crime and Security Act 2001, c. 24. 

60  CLIVE WALKER, BLACKSTONE’S GUIDE TO THE ANTI-TERRORISM LEGISLATION (2002). 

61  Sally Broadbridge, The Anti-Terrorism Crime and Security Bill: Introduction and Summary, Research Paper 
01/101, at 26. 

62  Anti-Terrorism, Crime and Security Bill, First Report, 2001, H.C. 351. 
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legislation.63  The government introduced the Prevention of Terrorism Bill, which once again caused 
controversy as it deprived individuals suspected of terrorist activities of a number of their most 
fundamental human rights, notably the right to a fair trial.  Members of Parliament thought extreme 
care should be taken in examining the Bill before they removed a right granted in the Magna Charta.  
The bill was “ping ponged” between the House of Commons and House of Lords and led to a thirty 
hour sitting in the Lords, the longest sitting in its history.  It was eventually passed in a watered down 
form that established a regime of control orders for suspected international terrorists (discussed later in 
this report) that is subject to annual renewal.64  

C.  Legislation Following the July 2005 Bombings 

In the wake of the July 2005 terrorist bombings in London, Prime Minister Tony Blair held a 
press conference in which he asserted that the “rules of the game” for terrorists were changing:  

This has been a most terrible and tragic atrocity that has cost many innocent lives …when 
[terrorists] try to intimidate us, we will not be intimidated.  When they seek to change our 
country or our way of life by these methods, we will not be changed.  When they try to divide 
our people or weaken our resolve, we will not be divided and our resolve will hold firm.  We 
will show, by our spirit and dignity, and by our quiet but true strength that there is in the British 
people, that our values will long outlast theirs.  The purpose of terrorism is just that, it is to 
terrorise people, and we will not be terrorised … let no-one be in any doubt, the rules of the 
game are changing … coming to Britain is not a right and even when people have come here, 
staying here carries with it a duty … to share and support the values that sustain the British way 
of life. Those who break that duty and try to incite hatred or engage in violence against our 
country and its people have no place here.65   

Despite the existing and extensive antiterrorism legislative regime,66 Mr. Blair announced a 
forthcoming twelve-point plan against terrorism that would take a tougher stance against individuals 
who encourage or advocate terrorism to disrupt the recruitment and training of would-be terrorists and 
to make it more difficult for these individuals to remain in or enter the UK.67  The controversial 
measures were oposed in an unusual way by Mr. Blair in a press statement provided the day before he 
left for a summer vacation.  A number of newspapers reported that some members of his own cabinet, 
many of whom were also on vacation, were not fully aware of the measures he proposed until the 
statement was released.68   

Mr. Blair proposed a combination of legislative and administrative changes, supplementing the 
existing comprehensive antiterror legislation with the aim of closing legal loopholes.  The measures not 
requiring legislation had an immediate effect, although some were not implemented until after a brief 
public consultation.  Those requiring legislation were introduced during the 2005-2006 Parliamentary 

                                                      

63  This issue is addressed in greater detail below. 

64  Prevention of Terrorism Act 2005, c. 2.  

65  Prime Minister Tony Blair, Statement, July 21, 2005.  

66  Terrorism Act 2000 c. 11; Anti-terrorism, Crime and Security Act 2001, c. 24; and the Prevention of Terrorism 
Act 2005, c. 2. 

67  Prime Minister Tony Blair, Statement, Aug. 5, 2005.  

68  Steve Richards, We Need Calm Effective Action on Terror, Not This Rush to Media-Pleasing Headines, 
INDEPENDENT (London), Aug. 11, 2005, at 27. 
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session as the Terrorism Bill.  The proposals tackled the issue of “home grown” extremists.  To 
prevent isolation and encourage a sense of “British pride” amongst immigrants, Mr. Blair announced 
that the requirements to obtain British citizenship were to be reviewed with the intention of raising the 
threshold to encourage greater integration, and these measures were implemented without any 
legislation.  The government also is looking to establish, with the Muslim community, an advisory 
commission on integration.  Furthermore, the government is considering an extension of its current 
powers to deprive a person of citizenship or naturalization rights if it believes the person has engaged in 
extremism.   

The Terrorism Bill faced considerable controversy and scrutiny in both the House of Commons 
and the House of Lords and led to a government defeat in the House of Commons and a rebellion from 
within the Prime Minister’s Labour Party.69  Many of its proposals were defeated, with a number of 
Members from Mr. Blair’s own party voting against them.  Proposals that have been defeated or 
dropped include those that would enable terrorist suspects to be detained for up to ninety days and the 
closure of extremist mosques.  The Bill was eventually passed without these provisions and came into 
force in April 2006.70

The incorporation of the ECHR71 into the UK’s national law by the Human Rights Act 199872 
has caused the government some problems.  The government claims that the judiciary use this Act to 
overturn a vast number of laws passed by Parliament and does not observe the intent of the legislation.  
It repeatedly has expressed frustration with the courts and accused it of “judicial activism,”73 
particularly with regards to the use of Article 3 of the ECHR to block attempts to deport radical Muslim 
clerics that preach extremist views.  The government has argued that the judiciary has interpreted 
individual rights in a manner that takes precedence over the UK’s national security.  Mr. Blair stated 
“it is important that the laws we regard as important and necessary are passed and upheld”74 and he 
hoped judges would revise their interpretation of Article 3 and move towards the UK’s national security 
needs in light of the July bombings,75 by using Article 2, which provides for the right to life.  Mr. Blair 
has strongly indicated that if this change does not occur, he is willing to introduce legislation and 
amend the Human Rights Act with regards to the interpretation of Article 3.  The practical difficulties 
of either derogating from Article 3 of the ECHR or introducing legislation to instruct Judges on the 
interpretation of Article 3 may prove to be prohibitive as the courts are likely to strike down 
instructions on how they should interpret the law and, if derogation is even legally permissible, it may 
come at a high political cost. 

                                                      

69  BBC News, Blair says MPs are Out of Touch, Nov. 10. 2005, available at 
http://news.bbc.co.uk/1/hi/uk_politics/4423678.stm.   

70  Terrorism Act 2006, c. 11. 

71  European Convention for the Protection of Human Rights and Fundamental Freedoms, opened for signature Nov. 
4, 1950, 213 U.N.T.S. 222.   

72  Human Rights Act 1998, c. 42. 

73  Brendan Carlin et al., Howard Attacks Courts on Terrorism, DAILY TELEGRAPH (London) Aug. 10, 2005, at 1.  

74  George Jones and Sebastian Berger, Blairs on Collision Course over Laws to Beat Terrorism, Daily Telegraph 
(London) July 27, 2005 at 5. 

75  James Blitz & Ben Hall, Prime Minister Pushes to Shut the Gates to Londonistan, FINANCIAL TIMES (London) 
Aug. 6, 2005 at 2.  

http://news.bbc.co.uk/1/hi/uk_politics/4423678.stm
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D.  Duration 

The Prevention of Terrorism Acts relating to Norther Ireland were implemented as emergency 
temporary legislation that essentially became permanent through constant renewal.  With the exception 
of a few, more controversial provisions, the TA, ATCSA, Prevention of Terrorism Act, and Terrorism 
Act 2006 are all permanent pieces of legislation.  The use of clauses that allow the expiry of certain 
provisions in the antiterrorism acts were likely used by successive governments as a compromise to 
enable legislation to be entered into the statute books in response to an urgency to pass such measures.  
The use of these clauses has been somewhat nullified by the government’s ability and willingness to 
consistently renew these measures.      

III.  International Cooperation 

The UK has emphasized the need for international cooperation to wage the most effective fight 
against terrorism.   

In the aftermath of September 11, 2001, the Prime Minister stated his support for an 
international coalition “to combat terrorism [that] has come together out of a shared recognition that 
only a global response can succeed.”  The UK has also recognized the importance of international 
cooperation to combat the financing of terrorism and has stated: 

Just as there should be no safe haven for those who perpetrate terrorism, so there should no 
hiding place for those who finance terrorism.  To deliver this requires action in the UK, across 
Europe and globally … Britain will support improved technical assistance to those countries that 
need to enhance their counter terrorist capacity, so that no country will offer a hiding place for 
terrorist finance.76

It further recognized the need for effective mechanisms to share intelligence and, as a 
result, has “increased the bilateral co-operation between countries faced with the threat of 
terrorism … increasing and improving the sharing of intelligence. Before September 11th [the 
UK] had 12 bilateral counterterrorism programmes.  Now [it has] over 80.”77

The UK is party to all the major international conventions regarding terrorism: 

• Convention on Offenses and Certain Other Acts Committed on Board Aircraft 
(December 4, 1969); 

• Convention for the Suppression of Unlawful Seizure of Aircraft (December 22, 1971); 

• Convention for the Suppression of Unlawful Acts Against the Safety of Civil Aviation 
(October 25, 1973); 

• Convention on the Prevention and Punishment of Crimes against Internationally 
Protected Persons, including Diplomatic Agents (New York, December 14, 1973); 

• European Convention on the Suppression of Terrorism (October 25, 1978); 

                                                      

76  435 PARL. DEB., H.C. (6th ser.) (2005) 57WS.  

77  Jack Straw, Speech at the Royal United Services Institute (RUSI): Global Response to Terrorism (Jan. 16, 2006). 
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• European Convention on the Suppression of Terrorism (July 24, 1978);  

• Convention on the Prevention and Punishment of Crimes against Internationally 
Protected Persons, including Diplomatic Agents (May 2, 1979);  

• International Convention Against the Taking of Hostages (December 22, 1982);   

• Protocol for the Suppression of Unlawful Acts of Violence at Airports Serving 
International Civil Aviation, Supplementary to the Convention for the Suppression of 
Unlawful Acts against the Safety of Civil Aviation, done at Montreal on 23 September 
1971 (Montreal, February 24, 1988); 

• Convention for the Suppression of Unlawful Acts against the Safety of Maritime 
Navigation (October 10, 1988); 

• Protocol for the Suppression of Unlawful Acts against the Safety of Fixed Platforms on 
the Continental Shelf (October 10, 1988); 

• Convention on the Physical Protection of Nuclear Material (October 6, 1991); 

• Convention on the Marking of Plastic Explosives for the Purpose of Detection (June 21, 
1998); 

• International Convention for the Suppression of the Financing of Terrorism (March 7, 
2001);  

• International Convention for the Suppression of Terrorist Bombings (March 7, 2001); 
and  

• International Convention for the Suppression of Acts of Nuclear Terrorism (April 13, 
2005).  

A.  U.S.-UK Counterterrorism Agreements 

The UK and the United States have a long and established close relationship.  The UK has been 
one of the United States’ closest allies in the war on terrorism and the war in Iraq, providing not only 
political support but also a considerable number of troops and money.  In addition, the UK enters into 
international agreements on behalf of its overseas territories, many of which have significant and 
strategic locations for defense purposes.  This fact, combined with the “special relationship” between 
the UK and the United States, is reflected in a number of formal and informal agreements that the 
countries have with each other.  The most significant recent bi-lateral agreements relating to terrorism 
and defence are the following:  

• Agreement between the Government of the United Kingdom of Great Britain and 
Northern Ireland and the Government of the United States of America for Co-operation 
in Research and Development of Weapons Detection and Protection-Related 
Technologies, Washington, July 3, 2002; 
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• Agreement between the Government of the United Kingdom of Great Britain and 
Northern Ireland and the Government of the United States of America on Cooperation 
in Science and Technology for Critical Infrastructure Protection and other 
Homeland/Civil Security Matters, Washington, June 14, 2004;  

• Agreement with the United States of America regarding the sharing of forfeited or 
confiscated assets or their equivalent funds, Washington, March 31, 2003; 

• Exchange of Notes with the United States of America amending the Treaty on mutual 
legal assistance in Criminal Matters, Washington, May 1, 2001;  

• Memorandum of Understanding between the United States and the United Kingdom 
regarding the assignment of a missile defence liaison officer to the United States 
Strategic Command, with annex, London and Omaha, February 5 and 23, 2004; 

• Memorandum of Understanding between the United States and the United Kingdom 
concerning ballistic missile defence, with attachment, Brussels, June 12, 2003; 

• Memorandum of Understanding between the United States and the United Kingdom 
concerning collaboration on land battlespace systems, with annex, Saint Louis, 
December 15, 2004;  

• Memorandum of Understanding between the United States and the United Kingdom 
relating to principles governing cooperation in research and development, production, 
procedures and logistics support of defence capability, with annexes, December 13 and 
16, 2004;  

• Arrangement regarding the assignment of United Kingdom military personnel to United 
States’ command, with annex, appendix, London and Omaha, May 24 and June 3, 
2004. 

• Exchange of notes between the Government of the United Kingdom of Great Britain 
and Northern Ireland and the Government of the United States of America concerning 
the construction of a monitoring facility on Diego Garcia, British Indian Ocean 
Territory (British Indian Ocean Territory Agreement 1999). London, June 18 and July 
21, 1999; 

• United Kingdom of Great Britain and Northern Ireland Exchange of notes constituting 
an agreement concerning the availability for defense purposes of the British Indian 
Ocean Territory. London, December 30, 1966; 

• Exchange of notes constituting an agreement concerning the establishment on Ascension 
Island of an additional facility to be operated on behalf of the United States Air Force. 
London, July 15, 1997;  

• Treaty on mutual legal assistance in criminal matters (with appendices and exchange of 
notes). Washington, January 6, 1994;  



Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 22 

• Agreement concerning the investigation of drug trafficking offences and the seizure and 
forfeiture of proceeds and instrumentalities of drug trafficking (with annexed form). 
London, February 9, 1988; 

• Agreement for promotion of aviation safety. London, December 20, 1995; 

• Exchange of notes constituting an agreement concerning defence cooperation 
arrangements. Washington, May 27, 1993; and 

• Agreement concerning the investigation of drug trafficking offences and the seizure and 
forfeiture of proceeds and instrumentalities of drug trafficking (with annexed form). 
London, February 9, 1988.  

B.  Judicial Cooperation and Extradition  

The Extradition Act 2003 contains the current law governing extradition in the UK.78  The 
Extradition Act 2003 repealed all prior extradition laws79 with the intent of implementing the European 
Arrest Warrant, and creating an efficient and effective extradition system through a streamlined single 
appeals process, a simplified process to authenticate foreign documents, and modifications to prevent 
duplications in processes.   

Under the Extradition Act 2003, the UK’s extradition partners are placed in one of two 
categories by Order in Council made by the Secretary of State and approved by both the House of 
Commons and the House of Lords.80  The Extradition Act 2003 provides that extradition can occur for 
countries that are not designated in either category but are party to an international convention to which 
the UK is a signatory and for which extradition obligations arise in relation to specific conduct.81   

                                                      

78  Extradition Act 2003, c. 41.   This Act was passed following an extensive consultation.  See HOME OFFICE, THE 

LAW ON EXTRADITION: A REVIEW (Mar. 2001).  The UK currently has bi-lateral extradition treaties with the following 
countries: Albania; Argentina; Austria; Belgium; Bolivia; Brazil; Chile; China (Hong Kong Special Administrative Region 
only); Columbia; Cuba; Czechoslovakia (applies to both the Czech and Slovak Republics); Denmark; Ecuador; El Salvador; 
Finland; France; Germany; Greece; Guatemala; Haiti; Hungary; Iceland; India; Iraq; Israel; Italy; Liberia; Luxembourg; 
Mexico; Monaco; Netherlands; Nicaragua; Norway; Panama; Paraguay; Peru; Poland; Portugal; Romania; San Marino; 
Thailand (Siam); Spain; South Africa (Orange Free State only); Sweden; Switzerland; United States of America; Uruguay; and 
Yugoslavia (applies to Yugoslavia FR, Bosnia & Herzegovina, and Croatia).     

79  Extradition Act 1989, c. 33.  The Extradition Act 1989 had consolidated provisions relating to extradition from 
three earlier pieces of legislation – namely, the Criminal Justice Act 1988, c. 33; the Fugitive Offenders Act 1967, c. 68; and 
the Extradition Act 1870, 33 & 34 Vict c. 10 (as amended).   

80  Section 223 of the Extradition Act 2003, c. 41 requires than any orders made to designate a country must be laid 
before Parliament and approved by a resolution from both the House of Lords and House of Commons.  See, e.g., Extradition 
Act 2003 (Designation of Part 2 Territories) Order 2003, SI 2003/3334; see also Extradition Act 2003 (Amendment to 
Designations) Order 2004, SI 2004/1898.   

81  Extradition Act 2003, c. 41 § 193.  The Extradition Act 2003 (Parties to International Conventions) Order 2005, 
SI 2005/46 extends the provisions of the Extradition Act 2003 in specific circumstances provided for by treaty to the following 
countries: Afghanistan; Algeria; Angola; Bahrain; Belarus; Benin; Bhutan; Burkina Faso; Burundi; Cambodia; Cameroon; 
Cape Verde; Central African Republic; Chad; China; Comoros; Congo; Costa Rica; Cote D’Ivoire; Democratic People’s 
Republic of Korea; Djibouti; Dominica; Dominican Republic; Egypt; Equatorial Guinea; Ethiopia; Gabon; Guinea; Guinea-
Bissau; Honduras; Indonesia; Islamic Republic of Iran; Japan; Jordan; Kazakhstan; Republic of Korea; Kuwait; Kyrgyzstan; 
Lao People’s Democratic Republic; Lebanon; Libyan Arab Jamahiriya; Madagascar; Mali; Marshall Islands; Mauritania; 
Micronesia, Federated states of; Mongolia; Morocco; Mozambique; Myanmar; Namibia; Nepal; Niger; Oman; Pakistan; 
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Extradition procedures under each category vary, with category one primarily serving to 
implement the European Arrest Warrant and create a “fast track” extradition procedure for Member 
States of the Council of Europe.82  Categorization is based on the country’s relationship with the UK, 
any extradition procedures negotiated between the UK and its partners, and a number of other 
criteria.83  The UK had recent success utilizing these procedures with the extradition from Italy to the 
UK of a suspect in the attempted London bombings in July 2005.84  

Among the most controversial provisions contained in the Extradition Act are those that 
implement the European Arrest Warrant, particularly the removal of the dual criminality requirement85 
for certain offenses.86  Civil liberty groups in the UK were outraged because they believe the removal 
of dual criminality for category one countries may result in miscarriages of justice due to the 
uncertainty of some laws in other European countries.87   

For countries that fall into category two, the requirement for prima facie evidence can be 
removed by Order in Council.  There currently does not appear to be any requirements in the Act 
detailing the circumstances under which such an Order in Council can be introduced; however, it would 
be necessary for it to be approved by both Houses of Parliament and then signed by the Queen in the 
Privy Council88 before it may come into force.  

The Extradition Act 2003 clearly provides that extradition must not be ordered to category two 
countries where the person has, or could be, sentenced to death unless a written notice is received that 

                                                                                                                                                                           

Palau; Philippines; Qatar; Rwanda; Sao Tome and Principe; Saudi Arabia; Senegal; Sudan; Suriname; Syrian Arab Republic; 
Tajikistan; Togo; Tunisia; Turkmenistan; United Arab Emirates; Uzbekistan; Venezuela; Vietnam; and Yemen.   

82  See also Crown Prosecution Service, Extradition, http://www.cps.gov.uk/publications/communications/fs-
extraditionindex.html (for an overview of extradition procedures) (last visited Feb. 6, 2006).  

83  Extradition Act 2003, c. 41.  The Home Office has stated that category one countries would most likely be EU 
Member States.  The Extradition Act 2003 specifically prohibits countries that maintain the death penalty for general criminal 
offences from being in category one.     

84  BBC News, Italy to Extradite Bomb Suspect, Aug. 17, 2005, available at 
http://news.bbc.co.uk/2/hi/uk_news/4158228.stm.   

85  Also known as double criminality, dual criminality is the requirement that the crime must be an offense in both 
the state requesting extradition and the requested state. 

86  The offenses are listed in the Council Framework Decision on the European Arrest Warrant and the Surrender 
Procedures between Member States, art. 2.2, O.J. (L 190), 18/07/2002, 0001-0020. 

87  Julian M. Joshua, The DOJs New Foreign Policy Weapon, C.L.I. 4.10 (12).  

88  The Privy Council is composed of the Crown and an unlimited number of individuals (currently about 4,000) 
appointed by the Crown from what are considered to be high-ranking members of society; from individuals that have, or 
currently hold, high political office; very senior servants; and eminent scientists.  By convention, all members of the Cabinet 
(the Executive) become Privy Councillors.  See ENGLISH PUBLIC LAW (Prof. David Feldman et al. eds., 2004).   The Privy 
Council has the ability to legislate through Orders in Council.  This power is either conferred through an Act of Parliament or 
provided for through the Royal Prerogative, a residual power derived from the common law that does not require an Act of 
Parliament to grant authority to be exercised by the executive government in the name of the Crown.  See CONSTITUTIONAL 

AND ADMINISTRATIVE LAW (Hilaire Barnett 3rd ed. 2000).  Orders in Council issued under the Royal Prerogative generally are 
considered to be primary legislation.  While the Privy Council has the ability to legislate, it does not have a consultative or 
deliberative function.  It meets to “confer formal legal validity on instruments that have already been agreed upon in the 
[appropriate] Cabinet or a department.”  See ENGLISH PUBLIC LAW ¶ 3.54 (Prof. David Feldman et al. eds., 2004).  This work 
of the Privy Council is undertaken by selected members of the Cabinet and the Queen (known as Her Majesty in Council) or 
by the Privy Council acting without the Queen, with any decisions being later confirmed by Her Majesty in Council.     

http://www.cps.gov.uk/publications/communications/fs-extraditionindex.html
http://www.cps.gov.uk/publications/communications/fs-extraditionindex.html
http://news.bbc.co.uk/2/hi/uk_news/4158228.stm
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provides adequate assurance that the death penalty will not be imposed, or carried out if it has already 
been imposed.89  The Extradition Act states that this requirement has no effect if the person has 
consented to his extradition.  

The Extradition Act 2003 removed the opportunities individuals had under the old system to 
apply for multiple hearings and appeals and provides a single form of appeal, based on either fact or 
law that is heard after the Secretary of State has decided whether or not to extradite.90  In all cases of 
appeal, the Extradition Act 2003 sets a time frame during which the appeal must be considered.  Failing 
to meet this time frame results in the discharge or quashing of any extradition order.91  

i.  U.S.-UK Extradition Treaty 

The UK and United States signed a new bilateral Extradition Treaty92 (the Treaty) in 2003, 
updating extradition practices between the two countries.  The Treaty brings the United States 
approximately into line with current practices between the UK and Member States of the Council of 
Europe.  

Article 8 of the Treaty addresses the evidentiary requirement for extradition. This Article 
requires a number of pieces of information to support an extradition request.  The request should 
include a description of the person sought; a statement of the facts on the offense; and the text of the 
law describing the offense and its punishment.  When either government requests the extradition of a 
person who has already been convicted of the offense, the Treaty requires that the person sought is the 
person who has been found guilty of the offense; a copy of the judgment or memorandum of 
conviction; a copy of the sentence imposed; and for those convicted in absentia, information about the 
circumstances under which the person was voluntarily absent from the proceedings.  

Individuals whose extradition is sought for the prosecution of a crime, a copy of the charging 
document, warrant, or order of arrest is required.  If extradition is sought from the United States for an 
person facing prosecution in the UK, the Treaty requires that the provided information establish a 
reasonable basis that the person sought committed the offense in question.93  Controversially, this 
provision does not apply to cases where the United States requests the extradition of a person facing 
prosecution from the UK as, despite the United States’ retention of the death penalty preventing its 
designation as a category one country, the UK has passed an Order in Council removing the 
requirement for the United States to show a prima facie case when applying for a person’s extradition.94  
This situation has caused considerable uproar and ill feeling in the UK, as the United States has not 
applied a reciprocal provision to UK extradition requests, and, still more controversial, has failed to 
ratify the US-UK Treaty while obtaining the advantages of procedures contained in the Extradition Act 
2003.  The Conservative Party claimed “the treaty was sold as being necessary to deal with terrorism 

                                                      

89  Extradition Act 2003, c. 41, § 94. 

90  Id. § 93. 

91  Extradition Act 2003, c. 41, §§ 26-34 (category one countries) & §§ 103-116 (category two countries). 

92  EXTRADITION TREATY BETWEEN THE GOVERNMENT OF THE UK OF GREAT BRITAIN AND NORTHERN IRELAND AND 

THE GOVERNMENT OF THE UNITED STATES OF AMERICA, 2003, Cm. 5821.   

93  Id. art. 8(3)(c). 

94  Extradition Act 2003 (Designation of Part 2 Territories) Order 2003, SI 2003/3334, ¶ 3.  
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and serious crime, but is being used to require extradition of offenders with a minimal connection with 
the US.”95

The UK is not bound by the Order in Council that removes the prima facie evidence 
requirement for the United States, as a fundamental British Convention is that Parliament cannot bind 
itself.  Thus, there is an implied power to revoke, amend, or reenact any instrument made.  For Orders 
in Council made through powers conferred by an Act of Parliament, an additional Order in Council can 
be passed in the same manner that revokes the original Order.96  The Conservative Party has proposed 
and amendment to the Treaty in the Police and Justice Bill97 that would:  

restrict extradition to the US under the Act to terrorism cases until such time as full reciprocity 
is granted by the US … [and] place safeguards to ensure that extradition will not happen if the 
alleged crime was one which could be tried here under domestic jurisdictions and there is no 
clear causal link with the US.98   

However, for a number of what could be mainly political reasons it appears unlikely that such a 
provision will be enacted.  

C.  Adoption and Compliance with U.N. Resolutions 

The UK has adopted and actively implemented United Nations (U.N.) resolutions regarding 
terrorism to include not only those applying specifically to terrorism, Iraq, and Afghanistan, but also 
those applying to other areas experiencing civil unrest, such as Haiti.     

 
The U.N. Resolutions relating specifically to terrorism that the UK has actively applied include 

Security Council Resolution 1373 of 28th September 2001, implemented into the national legislation of 
the UK by the Terrorism (United Nations Measures) Order 2001, S.I. 2001, No. 3365 (as amended), 
and Security Council Resolution 1390 of 16th January 2002, implemented by the al-Qaeda and Taliban 
(United Nations Measures) Order 2002, S.I. 2001, No. 111.  Further UN resolutions regarding export 
controls, notably those that applied to Iraq under the regime of Saddam Hussein, have been 
implemented under provisions provided for in the UK’s Export Control Acts.99     

                                                      

95  Christopher Hope and Russell Hotten, MP’s Hit Out at ‘One-Sided’ Treaty with America, TELEGRAPH (London), 
Mar. 7, 2006, available at 
http://www.telegraph.co.uk/money/main.jhtml?xml=/money/2006/03/07/cnterbil07.xml&menuId=242&sSheet=/portal/2006
/03/07/ixportal.html.  

96  Interpretation Act 1978, c. 30, § 14.   

97  Police and Justice Bill 2005-6, H.C. Bill 119. 

98  Hope & Hotten, supra note 97. 

99  Listed below are the statutory instruments that implement these sanctions and restrict transactions with Iraq.  The 
Iraq (United Nations Sanctions) Order 2000, SI 2000/3241; the Iraq (United Nations) (Sequestration of Assets) (Dependent 
Territories) Order 1993, SI 1993/1245; the Iraq (United Nations) (Sequestration of Assets) (Jersey) Order 1993, SI 1993/1799; 
the Export of Goods (Control) (Iraq and Kuwait Sanctions) Order 1990, SI 1990/1640; the Iraq and Kuwait (United Nations 
Sanctions) (Amendment) Order 1990, SI 1990/1768; the Iraq and Kuwait (United Nations Sanctions) Order 1990, SI 
1990/1651; the Iraq and Kuwait (United Nations Sanctions) (Dependent Territories) (Amendment) Order 1990, SI 1990/1770; 
the Iraq and Kuwait (United Nations Sanctions) (Dependent Territories) Order 1990, SI 1990/1652; the Iraq and Kuwait 
(United Nations Sanctions)(Second Amendment) Order 1990, SI 1990/2144; the Iraq and Kuwait (United Nations Sanctions) 
(Channel Islands) Order 1990, SI 1990/1771; the Iraq (United Nations) (Sequestration of Assets) (Isle of Man) Order 1993, SI 
1993/1575; the Iraq (United Nations) (Sequestration of Assets) (Guernsey) Order 1993, SI 1993/1798; the Iraq (United 
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As a result of the active implementation U.N. Resolution 1373,100 the UK immediately froze all 
“bank accounts associated with the individuals and organizations named in the U.S. Treasury’s suspects 
lists and … seized in total £180,000 [approximately US$320,000] held by those identified.”101  The UK 
has frozen thirty five bank accounts that contain a total of more than £63 million (approximately 
US$115,000).102 Customs and Excise in the eighteen months prior to October 15 2002 had made eighty-
nine arrests of people believed to have laundered over £590 million (approximately US$1 billion).103   

IV.  Administrative Organizations  

The UK does not have one agency that is solely responsible for counterterrorism.  Instead, it 
utilizes the “expertise and resources of other departments, agencies, and wider organisations such as the 
emergency services and bring them together to work on specific aspects of the delivering the [UK’s] 
counter-terrorism strategy (CONTEST).”104  The CONTEST involves all areas of society, government 
departments and emergency services and is based upon “Prevention, Pursuit, Protection, and 
Preparedness.”105

A.  The Main Agencies in Charge of Counterterrorism 

The UK has four intelligence and security agencies, which commonly referred to collectively as 
the Agencies or the Intelligence Services.  These Agencies consist of the Secret Intelligence Service 
(SIS), also known as MI6 (with the MI standing for Military Intelligence), the UK’s overseas intelligence 

                                                                                                                                                                           

Nations) (Sequestration of Assets) Order 1993, SI 1993/1244; the Iraq and Kuwait (United Nations Sanctions) (Dependent 
Territories) (Amendment) Order 1997, SI 1997/1175; the Control of Gold, Securities, Payments and Credits (Republic of Iraq) 
Directions 1990, SI 1990/1616; the Dual-Use Items (Export Control) (Amendment) Regulations 2001, SI 2001/1344; the Iraq 
and Kuwait (United Nations Sanctions) (Amendment) Order 1998, SI 1998/3163; the United Nations (Sanctions) (Amendment) 
Order 2000, SI 2000/1106; the Export of Goods (Control) (Iraq and Kuwait Sanctions) (Amendment) Order 1999, SI 
1999/1776; the Control of Gold, Securities, Payments and Credits(Republic of Iraq) (Revocation) Directions 2000, SI 
2000/3271; the Caribbean Territories (Control of Gold, Securities, Payments and Credits: Kuwait and Republic of Iraq)Order 
1990, SI 1990/1625; the Export of Goods (Control) Order 1994 (Amendment) Order 1994, SI 1994/1632; the Iraq (United 
Nations Sanctions) (Isle of Man) Order 2000, SI 2000/3245; the Iraq (United Nations Sanctions) (Channel Islands) Order 
2000, SI 2000/3244; the Iraq (United Nations Sanctions) (Overseas Territories) Order 2000, SI 2000/3242; the Dual-Use and 
Related Goods (Export Control) (Amendment No. 4) Regulations 1997, SI 1997/2759; the Export of Goods (Control) 
(Amendment No. 3) Order 1997, SI 1997/2758; the Export of Goods (Control) (Amendment No.4) Order 1989, SI 1989/1270; 
the Dual-Use and Related Goods (Export Control) Regulations 1995, SI 1995/271; the Iraq and Kuwait (United Nations 
Sanctions) (No. 2) Order 1990, SI 1990/1987; the Iraq and Kuwait (United Nations Sanctions) (Dependent Territories) (No. 2) 
Order 1990, SI 1990/1988; the Dual-Use and Related Goods (Export Control) Regulations 1996, SI 1996/2721; the Dual-Use 
and Related Goods (Export Control) (Amendment) Regulations 1995, SI 1995/1424; and the Export of Goods (Control) Order 
1991, SI 1991/2666. 

100  The Terrorism (United Nations Measures) Order 2001, S.I. 2001, No. 3365; The Al-Qaeda and Taliban (United 
Nations Measures) Order 2002, S.I. 2001, No. 111. 

101  372 PARL. DEB., H.C. (6th ser.) 940 (2001). 

102  Id.; National Statistics, UK 2002, at 240. 

103  BBC News, Bureaux de Change Under Scrutiny, Oct. 1, 2001, available at 
http://news.bbc.co.uk/1/hi/business/1573099.stm.  

104  Home Office, Counter-terrorism Strategy, http://security.homeoffice.gov.uk/working-with-partners/ (last visited 
Feb. 16, 2006). 

105 Home Office, Counter-terrorism Strategy, http://security.homeoffice.gov.uk/working-with-partners/ (last visited 
Feb. 16, 2006). 
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agency; Government Communications Headquarters (GCHQ), the UK’s Signals Intelligence Gathering 
Agency (SIGNET); and the Security Service, also known as MI5, the UK’s domestic intelligence agency.  
A Serious and Organised Crime Agency (SOCA) was provided for in a 2005 law to bring together the 
functions of the National Criminal Intelligence Service, the National Crime Squad, the investigative 
functions of Her Majesty’s Customs and Excise, and the responsibilities of the Home Office for organized 
immigration crime.  SOCA has only recently come into operation in April 2006.106  The Security Service 
has statutory responsibility to protect the national security of the UK from international threats, including 
those from terrorism.  It is supported in this role by the SIS and GCHQ who provide intelligence gathered 
from overseas.107

B.  Security Service  

The Security Service existed for decades without formal legal footing or official 
acknowledgment of its existence.  It operated on the basis that it was regulated through its 
accountability to Parliament.108  This changed in the late 1980s with the enactment of the Security 
Service Act 1989,109 which placed the Service on a statutory basis for the first time in its history.  The 
1989 Act was passed as a result of an adverse ruling from the European Court of Human Rights, 
combined with a shift in governmental policy towards increased openness and accountability.  Some 
considered that placing the Service on a legislative basis would compromise its ability to perform its 
functions, however, these concerns rapidly became secondary to calls for increased openness within the 
government.  The Lord Chancellor described the 1989 Act as part of “the government’s policy to be as 
open as possible about security and intelligence matters without prejudicing national security, the 
effectiveness of the security and intelligence services or the safety of their staff.”110

The 1989 Act placed the Service under the authority of the Home Secretary and detailed its 
functions in what has been criticized as overly broad terms.  The Security Services Act 1996111 
amended the 1989 Act and extended the Service’s functions further to allow it to act in support of the 
activities of the police forces and other law enforcement agencies in the prevention and detection of 
serious crime.112  

A further Security Service Act was enacted in 1996113 when the Service’s role was being 
questioned due to the end of the cold war and the temporary IRA cease fire which left it with “excess 

                                                      

106  Serious Organised Crime and Police Act 2005, c. 15 and MI5: The Security Service, Working Against Serious 
Crime (2004), available at http://www.mi5.gov.uk/output/Page74.html.  

107  INTELLIGENCE AND SECURITY COMMITTEE, REPORT INTO THE LONDON TERRORIST ATTACKS ON 7 JULY 2005, 2006, 
Cm. 6785. 

108  “Spycatcher” Peter Wright believed that the system was not adequately protecting individual civil liberties, 
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servants in Whitehall pretended to look the other way.”  PETER WRIGHT, SPYCATCHER 54 (1987), Op. Cit. S.H. BAILEY, D.J. 
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109  Security Service Act 1989, c. 5.  
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capacity.”114  Although the traditional threats to the UK’s national security had diminished, new ones 
were emerging.  The government saw that organized crime was having an increased impact on the 
security of the UK.115  To combat this, it aimed to use the unique skills of the Service, particularly the 
expertise that it possessed in “recruiting and running agents, collecting and analyzing intelligence as 
well as [its] skills in the technology of covert surveillance” to help the police combat the increased 
problem of organized crime.116  While the aim of the 1996 Act was to enable the Service to help police 
combat organized crime, it did not include the specific term “organized crime” but the more general 
term “serious crime,” which many criticized as overly broad and ill defined.117  The government 
believed using the term “serious crime” instead of “organized crime” minimized the prospect of legal 
challenges to any action the Act authorized.118 This Act disturbed many individuals and civil rights 
organizations, as it essentially granted the Service, an agency generally considered to have insufficient 
oversight, transparency, and democratic accountability,119 powers that were traditionally the 
responsibility of the police.  Lord Justice Browne-Wilkinson believed that the 1996 Act essentially 
granted executive warrants,120 stating: 

I am not for the carrying over of powers, which are unhappily necessary in the context of 
national security, into a policing function enabling a member of the Executive to sanction entry 
onto private property without prior judicial warrant.  We are not just legislating for this 
Government or the next…we are actually impairing the constitutional freedoms of the individuals 
of this country.121

After the July 2005 bombings in London, and in light of the “unprecedented level of priority 
casework on international terrorism” the Security Service has shifted its functions from serious crime to 
allow these resources to reinforce its work on international terrorism.122

i.  Intelligence Services Act 1994 

The Intelligence Services Act 1994 placed the SIS and GCHQ on a statutory footing and under 
the responsibility of the Foreign Secretary.  The Act was created to enhance the government’s policy of 
openness and accountability within the security and intelligence agencies.  It also introduced 
Parliamentary oversight in the form of the Intelligence and Security Committee (ISC), which operates 
within the “ring of secrecy” to examine the expenditure, administration, and policy of all the 
Intelligence Agencies.  The Intelligence Services Act was recently amended by the Prevention of 
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Terrorism Act 2005, which provides the Intelligence Services authority to obtain a warrant to conduct 
activities in the UK as well as overseas. 

 
C.  Cooperation amongst Law Enforcement and the Security Services 

The need for cooperation amongst all branches of law enforcement and the Security Services is 
considered an absolute necessity.  

Intelligence, when collected, may by its nature be fragmentary or incomplete. It needs to be 
evaluated in respect of the reliability of the source and the credibility of the information in 
order to allow a judgment to be made about the weight to be given to it. It then needs to be 
analysed in order to identify significant facts before circulation either as single source reports 
or collated and integrated with other material as assessments. Assessment should put 
intelligence into a sensible real-world context and identify elements that can inform 
policymaking.  Evaluation, analysis and assessment thus transform the raw material of 
intelligence so that it can be assimilated in the same way as other information provided to 
decision-makers at all levels of government.123

The Special (Investigative) Branch of the local police forces and the Security Service have 
traditionally enjoyed a close working relationship, with the Special Branch “recruiting and running 
agents in support of Security Service work and operations … [and] act[ing] as a major extension to the 
Security Service intelligence collection capability in covert intelligence work in relation to national 
security.”124  Limitations to this relationship are found in the disparate standards and funding for the 
Special Branches across the UK and a lack of requirements for counterterrorism activities conducted in 
support of the Security Service.125  The government has agreed to draft a statutory code for special 
branch activities to clarify roles and ensure that adequate resources are provided to the Special Branch 
to enable them to fulfill these functions.126  It also has made an additional £60 billion (approximately 
US$108 billion) available over the next two years to expand the capabilities of the Special Branches and 
other counterterrorism investigative bodies.127  The Security Service hopes to achieve greater 
cooperation with the Special Branches:  

[The Security Service’s ability] to work more closely with Special Branches to achieve 
improvements in this area and to enable the police and the Security Service together to 
build what is referred to as a ‘rich picture’ of extremist activity at the local level. Their 
goal is to become more proactive at identifying those who may be being groomed for 
terrorism, and those doing the grooming, and so to spot where terrorism may next 
occur.128   
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The Security Service’s functions of preventing and detecting serious crime and protecting the 
UK’s national security and economic well being, particularly from espionage, through collecting, 
analyzing, and disseminating intelligence are similar to that of the United States’s Federal Bureau of 
Investigation.129  However, its operating methods are distinct, as the Service does not possess any law 
enforcement powers, such as the power to arrest.  It operates solely to collect and disperse intelligence 
to other law enforcement agencies and works with, and provides support to, these agencies to counter 
threats.  The Service describes its work in this area as providing police and law enforcement agencies 
with “information and intelligence assessments on current threats, as well as collaborating closely with 
them in investigations that may result in criminal proceedings.”130      

The 1996 Act safeguards against unjustified investigations by the Security Service into serious 
crimes because it is not permitted to investigate domestic crimes independently.  During the debates on 
the bill, considerable emphasis was placed on the fact that the Security Service should only work in 
support of law enforcement agencies and not be allowed to “self-task.”  The aim was to allay fears that 
the Security Service could operate independently as a “secret police” undermining both the privacy of 
individuals and the police.131 Thus, the Security Service’s involvement in domestic criminal 
investigations is requested or “tasked” by law enforcement agencies, with it only accepting involvement 
when it believes that its “skills, knowledge and capabilities are likely to have a significant impact on the 
specific investigation.”132  The Security Service has stated that the majority of its work into serious 
crime has involved illegal drug trafficking, illegal immigration, arms trafficking, and excise fraud.133     

Former Director General of the Security Service, Stella Rimington, described the Service’s role 
was to “pass information on to others and discuss with them what action they can take - to the police, 
for example, so that arrests can be made; or to the Home Office or the Foreign Office, so that terrorists 
or intelligence officers can be deported or expelled.”134   To ensure that a cooperative structure is put 
into place, the Director General of the Security Service’s duty is to arrange the coordination of 
activities of the Security Service, law enforcement agencies, and the police in their work against serious 
crime, based on principles of police primacy and tasking.135

The importance of inter-agency collaboration and cooperation with the police and overseas 
intelligence agencies was stressed by the Intelligence and Security Committee investigating the London 
bombings in July which found an increasing need for cooperation: 
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[It] developed well as a result of the universal appreciation that terrorism is a common threat, 
but continuing this improvement must be at the heart of future efforts. It is recognised that this 
is not just a domestic threat but part of international terrorism and in the longer term it is clear 
that the answer lies not just with the Agencies but in successfully countering the spread of the 
terrorist message in the UK and overseas.136

i.  The Serious Organized Crime Agency 

The Serious Organized Crime Agency (SOCA) has replaced the National Criminal Intelligence 
Service (NCIS), which was utilized to coordinate cooperation between the Service and law enforcement 
agencies.  The SOCA is an independent non-departmental government body that is “intelligence-led … 
with law enforcement powers and harm reduction responsibilities”137 to prevent and reduce serious 
crime.138  It assumed the functions of the National Crime Squad (NCS), NCIS and its role in HM 
Revenue and Customs (HMRC) dealing with drug trafficking and associated criminal finance, and the 
part of UK Immigration dealing with organized immigration crime.  The SOCA is statutorily 
responsible for “gathering, storing, analysing and disseminating information relevant to the prevention, 
detection, investigation or prosecution of offences, or the reduction [or mitigation of the consequences] 
of crime.”139  It has a broad remit to disclose any information that it obtains for the following purposes: 

[To] conduct its functions to prevention, detection, investigation or prosecution of criminal 
offences, whether in the United Kingdom or elsewhere; [for] the prevention, detection or 
investigation of conduct for which penalties other than criminal penalties are provided under the 
law of any part of the United Kingdom or of any country or territory outside the United 
Kingdom … [and for] the exercise of any functions of any intelligence service within the 
meaning of the Regulation of Investigatory Powers Act 2000 [unless prohibited by Part I of this 
Act].140    

The transition of functions between these bodies is currently in process, with the SOCA coming 
into being in April 2006.  The NCIS and the Security Service had worked closely together and agreed 
upon certain principles to aid the practical cooperation between law enforcement agencies and the 
Service, notably the Security Services’ involvement in investigations tasked through the NCIS and 
relevant coordinating groups, its actions in support of the NCIS, chief officers of police, regional crime 
squads, and HMRC, and that the Security Service will not operate independently.  Any contribution the 
Service made was coordinated through the NCIS.141  It will likely take time to realize effectiveness and 
any improvement in efficacy with the SOCA’s assumption of a significant role, although this challenge 
has been mitigated in part by the Security Services’ shift in focus from serious crime to international 
terrorism.  
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ii. Joint Intelligence Committee 

To coordinate the voluminous information necessary to compile the most complete picture, 
intelligence is collected at a central, high-level body, known as the Joint Intelligence Committee (JIC), 
part of the Executive branch.142  The JIC provides advice to government Ministers on coordinated inter-
departmental intelligence assessments and collection priorities,143 is responsible for monitoring and 
providing notice of foreign threats to British interests, and bringing any information that may “require 
operational, planning, or policy action”144 to the attention of relevant Ministers and government 
departments.  The JIC staff also coordinate with staff of overseas intelligence organizations, providing 
access to “information and analysis which might otherwise not be available.  In the case of countries 
with which the UK has military alliances or faces a common threat, information is shared so that 
decisions can be taken on the basis of a common perception.”145     

iii. Joint Terrorism Analysis Centre 

The Joint Terrorism Analysis Centre (JTAC) was established in 2003 to analyse, coordinate, 
and disseminate intelligence on the threat posed by international terrorism “and [to] produce short-term 
assessments of the level of threat and longer-term assessments of terrorist networks, capabilities and 
trends … [as it] is the only ‘single issue’ assessment body within the intelligence community.”146  JTAC 
is staffed by members of the three intelligence agencies as well as law enforcement bodies and “has 
established itself as an authoritative and effective mechanism for analysing all-source intelligence on the 
activities, intentions and capabilities of international terrorists who may threaten UK and allied interests 
worldwide.”147

iv.  Joint Contact Group on Homeland Security 

The UK has excellent diplomatic relations with the United States that led to the establishment in 
2003 of a Joint Contact Group on Homeland Security headed by former Home Secretary David Blunkett 
and former U.S. Secretary of Homeland Security Tom Ridge.148  The group aims to mutually increase 
each country’s knowledge of joint security issues such as border control, transport security, and 
relevant scientific and technological advances.149  The group’s activities have resulted in an Agreement 
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between the two countries regarding Co-operation in Science and Technology for Critical Infrastructure 
Protection and Other Homeland/Civil Security Matters.150

v.  Successful Co-operative Operations 

A number of joint operations have produced successes between law enforcement and the 
investigative bodies of the Immigration Service, the UK Passport Service, and the police.  During 
2003-2004, an operation, known as Operation Maxim, saw the Metropolitan police and Immigration 
Service work together to secure over 160 arrests during coordinated raids across the country.  This 
joint effort resulted in the recovery of 235 forged and counterfeit passports both from the UK and 
overseas, thirty-six forged and counterfeit British driving licenses, as well as various other identity 
documents and immigration stamps.  Machinery also was recovered, including laminators, embossing 
machines, and computers.151  In addition, large sums of cash were confiscated and over £1 million 
(approximately US$1.8 million) in assets were identified.  The success of this operation has brought a 
continuance in close relations and cooperation between the UKPS, the police and immigration services.  
In August 2005, Operation Maxim had another success with the arrest of two Nigerian nationals who 
were found in possession of sixty counterfeit Nigerian passports.152

The Immigration Crime Team of the National Crime Squad conducted a joint nine-month 
investigation, known as Operation Wisdom, with twelve UK police forces and the Immigration Service, 
due to notification from the UKPS that a number of passports had been issued to individuals using 
duplicate birth certificates of deceased children.153  This information resulted in thirty arrests, sixteen 
deportations, and sentences from seven to eleven months’ imprisonment.154  This Operation has 
continued and has led to the discovery of over one thousand passports, driving licenses, and national 
insurance numbers that were issued to individuals using the names of deceased children.  While the 
names were contributed to a ‘Worldwide Warning List,’155 and arrests made in several countries based 
on this data, including in the United States, Canada, and Asia, the limited resources and allocation 
priorities of the UK’s police meant they were unable to follow up on the data results for a considerable 
period after this information was made available to them.156  Police resources for this type of crime 
now are being expanded.   

vi.  The Terrorism Acts and Cooperation 

The ATCSA extended the circumstances in which the disclosure of information by public 
authorities is lawful. It facilitates cooperation across law enforcement and the  

                                                      

150  AGREEMENT ON CO-OPERATION IN SCIENCE AND TECHNOLOGY FOR CRITICAL INFRASTRUCTURE PROTECTION AND 

OTHER HOMELAND/CIVIL SECURITY MATTERS, U.S.-U.K., 2004.   

151  UK PASSPORT SERVICE, ANNUAL REPORT AND ACCOUNTS 2003-4, 2004-5, H.C. 803, at 23. 

152  Metropolitan Police, Large Forged Documentation Seizure by Operation Maxim Officers (Aug. 2005), available 
at http://cms.met.police.uk/news/convictions/forgery/large_forged_documentation_seizure_by_operation_maxim_officers.  

153  Immigration Crime Team, Immigration Crime Team Targets Identity Hijackers Across U.K., 107/02 Oct. 8, 
2002, available at http://www.ukpa.gov.uk/downloads/ICT2.pdf.  

154  416 PARL. DEB., H.C. (6th ser.) (2004) 12W.  
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Intelligence Services by authorizing the Inland Revenue or HMRC to disclose information to the 
intelligence services to enable them to carry out their functions for the purpose criminal investigations, 
proceedings, or their initiation, provided the disclosure meets the test of proportionality.157  Public 
authorities can disclose information that is proportionate for any criminal investigation or proceeding.  
While internal efforts to help the flow of information have been increased, restrictions on the amount of 
cooperation that can be provided overseas are contained in the Act.  The Secretary of State can 
prohibit, or condition, certain grounds for the disclosure of information overseas if he believes it is 
more appropriate that the investigation or proceedings be conducted by the courts or authorities of 
another jurisdiction or in the UK.158  Although the test of proportionality is used, the criteria for 
disclosing information has been criticized as being so wide that it “provides no limit to the information 
which can be disclosed.”159

D.  Domestic Use of the Military 

The use of the UK’s military in domestic matters is wide-ranging and their expertise is used in 
a number of circumstances.  The military supports the police in Northern Ireland and also has provided 
coverage of the fire services during industrial action taken in 2002-2003.  It provides assistance to civil 
authorities when explosive ordnances are discovered – these devices are varied and can be remnant 
bombs from World War II to recently made terrorist devices.  Moreover, the military provides search 
and rescue services twenty-four hours a day, every day of the year; enforces fisheries legislation within 
the British fisheries limits; and assists civil authorities counter drug operations and emergency services 
during natural disasters, such as floods.160   

E.  Continuation of Government     

i.  Replacing Members of Parliament 

Once elected, Members of Parliament (MPs) cannot directly resign their seat.161  The only way 
that a seat can be vacated is through death, disqualification, dissolution, expulsion, or elevation to the 
Peerage.  When a vacancy of a seat occurs, a writ162 for a by-election is issued.  To prevent long-
standing vacancies of seats, these writs are normally issued within three months of the vacancy.163  If 

                                                      

157  Anti-terrorism, Crime and Security Act 2001, c. 24, §§ 17, 19. 

158  Id. § 18. 

159  Peter Vaines, Taxing Matters, N.L.J 152.7033(787) May 24, 2002. 

160  Ministry of Defence, Defence: About Defence, 
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162  The process of obtaining a writ is through a warrant from the Speaker of the House being “directed to the Clerk 
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the vacancy occurs during a parliamentary recess, the Speaker of the House is permitted to issue a writ 
for election during this time.164

There appears to be no legislation or procedure to replace a large number of MPs.  It is likely 
that the normal procedure for appointing MPs through by-elections would be followed in these 
circumstances.  For example, in 1985, fifteen members of the Unionist Party vacated their seats in 
protest over the Anglo-Irish Agreement.  By-elections were subsequently held to fill the vacancies.   

During World War II, many seats were left vacant when MPs were involved in government 
services or became active members of the armed forces.  The government formed a coalition in 1940 
and agreed upon an electoral truce during which the parties agreed not to contest by-elections.  Instead, 
the local constituency association of the party that had won the seat in the last election nominated a 
candidate.165  However, despite this agreement, some elections still were contested when parties 
considered that the candidate was too radical.     

ii.  Moving the Seat of Government 

The British Houses of Parliament are located at the Palace of Westminster.  Members of the 
House of Lords and Commons sit in separate Chambers within the building.  Parliament is assembled 
by a writ of summons from the Crown that names the day and place of the meeting, which has 
traditionally been at the Palace of Westminster.166  

There are no specific laws that grant or deny Parliament the authority to continue its 
responsibilities if it cannot meet, although decisions can be taken only with a quorum of forty.167  
Despite this restriction, the House cannot formally be counted;168 however, there are a number of ways 
a quorum can be ascertained, notably through a division.169  If the quorum is not met, the business 
before the House stands over to another sitting, and the House proceeds to the next item of business.170   

There was a confidential plan for the evacuation of Parliament to a secret location (later 
revealed as Stratford-Upon-Avon) prior to the commencement of World War II, although this plan was 
                                                      

164  The Recess Elections Act 1975, c. 66.  

165  Jennifer Tanfield, In Parliament 1939-50, The Effect of the War on the Palace Of Westminster, House of 
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et al., eds., 21st ed. 1989). 
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occupant of the chair and the tellers) have taken part in a division, the business under consideration shall stand over until the 
next sitting of the House and the next business shall be taken. (2) The House shall not be counted at any time.”   The text is 
available at http://www.parliament.the-stationery-office.co.uk/pa/cm200203/cmstords/17513.htm#41.   
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COMMONS PROCEDURE 196 (1st ed. 1997).  

170  House of Commons, Standing Order No. 41, available at 
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never used.171  During this war, Parliament was forced to convene outside of its traditional setting after 
the Chambers of the House of Commons was destroyed during an air raid.  Until it was rebuilt in 1950, 
the House of Commons sat at Church Road House, which was made an annex of Westminster.  This 
adjustment resulted in the meeting place of the House remaining technically unchanged.172  The House 
of Lords made its Chamber available for use by the House of Commons and moved its sittings to the 
King’s Robing Room.  For the remainder of the war years there was a ban on disclosing the location of 
Parliament.173

F.  Government Warning Systems 

The UK does not have a warning system for the general public that is analogous to the U.S. 
Homeland Security Advisory System.  The UK dismantled its siren warning system in 1993 after 
considering it an inefficient and costly method of alerting people to threats.174  There is no single body 
responsible for a warning system that alerts the public of the possibility of any threats.  Instead, the UK 
has a decentralized and somewhat confusing approach, with a number of agencies responsible for 
issuing and compiling threat alerts, as well as warnings that are both classified, as well as for the 
general public.  The Cabinet Office has175 provided a general threat assessment to the public that: 

The UK Government continues to maintain a state of heightened readiness in response to this 
threat. It remains the Government's policy to issue warnings or advice if this ever became 
necessary to protect public safety in the event of a specific and credible terrorist threat.176

Shortcomings in the British warning system were noted by a Member of Parliament who stated:  

Maintaining public confidence in authorities has been shown to be instrumental in preventing 
mass-panic and facilitating post-attack procedures.  One of the most effective methods of 
maintaining such confidence is through communication and information dissemination … the 
government’s guidelines significantly underestimate that vital aspect of managing and limiting 
damage following an attack or large scale incident … existing blueprints for emergency planning 
[are] outdated, insufficient in scope, practically unfeasible, or in some cases, absent.  An 
emergency broadcasting service suitable to the needs of the 21st century is one of the most 
notable omissions.177   

Up until the July 2005 bombings, the issue of a universal public government warning 
system did not appear to have a significant place on the governments’ agenda. This fact was 
demonstrated by the failure to follow through on a Bill, introduced by a MP under the ten-

                                                      

171  Jennifer Tanfield, In Parliament 1939-50, The Effect of the War on the Palace Of Westminster, House of 
Commons Library Documents No. 20.  

172  Id.  

173  Id.  

174  405 PARL. DEB., (H.C.)  (6th ser.) (2003), 23WH.  

175  The Cabinet is the center of the government and supports the Prime Minister, the Cabinet, and aims to strengthen 
the civil service.  See Cabinet Office, http://www.cabinetoffice.gov.uk/about_the_cabinet_office/ (last visited Apr. 25, 2006).  

176  UK Resilience, Terrorism (Jan. 2006), available at http://www.ukresilience.info/emergencies/terrorism.shtm.  

177  405 PARL. DEB., (H.C.) (6th ser.) (2003), 23WH.  

http://www.cabinetoffice.gov.uk/about_the_cabinet_office/
http://www.ukresilience.info/emergencies/terrorism.shtm


Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 37 

minute rule,178 to implement an Emergency Broadcast System during the 2002-2003 
parliamentary session.   

i.  Threat Assessments for the Government and Critical National Infrastructure 

The government, and those involved in the Critical National Infrastructure (CNI), have a more 
centralized approach to warnings than that available to the general public and receive classified threat 
assessments produced by the JTAC. 179  The JTAC was established in 2003 within the framework of the 
Intelligence Agencies to bring together intelligence from all the Agencies to facilitate information 
sharing and to provide “classified assessments of the threats for specific sectors of concern … to 
minimise the damage to the UK’s economy and prosperity that could be caused by alarms of this 
nature.”180  The assessments provided by the JTAC “are used to inform decisions about alert states 
which determine the levels of security to be adopted in these sectors. Because threat level reports 
include details of terrorist groups, activities and intelligence sources, they are highly classified and 
circulated on a limited basis.”181  The JTAC’s threat assessment levels also were established in 2003 in 
response to the Intelligence and Security Committee report on the Bali bombings.  Seven levels of 
threat were designated that range from negligible at the lowest to critical at the highest.182  The CNI’s 
levels of protection, known as “alert status” run parallel to the threat level alert system.  The alert 
status for a particular site is set by the government department in charge of the infrastructure involved, 

                                                      

178  The ten-minute rule allows MPs to introduce bills, receiving ten minutes to speak in favor of them.  It is 
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179  MI5: The Security Service, Joint Terrorism Analysis Centre (JTAC), 
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with the advice of the Security Service and the JTAC.183  There is no universal alert system across all 
sectors of the CNI.   

After the July 2005 London bombings the threat level the JTAC designated prior to the attacks 
was publicly revealed as critical, and was about to be downgraded to substantial the day of the 
bombings.  Investigations into this move revealed that based upon the information available at the time, 
this action was reasonable.184  The Intelligence and Security Committee was granted exceptional 
permission to reproduce the restricted summary of the threat level assessment justifying the reduction 
the day of the bombings: 

The UK threat picture is not currently dominated by one particular network or threat. The threat 
from Al Queda (AQ) leadership directed plots has not gone away and events in Iraq are 
continuing to act as motivation and a focus of a range of terrorist related activity in the UK. 
However, many of our current concerns focus on the wide range and large number of extremist 
networks and individuals in the UK and individuals and groups that are inspired by but only 
loosely affiliated to AQ or are entirely autonomous. Some of these have the potential to plan UK 
attacks and it is also possible that lone extremists or small groups could attempt lower-level 
attacks. Whilst there remain many areas of concern, we judge that at present there is not a group 
with both the current intent AND the capability to attack the UK. We are therefore reducing the 
overall threat level for the UK to SUBSTANTIAL (Level 3). Readers are reminded that 
SUBSTANTIAL indicates a continued high level of threat and that an attack might well be 
mounted without warning.185  

The response to the JTAC’s assessments has been general confusion over the determination of 
the threat levels “compounded by the existence of a separate ‘alert’ status” for the CNI.  Intelligence 
and Security Committee investigations found that changes in the existing threat levels had “little or no 
practical effect” and offered recommendations that:   

the current Government review [the] threat levels and alert states [to] develop a [more 
standardized, formalized] clearer and more useful system to allow users to [have all the relevant 
information at their disposal in making risk-based decisions to decide how much weight to give 
to threat level assessments] and determine their security responses.186   

It also noted that the system should take the “limits of intelligence more formally into 
account.”187  A government review led by the Cabinet Office has recommended that the “JTAC and the 
central security authorities in Government departments streamline and better co-ordinate the threat level 
and alert state systems by adopting common terminology, introducing uniform systems of ranking and 
signaling increases in the threat level and the alert states.”188  
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ii.  Threat Assessments for the Public 

The Intelligence and Security Committee has noted the lack of a public threat assessment 
system for the public.  Confusion amongst the public is often compounded by leaks of the classified 
threat level set by the various systems which, due to a “lack of transparency of the threat level and alert 
state systems, [are] easily … misunderstood.”189  As such, the Intelligence and Security Committee 
recommended that there should be a greater degree of transparency in the threat level and alert status 
systems.  
 

A number of public warning systems are in place, but are confusing with there appearing to be 
no single one that is ultimately responsible for alerting the public.  The responsibility for alerting the 
public to any threats, either actual or potential, is governed in part by the Civil Contingencies Act 
2004.190  This Act places a statutory duty on bodies responsible for responding to emergencies191 to 
provide advice, inform, and warn the public.  They also must provide preventative advice on civil 
protection to the public to ensure that it is well informed.192  For serious emergencies, the Cabinet 
Office has the ability to activate a News Co-ordination Center to support these bodies.   

 
A National Steering Committee for Warning and Informing the Public was established in 1997 

under the auspices of the Cabinet Office to promote good practices in the relevant departments, to offer 
services on warning the public about emergencies, and to advise the government on any improvements 
that can be made to the system.193  This Committee does not appear to have a high profile as part of the 
government warning system, with the last published report on its Web site dated in the year 2003. 

V.  Terrorism Offenses 

The UK has an expansive antiterrorism legislative regime with terrorism offenses contained 
both in specific antiterrorism acts and its criminal laws.  The criminal laws include offenses such as 
bomb hoaxes,194 criminal damage, and threats to damage or destroy property,195 as well as numerous 
offenses relating to activities conducted in public, including riot, unlawful assembly, and affray.  
Certain criminal statutes that date back to 1883 have been adapted to apply to terrorists, such as the 
offense to conduct preparatory acts to cause an explosion in any part of the world.196  The crimes of 
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murder and manslaughter committed by a British citizen can be tried in England and Wales, even if the 
act occurred outside UK territory.197  The Public Order Act 1986198 prohibits acts intended to cause 
racial hatred, to make people fear or provoke violence, to cause harassment, alarm, or distress; and  
controls public processions and assemblies.199   

A.  Definition of Terrorism 

The expansive definition of terrorism has been an area of controversy within the antiterrorism 
legislation.  The definition in the TA encompasses: the use or threat of serious violence and serious 
damage to property, regardless of location; endangering a person’s life; creating a serious risk to public 
health or safety; and/or interfering with, or seriously disrupting, an electronic system.  Unless 
explosives and firearms are used, these activities must be designed to influence any government or 
international governmental organization,200 or to intimidate the public of any country to advance a 
political, religious, or ideological cause.201   

By recognizing that terrorists may have a religious or ideological motivation, the TA expanded 
its application to domestic terrorism as well as international and Irish terrorism.  The government 
argued that the evolution of terrorist threats necessitated this wider definition.  Others have argued that 
it was both too wide and too narrow and criticized it for creating a “twin track criminal justice system” 
that discriminates on the basis of a person’s motives.202 Including domestic terrorism in the definition 
caused concern amongst British citizens who considered that it would lead to thousands of people 
becoming terrorist suspects for merely participating in activities in a democratic society, and  would 
encompass extremist environmental and animal rights activists, whose actions occasionally cause 
serious damage to property and would thus fall within the scope of the definition. 

B. Terrorism Offenses  

The UK’s expansive antiterrorism regime encompasses many specific offenses and has been 
continually expanded upon, typically in a reactive manner to devasting terrorist attacks, such as those in 
the United States on September 11, 2001, and the London bombings in July 2005.  The 2000 Act is the 
primary counterterrorism legislation that allows the proscription of terrorist organizations, expands 
police powers, and introduced new criminal offenses of inciting terrorism; seeking or providing 
terrorist training in the UK or overseas; and instructing or training individuals in the use of firearms 
and explosives or chemical, biological, or nuclear weapons.  These were added to in 2001 with the 
ATCSA, which further strengthened police powers to enable the investigation and prevention of 
terrorist activity and serious crime.  The measures in the ATCSA were introduced to cut terrorist 
financing; streamline immigration procedures; enable greater cooperation and information sharing 
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198  Public Order Act 1986, c. 64. 
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201  House of Lords, The Gunpowder Plot: Parliament and Treason 1605, http://www.gunpowderplot.parliament.uk/ 
(last visited Jan. 24, 2006). 

202   Home Office, Working with Partners: Joint Contact Group 21, http://security.homeoffice.gov.uk/working-with-
partners/international/joint-contact-group/ (citing John Wadham, Director of Liberty) (last visited Feb. 16, 2006). 

http://www.gunpowderplot.parliament.uk/
http://security.homeoffice.gov.uk/working-with-partners/international/joint-contact-group/
http://security.homeoffice.gov.uk/working-with-partners/international/joint-contact-group/


Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 41 

among government offices and departments; provide greater security for nuclear and aviation sites; 
improve the security of dangerous substances; extend police powers; meet international obligations in 
the area of corruption, bribery, police, and judicial cooperation; and allow the preventative detention of 
suspected international terrorists.203  The most recent piece of antiterrorism legislation is the Terrorism 
Act 2006, which creates additional offenses of acts that prepare for the commission of a terrorist 
offense, encouraging terrorism; disseminating terrorist publications; and extends the offense of training 
or receiving terrorist training. 

i.  Proscribing Terrorist Organizations 

The current antiterrorism legislation grants the Secretary of State authority to proscribe, by 
order, organizations he believes are concerned with terrorism that is either international or domestic in 
nature.204  Organizations can be proscribed when the Secretary of State has a subjective belief that an 
organization is promoting, unlawfully glorifying,205 encouraging, preparing for, committing, 
participating in, or otherwise concerned in acts of terrorism.206    

One aim of prohibiting terrorist organizations is to prevent the UK from becoming a base for 
the financing and organization of international terrorists by precluding the supply of materials to 
proscribed organizations and enabling authorities to seize their assets and criminalize behaviors 
connected to these organizations. The provisions also aim to address concerns that refugees would 
participate in terrorist activities while in the UK.207  There has been criticism over this aim and the 
extension of proscriptions to foreign groups, due to concerns that organizations fighting for democracy 
or trying to overthrow a despotic government could fall into the definition.  Keeping the list of 
proscribed organizations accurate and up-to-date also is a considerable task. 

Proscribing a terrorist organization has been described as a symbolic act of deterrence that is 
made practical from the number of offenses in the 2000 Act that apply solely to proscribed 
organizations.  The provisions essentially prohibit all activities related to membership within or support 
(including administrative, financial, and organizational) to a proscribed organization.208  It facilitates the 
conviction of a person who contributes resources to, or gains proceeds from a proscribed organization, 
as it creates certainty regarding what is and is not a terrorist organization.  Directing a terrorist 

                                                      

203  Home Office, Anti-Terrorism, Crime and Security Act 2001, available at 
http://www.homeoffice.gov.uk/security/terrorism-and-the-law/anti-terrorism-crime-security-ac/. 

204  The Terrorism Act 2000, c. 11 § 3(5) provides that “an organisation is concerned in terrorism if it: commits or 
participates in acts of terrorism; prepares for terrorism; promotes or encourages terrorism; or is otherwise concerned in 
terrorism.”   

205  Prevention of Terrorism Act 2005, c. 11, § 21. 

206  Terrorism Act 2000, c. 11, §3. Proscribed organizations are listed in Schedule 2 of the Act and further orders 
made under the Act.  The Terrorism Act 2000 (Proscribed Organizations) (Amendment) Order 2001, S.I. 2001, No. 1261 
added another twenty-one international organizations to Schedule 2, including al-Qaeda. 

207  United Nations General Assembly Resolution 51/210 on Measures to Eliminate International Terrorism, Dec. 17, 
1998. 

208  Terrorism Act 2000, c. 11.  The offenses are listed in §§ 11-13, and offenses of financing terrorist organizations 
are listed in §§ 15-18. 

http://www.homeoffice.gov.uk/security/terrorism-and-the-law/anti-terrorism-crime-security-ac/
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organization at any level, regardless of whether such direction is lawful (e.g., directing a surrender) 
also is an offense.209

Liberty, a civil rights organization, criticized the widening of proscriptions and the offenses 
related to proscribed organizations as restrictions on freedom of expression and assembly and believed 
that only actions of, rather than support and involvement in, organizations should be subject to criminal 
sanctions.  The government attempted to ensure that civil liberties were protected by providing that 
orders can be passed only through an affirmative resolution in the Houses of Parliament and by 
establishing a procedure that permits any proscribed organization, or person affected by proscription, to 
apply to the Home Secretary for de-proscription.  If the application is rejected, the organization or 
person can appeal to the Proscribed Organizations Appeal Commission, which will review the decision.   

ii.  Offenses Relating to Weapons of Mass Destruction  

Specific terrorism related offenses connected with radioactive materials are provided for in the 
Terrorism Act 2006.210  This Act states it is an offense to make or possess a radioactive device,211 or 
possess radioactive material,212 with the intent of using or making the device or material available for 
purposes of terrorism regardless of whether the person has a specific act in mind.213  This offense is 
punishable with life imprisonment. To cover the possibility that terrorists might target nuclear facilities, 
the Prevention of Terrorism Act 2006 provides it is an offense to damage or use a nuclear facility for 
the purposes of terrorism if it “causes a release of radioactive material or creates or increases a risk that 
such material will be released.”214  Threats215 or demands to obtain the supply of a radioactive device, 
radioactive material, possession of a nuclear facility, or access to a nuclear facility for the purposes of 
terrorism is an offense, if the demand is supported with a credible threat to take action.216  Individuals 
found guilty of these offenses can be sentenced to up to life imprisonment. 

                                                      

209  The section does not require that the organization is proscribed under the Terrorism Act 2000. 

210  These offenses are needed for the UK to ratify the United Nations Convention for the Suppression of Acts of 
Nuclear Terrorism that it signed in September 2005.  

211  Radioactive device is defined in the Prevention of Terrorism Act 2006, c. 11, § 9 as a “nuclear weapon or other 
nuclear explosive device; a radioactive material dispersal device; or a radiation-emitting device.”  The term device includes 
“any of the following, whether or not fixed to land, namely, machinery, equipment, appliances, tanks, containers, pipes and 
conduits.”   

212  Radioactive material is defined in the Prevention of Terrorism Act 2006, c. 11, § 9 as “nuclear material or any 
other radioactive substance which contains nuclides that undergo spontaneous disintegration in a process accompanied by the 
emission of one or more types of ionising radiation, such as alpha radiation, beta radiation, neutron particles or gamma rays; 
and is capable, owing to its radiological or fissile properties, of causing serious bodily injury to a person; causing serious 
damage to property; endangering a person’s life; or creating a serious risk to the health or safety of the public.”  

213  Prevention of Terrorism Act 2006, c. 11, §§ 9-10. 

214  Prevention of Terrorism Act 2006, c. 11, § 10(2).  Nuclear facility is defined in section 10 as “a nuclear reactor, 
including a reactor installed in or on any transportation device for use as an energy source in order to propel it or for any other 
purpose; or a plant or conveyance being used for the production, storage, processing or transport of radioactive material.” 

215  Threats are defined in section 11 of the Prevention of Terrorism Act 2006 as a “threat to use radioactive 
material; a threat to use a radioactive device; or a threat to use or damage a nuclear facility in a manner that releases 
radioactive material or creates or increases a risk that such material will be released.”   

216  Prevention of Terrorism Act 2006, c. 11, §§ 11. 
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iii.  Inciting, Assisting, Encouraging, or Glorifying Terrorism 

There are a large number of offenses relating to the preparation, assistance, and encouragement 
of terrorism.  To take into account technological developments and the substantial role the Internet 
plays in modern day communications, the majority of these offenses encompass the publication of 
materials via the Internet.  For example, the TA provides it is an offense for individuals to make 
information about weapons training readily available, such as through the Internet.217   

Inciting terrorism overseas was included in the TA to prevent individuals from using the UK as 
a base to orchestrate or encourage others to commit terrorist attacks in foreign countries.218  This 
provision caused concern that it would cover individuals fighting against tyrannical governments, as 
well as unease over its implementation, due to the narrow distinction between opinion and incitement.  
The Terrorism Act 2006 expanded upon these provisions and provides it is an offense, punishable with 
up to life imprisonment, to engage in conduct to prepare, or assist others to prepare, for acts of 
terrorism.219   This provision was added to supplement the existing common and statutory law, which 
stipulates it is an offense to conspire to carry out, or attempt to carry out, terrorist attacks.  It filled the 
gap to cover preparatory acts as the common law of conspiracy requires that the act must be more than 
preparatory and be conducted for a specific offense.220   

The recently enacted Terrorism Act 2006 makes it an offense to glorify, condone, or encourage 
acts of terrorism in the UK or elsewhere, extending the common law offense of inciting a criminal 
act.221  The Act targets persons who publish, or cause someone else to publish, a statement in any form, 
such as on the Internet, that is likely to be understood as either direct or indirect encouragement or 
other inducement to the commission, preparation, or instigation of acts of terrorism or other offenses 
contained in the Council of Europe Convention on the Prevention of Terrorism.222  Such statements 
encompass those that glorify,223 or infer the glorification of, the commission or preparation of terrorist 
acts and infer that these acts should be emulated.    

The Terrorism Act 2006 further creates an offense of selling or otherwise disseminating 
terrorist publications, including materials provided on the Internet that directly or indirectly are of use 
to terrorists or encourage or otherwise induce people to engage in acts relating to terrorism.224  
Publication in this context refers to any material that can be read, listened to, looked at, or watched.  
These items again encompass those that glorify terrorism and apply to individuals that possess 
publications with the intent to disseminate them and to such acts done outside the UK.225   

                                                      

217  Terrorism Act 2000, c. 11, § 4. 

218  Id. §§ 59-61. The offenses under the definition of incitement of terrorism include murder, intentional wounding, 
poisoning, causing explosions or life-threatening damage to property. 

219  Terrorism Act 2006, c. 11, § 5. 

220  Mulcahy (1868) LR 3 HL 306.  

221  Implementing Article 5 of the European Convention of the Prevention of Terrorism. 

222  Terroism Act 2006, c. 11, § 1. 

223  Glorification is defined as praising or celebrating terrorists.  Terrorism Act 2006, c. 11, § 20. 

224  Terroism Act 2006, c. 11, § 2. 

225  Terroism Act 2006, c. 11, § 17. 
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The Terrorism Act 2006’s provisions on the dissemination of materials through the Internet are 
broad in nature and encompass Internet Service Providers, who may be unaware of the types of 
materials posted via their service, as well as innocent individuals that may have inadvertently placed 
material on the Internet that can be misused by terrorists.  To prevent arbitrary application of the Act, a 
defense is available to individuals affected that the publication does not express their views or have their 
endorsement.  To ensure the defense is not abused, there is a presumption that a publication is endorsed 
if, within two working days after receiving notice from a police constable that the materials are 
“unlawfully terrorism-related,” the person or body fails to make the materials unavailable to the public 
or modify them to remove the offending aspects.226   

iv.  Terrorist Training  

Providing, receiving, or inviting a person to receive training or instruction in weapons for the 
purposes of terrorism is an offense, even if the invitation occurs outside of the UK.227   This act is 
punishable by up to ten years imprisonment, and/or a fine.228  Training or instruction for the purposes 
of terrorism must include acts in connection with noxious substances.229  Acts connected with these 
substances also may fall under a broader proscription:  

[T]he use of any method or technique for doing anything else that is capable of being done for 
the purposes of terrorism, in connection with the commission or preparation of an act of 
terrorism or Convention offence or in connection with assisting the commission or preparation 
by another of such an act or offence; and (c) the design or adaptation for the purposes of 
terrorism, or in connection with the commission or preparation of an act of terrorism or 
Convention offence, of any method or technique for doing anything.230

The court has authority to order the forfeiture of any items in the possession of a person 
convicted of the above offense if it believes the items are connected to the offense.  It is also an offense 
for individuals to attend places used for terrorist or weapons training231 in the UK or abroad.232  It is 
irrelevant whether the person received or provided training.  The person’s presence at a place used for 
such purposes places them within the provision’s scope.  The person attending the place must be aware 
that the training or instruction is connected, or partly connected, to the commission or preparation of 
acts of terrorism.  The mens rea of the offense includes situations where it cannot be reasonably 
                                                      

226  Terroism Act 2006, c. 11, § 3. 

227  Terrorism Act 2000, c. 11, §54 and the Prevention of Terrorism Act 2005, c. 11, § 6.  Purposes of Terrorism 
include those: “for or in connection with the commission or preparation of acts of terrorism or Convention offences; or for 
assisting the commission or preparation by others of such acts or offences.”  Prevention of Terrorism Act 2005, c. 11, § 
6(b)(ii). 

228  Purposes of Terrorism include those: “for or in connection with the commission or preparation of acts of 
terrorism or Convention offences; or for assisting the commission or preparation by others of such acts or offences.”  
Prevention of Terrorism Act 2005, c. 11, § 6(b)(ii).  

229  Noxious substance is defined the Terrorism Act 2006, c. 11, § 6(7) as “a dangerous substance within the 
meaning of Part 7 of the Anti-terrorism, Crime and Security Act 2001, c. 24; or any other substance which is hazardous or 
noxious or which may be or become hazardous or noxious only in certain circumstances.” 

230  Terrorism Act 2006, c. 11, § 6(3). 

231  Training in this context refers to the offenses of terrorist training contained in section six of the Terrorism Act 
2006, c. 11 and weapons training contained in section fifty four of the Terrorism Act 2000, c. 11. 

232  This implements article 7 of European Convention of the Prevention of Terrorism, which requires the creation of 
an offense of training for terrorism. 
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believed that the attendee failed to understand that the instruction or training provided was wholly or 
partly for purposes of terrorism.233  This offense is punishable with up to ten years imprisonment. 

iv.  Possessing Articles for Terrorist Purposes 

Possessing articles or collecting information for terrorist purposes is an offense under the TA.234  
The offense of possessing articles for the purposes of terrorism has been controversial because it requires 
no proof that a person charged under this offense had a terrorist purpose in mind; the offense is not 
restricted to members or supporters of proscribed organizations; and the burden of proof is on the 
defendant to show that the articles were not for the purposes of terrorism.235  The usefulness of this 
provision to the UK in preventing terrorism can be implied through the increase in penalty from a 
maximum of ten years imprisonment to up to fifteen years imprisonment in the Terrorism Act 2006.236  

vi. Duty to Disclose Information to Prevent Acts of Terrorism  

The ATCSA places a duty on individuals to disclose information that they believe is material to 
prevent an act of terrorism, or to secure justice for individuals responsible in the commission, preparation, 
or instigation of terrorist acts.237  The maximum term of imprisonment term for a violation under this 
provision is five years.  A similar provision was criticized in Inquiry into Terrorist Report, which 
considered the obligation to report information to the police should remain a moral, rather than a legal 
duty, and the provision, mostly used against family members, placed these persons in an impossible 
position of conflicting loyalties.201   

C.  Enforcement  

i.  Problems of Enforcement  

Recent concerns over alienating the British Muslim population with excessive implementation 
of antiterrorism laws towards this particular group has restrained the government to a certain degree.  
Most of those arrested under antiterrorism legislation have been Muslims, who were subsequently 
released due to a lack of evidence against them. This has caused considerable resentment within this 
group about poor intelligence and flawed police investigations.  Between September 11, 2001, and 
September 30, 2005, 895 people were arrested under the TA, with 138 people charged under 
antiterrorism legislation and only twenty-three of these charges resulting in a conviction of a terrorist 
offense.238  Four hundred and ninety-six of the people arrested were later released without charge.  

                                                      

233  Terrorism Act 2006, c. 11, § 8. 

234  Terrorism Act 2000, c. 11, §§ 56-58. 

235  Id. § 57.  

236  Terrorism Act 2006, c. 11, § 13. 

237  Anti-terrorism, Crime and Security Act 2001, c. 23, § 117. 
 

238  Home Office, Terrorism Act 2000, available at http://www.homeoffice.gov.uk/security/terrorism-and-the-
law/terrorism-act/.  The Home Office notes that the 138 people charged under the anti-terroism legislation received various 
punishments: “[sixty-two] of these were also charged with offences under other legislation; 156 were charged under other 
legislation.  This includes charges for terrorist offences that are already covered in general criminal law such as murder, 
grievous bodily harm and use firearms or explosives; 63 [were] transferred to Immigration Authorities; 20 on bail to return; 11 
cautioned; 1 received a final warning for non-TACT offences; 8 dealt with under mental health legislation; 1 dealt with under 
extradition legislation; 1 returned to Prison Service custody; [and] 1 transferred to PSNI custody.” 

http://www.homeoffice.gov.uk/security/terrorism-and-the-law/terrorism-act/
http://www.homeoffice.gov.uk/security/terrorism-and-the-law/terrorism-act/
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ii.  Attempts to Overcome Judicial Delays in Enforcement Cases 

To assist in the efficient and effective enforcement of antiterrorism legislation, prepatory 
hearings before the Criminal Courts are mandatory for all terrorism cases and also must be conducted 
in cases where there is a terrorist connection in a crime punishable with imprisonment for ten or more 
years.  The intention of these hearings is to identify the material issues of the case and assist the jury’s 
comprehension of serious or complex issues, thus expediting judicial proceedings.239   

iii. Examples of Enforcement 

An example of the difficulties faced by authorities in enforcing and successfully prosecuting 
individuals under the antiterrorism laws is demonstrated in the case of Sulayman Zain-ul-abidin.  Mr. 
Zain-ul-abidin was charged with weapons training and recruiting Islamic terrorists after advertising “the 
ultimate jihad” course on the Internet and later cleared of all charges by a jury.240  

A case of a successful prosecution can be found in the case of Moinul Abedin.  In 2002, Mr. 
Abedin was successfully prosecuted for committing an act with intent to cause an explosion and was 
sentenced to twenty years imprisonment after utilizing a “terrorist’s handbook” Mr. Abedin to stockpile 
homemade explosives and construct detonators.241  

iv.  Police Arrest and Search Powers 

Police powers under the TA are wide-ranging and there were concerns over opportunities for 
abuse.  The TA permits investigations into the resources of proscribed organizations and the 
commission, preparation, or instigation of acts that are offenses under the Act.  With a warrant, police 
can enter property, search and seize material in the course of a terrorist investigation, and may stop and 
search persons based on a reasonable suspicion that they are a terrorist.242  Police can arrest individuals 
without a warrant based on a reasonable suspicion that they have been involved in the preparation, 
instigation, or commission of acts of terrorism, regardless of whether police believe the suspect is 
committing or has committed a crime.  The government justified this “pre-emptive power of arrest” by 
stating that the delay caused to police by collecting sufficient information for an arrest warrant would, 
in some cases, be too late to prevent the terrorist act. 

The ATCSA increased police powers to obtain identification from detained individuals.  Police 
have the authority to search individuals without their consent to secure solely identification information 
when they have been convicted, charged, or cautioned with a recordable offense.243  For individuals 
detained under terrorism provisions, fingerprints can be taken without their consent where they would 
confirm or repudiate a person’s involvement in a criminal offense.244  Similarly, it is permissible to take 

                                                      

239  Terrorism Act 2006, c. 11, § 16. 

240  Robert Verkaik, Clared Man Says He Was Scapegoat for Terror Attack, Aug. 10, 2002, available at 
http://www.independent.co.uk/c/?ec=500.  

241  Bomb Maker Jailed for 20 Years, Feb. 20, 2002, available at 
http://news.bbc.co.uk/1/hi/uk/england/1845218.stm. 

242  Terrorism Act 2000, c. 11, §§ 42-46. 

243  Anti-terrorism, Crime and Security Act 2001, c. 23, §§ 89-90. 

244  Id. §§ 89, 92. 

http://www.independent.co.uk/c/?ec=500
http://news.bbc.co.uk/1/hi/uk/england/1845218.stm
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photographs of detained suspects without their consent, and any item or substance worn on the person’s 
head may be removed with or without consent, using reasonable force if necessary.  Photographs taken 
under these provisions can be retained and disclosed for purposes related to the prevention, detection, 
or investigation of a crime in the UK or overseas.245  Concerns were raised that the forced removal of 
religious head garments could cause conflict and tension and lead to accusations of religious 
discrimination.  Concerns over this part of the ATCSA involved issues of proportionality in the use of 
these provisions, particularly regarding the use of force in relation to the seriousness of the offenses.  
Worries were also voiced that the forced removal of religious head garments could cause conflict and 
tension and lead to accusations of religious discrimination.  

VI.  Aviation Security  

The aviation industry is a major contributor to the UK’s economy, directly employing over 
180,000 people246 and over £100 billion (approximately US$180 billion) of trade passing through the 
UK’s airports.247  Aviation security in the UK is one “of the most demanding … regimes in the 
world,”248 with the memory of the Lockerbie disaster fueling the need for high standards.  The UK’s 
security measuresmeet or exceed the standards set by the International Civil Aviation Organization 
(ICAO); however, the events of September 11, 2001, saw further tightening of these controls.249   
While the current aviation security programme has been in place since the mid-1970s the government 
has stated: “[a]s part of its overall counter-terrorism strategy, the Government keeps aviation security 
under permanent review, and adjusts the measures to be taken by UK airlines, as and when 
necessary.”250  

Aviation and airport security falls under the ambit of Transport Security and Contingencies 
Directorate (TRANSEC), a division of the Department for Transport, with the Secretary of State for 
Transport being directly accountable to Parliament for the actions of his Department.251  The Secretary 

                                                      

245  Id. § 92. 

246  Department for Transport, Aviation and the Economy, July 3, 2002, available at 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_503200.hcsp.  

247  Department for Transport, Aviation, 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/sectionhomepage/dft_aviation_page.hcsp (last visited Feb. 22, 
2006).   

248  Department for Transport, Aviation and the Economy, July 3, 2002, available at 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_503200.hcsp. 

249  SELECT COMMITTEE ON DEFENCE, DEFENCE AND SECURITY IN THE UK, SIXTH REPORT (July 2002), available at 
http://www.publications.parliament.uk/pa/cm200102/cmselect/cmdfence/518/51807.htm.  The actions include the “random 
searching of hold baggage for flights to the USA prior to, or immediately after, check-in; more searching by hand of 
passengers and their cabin baggage upon entry to the restricted zone, and a regime of secondary searching at the departure gate 
for flights to the US and Canada and in terminals where arriving and departing passengers are not physically segregated; an 
expanded list of articles which, as potential weapons, cannot be taken into the restricted zone or the aircraft cabin; screening or 
searching of goods for retail upon entry to the restricted zone; guards within the restricted zone for aircraft departing to the 
USA or Canada; additional mobile patrols within the restricted zone; and tighter rules on the transportation of cargo, 
especially when going to the US and Canada.” 

250  Department for Transport, Joint statement to Parliament by Transport Secretary Alistair Darling and the Home 
Secretary, David Blunkett. Delivered: 28 December 2003, available at 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_026603.hcsp. 

251  The legal basis for Transec is set out in the Aviation Security Act, 1982, c.  36 (as amended), and the Aviation 
and Maritime Security Act 1990, c. 31.    

http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_503200.hcsp
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/sectionhomepage/dft_aviation_page.hcsp
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_503200.hcsp
http://www.publications.parliament.uk/pa/cm200102/cmselect/cmdfence/518/51807.htm
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_026603.hcsp
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of State for Transport is authorized to require the aviation industry to “implement security measures 
designed to protect their infrastructure, their hardware, staff and the public using it, from attack.”252  
Security in UK airports is governed by the National Aviation Security Programme and directions and 
regulations from TRANSEC.    

Security measures are proportionate to the costs and benefits obtained as the UK’s airports are 
operated on a commercial basis, the majority by the British Airports Authority (BAA), resulting in 
“strong commercial interests and pressures,”253 particularly as the responsibility and costs for 
implementing the majority of security measures falls with either the BAA or the airlines themselves.254  
For example, the managers of nine major airports255 in the UK are responsible for making payments to 
the police for an amount that has been mutually agreed upon or set by the Secretary of State for 
transport.256  This has led to a “natural, healthy and inevitable tension in the relationship between 
TRANSEC as the regulator and the industries regulated, given TRANSEC’s purpose and the 
understandable desire of industry to reduce its exposure to security costs.”257   

Despite the increased security costs that the aviation industry has incured since September 11, 
2001, the government has expressed the view that:  

industry should meet all its running costs, including those relating to security. It [is] not 
appropriate for the general taxpayer to subsidize those who travel by air, sea or rail.  The 
Government has made available a £40 million (approximately US$72 million) package of 
compensation to the aviation industry in respect of costs incurred through the four-day ban on 
flights to the USA following the 11th September attacks.258   

Additionally, the extra costs incurred by the aviation industry are typically later passed on to 
the consumer through fare increases.259  A number of airlines, notably British Airways, have 
complained that the aviation industry is over-regulated with “more than 50 additional measures required 
by the Department for Transport and the Government to be implemented by UK airlines alone, over 

                                                      

252  Department for Transportation, Introduction to the work of TRANSEC, 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_503581.hcsp (last visited Feb. 22, 2006). 

253  SELECT COMMITTEE ON DEFENCE, DEFENCE AND SECURITY IN THE UK, SIXTH REPORT (July 2002), available at 
http://www.publications.parliament.uk/pa/cm200102/cmselect/cmdfence/518/51807.htm. 

254  Department for Transport, Joint statement to Parliament by Transport Secretary Alistair Darling and the Home 
Secretary, David Blunkett. Delivered: 28 December 2003, available at 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_026603.hcsp. 

255  Major airports are Heathrow, Gatwick, Stansted, Birmingham, Manchester, Prestwick, Edinburgh, Glasgow, and 
Aberdeen; see id. 

256  Aviation Security Act 1982, c. 36, §§ 25-26.  

257  Department for Transport, Transport security: Response to the Transport Committee’s Preliminary Report, 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_611075-02.hcsp#P52_9883 (last visited Feb. 
22, 2006).   

258  Department for Transport, Transport Security & Contingencies Team: Frequently Asked Questions, 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_025701.hcsp (last visited Feb. 22, 2006).  

259  Id.  
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and above those stipulated by EU regulation.”260  The government has recently expressed concerns that 
the roles for those responsible for aviation security is unclear and introduced the Civil Aviation Bill in 
2005 to clarify the functions of those involved.261  

A.  Aviation Offenses 

The Aviation Security Act 1982262 provides for a number of offenses relating to the security and 
safety of aircraft.  This Act is supplemented by the Aviation and Maritime Security Act 1990 which 
creates offenses that aim to protect aircraft, aerodromes, and air navigation installations from acts of 
violence.  The offenses typically address acts done on board an aircraft in flight, which occurs from the 
moment when all external doors of the aircraft are closed following embarkation to the moment when 
the doors are opened for disembarkation.  In cases that involve forced landings, the period that the 
aircraft is in flight for extends up to the point that competent authorities on the ground assume 
responsibility for the aircraft and the persons and property on board.263  

i.  Hijacking Aircraft 

Hijacking an aircraft is defined in section one of the Aviation Security Act 1982 as unlawfully 
seizing an aircraft or exercising control of an aircraft with either the use of force or threats or inducing 
or assisting the commission of these acts.  The offense occurs regardless of the person’s nationality, the 
state where the aircraft is registered, and the aircraft’s location.   This offense is punishable by up to 
life imprisonment.   

Acts that would constitute criminal offenses in the UK that are committed, or attempted, on 
board an aircraft in connection with a hijacking, such as murder, attempted murder, manslaughter, 
assault, battery, may be prosecuted, with the Attorney General consent, as though they were committed 
in the UK.264   

ii.  Destroying, Damaging or Endangering Aircraft 

A number of offenses that have extra-territorial effect apply to those who destroy, damage or 
endanger aircraft.  It is an offense in the UK, or elsewhere, to intentionally destroy an aircraft in 
service; damage an aircraft in such a way that renders it incapable of flight or endanger its safety in 
flight; or commit an act of violence that is likely to endanger the safety of the aircraft.265  It is an 
offense to intentionally place devices or substances, or cause such items to be placed, on board an 
aircraft that are likely to either destroy or damage the aircraft and render it incapable of flight; or 
endanger the aircraft’s safety in flight.  Attempts to commit such acts, or actions done to aid, abet, 
counsel, procure, or conspire to commit these acts also are an offense.  The maximum penalty for their 

                                                      

260  Department for Transport, Transport security: Response to the Transport Committee's preliminary report ¶ 22, 
2005, available at http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_611075-
02.hcsp#P52_9883. 

261  Civil Aviation Bill, Bill 56 of 2005/2006, clause 6.  

262  Aviation Security Act 1982, c. 36. 

263  Aviation Security Act 1982, c. 36, § 38.  

264  Aviation Security Act 1982, c. 36, §§ 2, 8. 

265  Id. § 2. 

http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_611075-02.hcsp#P52_9883
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commission is life imprisonment.  These provisions apply to all individuals, regardless of their 
nationality, the location of the aircraft’s registration, and whether or not the act is committed in the 
UK. 266

Property267 or equipment used on board an aircraft also receives protection under the Aviation 
Security Act 1982.  It is an offense to damage or destroy equipment used for air navigation, including 
any land, building, or ship used for those purposes, if it is likely to endanger the aicraft’s safety in 
flight.  Additionally, it is an offense to communicate materially false, misleading, or deceptive 
information that endangers, or is likely to endanger, the safety of an aircraft in flight.268  These offenses 
vary from those above as the act must either occur in the UK, or, if committed outside of the UK, be 
performed by a UK national or endanger, or be likely to endanger, the safety in flight of a civil aircraft 
registered in the UK, or chartered to a lessee whose principal place of business or permanent residence 
is in the UK.  If the act is committed on board the aircraft, the law applies if the person is on board 
when it lands in the UK.   The maximum sentence for such acts is life imprisonment.269    

iii.  Unlawful Articles to Possess on an Aircraft and Other Locations 

It is an offense to possess a broad variety of articles on an aircraft registered in the UK, 
regardless of its location when the offense occurs; any aircraft in flight over the UK; any part of an 
aerodrome in the UK; or in any part of an air navigation installation.  Banned articles include firearms, 
explosives, anything made or adapted to cause injury or incapacitate a person, anything made or 
adapted to cause damage or destruction to property, or anything that has the appearance of any of these 
articles.   Offenses are punishable by up to five years’ imprisonment.270

iv.  Protection of Aerodromes 

Due to the importance of aerodromes for the safe operation of aircraft, it is an offense to 
commit any act of violence at such a place that causes, or is likely to cause, death or serious personal 
injury and endangers, or is likely to endanger, the safe operation of the aerodrome or the safety of 
persons at the aerodrome.271  Additionally, it is an offense to destroy or seriously damage property used 
at an aerodrome that serves international civil aviation, an aircraft at the aerodrome that is not in 
service, or disrupt the aerodrome’s services.272   The commission of these offenses is punishable with 
up to life imprisonment.  

                                                      

266  Id. § 2(3). 

267  Property is defined in section 38(1) of the Aviation Security Act 1982, c. 36 as land, buildlings, works, aircraft, 
vehicle, baggage, cargo or article of any other description.   

268  Aviation Security Act 1982, c. 36, § 3. 

269  Id. § 3.  

270  Id. § 4.  

271  Aviation and Maritime Security Act 1990, c. 31, § 1. 

272  Id. § 1. 
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B. Security Personnel on Aircraft 

In 2002, the UK made the decision that, when warranted, specially trained covert armed police 
officers would be placed on board civil aircraft.273  Additional information regarding this decision is 
unavailable as it is the government’s policy “… for obvious security reasons, not to comment in detail 
on when and where additional security measures are being deployed.”274  However, a statement in the 
House of Lords has noted that generally “sky marshals may be deployed on UK aircraft in response to 
the threat assessment where it is judged that their deployment will contribute to the overall security of a 
flight or flights. Deployment will be with the agreement of the airline or airlines concerned.”275

C.  Weapons Carried by Pilots 

 Weapons are permitted on board an aircraft registered in the UK provided that they are located 
in an area that passengers cannot access and the operator of the airline has made the commander of the 
aircraft aware of their presence of on board.  The Civil Aviation (Air Navigation Order) 2000276 
provides that weapons may be carried on board in areas that passengers can access when there has been 
written permission from the Civil Aviation Authority (CAA), the UK’s aviation regulatory authority.  
Except in cases of police aircraft, the operator of the airline must inform the commander of the aircraft 
in writing about the details of the weapon.  British Airways has rejected the idea of placing guns and 
knives in the cockpits of their aircraft, considering that it may serve to arm an unarmed intruder.  It 
instead is looking at the possibility of providing pilots with stun guns and increasing its monitoring of 
planes with closed circuit TV cameras, although these suggestions do not appear to have been 
reconsidered since they were proposed in 2001.277  

 
D.  Locked Cockpits  

Security regulations in the UK require that all cockpit doors on flights leaving the UK and in 
the UK’s airspace be locked.  The UK also is working on implementing regulations to fit intrusion 
resistant flight deck doors on aircraft, a requirement of the ICAO that came into force in November 
2003.278

E.  Shoot-Down Operations 

The Ministry of Defence (MOD) is responsibile for “protecting the integrity of UK 
airspace.”279  A statement from the Ministry of Defence provides that the Royal Air Force, the body of 
                                                      

273  Department for Transport, Statement to Parliament by Transport Secretary Alistair Darling on implementing 
measures in response to the heightened state of alert in the USA. Delivered: 6 January 2004, available at 
http://www.dft.gov.uk/stellent/groups/dft_aviation/documents/page/dft_aviation_027195.hcsp.   

274  Id. 

275  7 Jan. 2004 PARL. DEB., H.L. (5th ser.) 175. 

276  Civil Aviation (Air Navigation Order) 2000, SI 2000/1562, ¶ 59. 

277  BBC News, BA considers stun guns for pilots, Oct. 12, 2001, available at 
http://news.bbc.co.uk/hi/english/uk/newsid_1595000/1595309.stm.  

278  DEPARTMENT FOR TRANSPORT, TRANSEC ANNUAL REVIEW, 2004-5, available at 
http://www.dft.gov.uk/stellent/groups/dft_transsec/documents/page/dft_transsec_610671.hcsp.  

279  SELECT COMMITTEE ON DEFENCE, SIXTH REPORT: DEFENCE AND SECURITY IN THE UK, 2002, 2001-02, HC 518-I 
¶ 4.    
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the armed forces that is responsible for the defence of British airspace, has air defense arrangements 
that extend from “radar coverage to ‘shoot down [by any means]’ if necessary.”280  The UK’s defense 
of its airspace is undertaken as part of the NATO Integrated Air Defence System (NATINADS). The 
UK bears responsibility for part of the northern section of the airspace in this system that is controlled 
by Combined Air Operations Centre (CAOC) number nine that is “co-located with HQ Strike 
Command at RAF High Wycombe.  The system involves continuous surveillance of the airspace, 
detection of unusual activity and active policing and response through the use of interception 
aircraft.”281  In the wake of September 11, 2001, the government noted that the “defensive measures 
and guidance for handling hijacked or suspected hijacked aircraft ‘were not geared in the right 
direction’ to deal with what have been termed ‘rogue’ civilian aircraft” and has addressed this 
deficiency primarily through classified arrangements, although a broad outline has been provided.282      

Rogue aircraft initially are identified in a number of ways, for example through unaccountable 
and unplanned deviation from assigned routes to communication with the aircraft.  Once the rogue 
aircraft has been identified it is tracked, and, in certain instances, particularly if there is doubt whether 
the aircraft should be intercepted, Quick Reaction Alert (QRA) aircraft are “launched to intercept and 
shadow the aircraft … based on the decision of the duty controller at UK CAOC.”283  For aircraft that 
have been tracked outside the UK’s airspace, the case is “handed over to UK authorities at the Flight 
Information Region boundary.”  QRA aircraft were launched three times between September 11, 2001 
and March 2002.  

If an intercepted aircraft fails to respond to an order to land or change its course, the QRA can 
be instructed to perform a knife-edge maneuver to show that the fighter jet is armed.  If this action does 
not solicit a response, warning gunfire then is used and, if this still fails to solicit a response, a decision 
to use force may occur.  The body or person that makes the decision to use force against a rogue 
aircraft is classified information and, as such, it is unclear who has authority to make the order.  
However, the decision to use force involves the evaluation of the following circumstances: 

Location, height, speed and tract of the aircraft, including, where known, the potential 
remaining duration of flight and the range of the aircraft.  Proximity or otherwise to known or 
suspected “target” area, taking account of the possibility that the material circumstances might 
cast doubt on the veracity of any expressions relating to intended targets.  Likelihood or 
otherwise of intervening acts occurring which would otherwise avert the threat to life (such as 
evacuation of target area or the availability of alternative critical infrastructure systems to 
replace those which if damaged would create a direct threat to life); Likelihood or otherwise of a 
belated response from the rogue aircraft indicating an intention to comply with diversion 
instructions or otherwise that hostile intent will be negated.284   

                                                      

280  Ministry of Defence, 11 September – a New Chapter for the Strategic Defence Review, 
http://moddev.dera.gov.uk/news/press/news_press_notice.asp?newsItem_id=1247 (last visited Feb. 23, 2006).  

281  SELECT COMMITTEE ON DEFENCE, SIXTH REPORT:  DEFENCE AND SECURITY IN THE UK, 2002, 2001-02, HC 518-I,  
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283  Id. ¶ 6.  
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The MOD’s legal basis for shooting down aircraft is grounded in both domestic legislation and 
international law, notably the inherent right of self defense contained in Article 51 of the UN 
Charter.285  The legal department of the MOD also has used section 3 of the Criminal Law Act 1967,286 
which permits the use of reasonable force to prevent the perpetration of a crime, to justify the use of 
lethal force necessary to shoot down a civilian aircraft.   It has offered further detail for its reasoning: 

The use of lethal force is justified in English law when used in self defence, defence of others, 
or in the prevention of crime where there is an imminent threat to life and the force used is 
reasonable (i.e. necessary and proportionate), having regard to all of the circumstances. The test 
to be applied is that the act will be necessary and proportionate if: (1) the act is needed to avoid 
inevitable and irreparable evil; (2) no more should be done than is reasonably necessary for the 
purpose to be achieved; and (3) the evil inflicted must not be disproportionate to the evil 
avoided.  For these purposes, a ‘rogue civilian aircraft’ is a civilian aircraft, in flight, which has 
been hijacked and which has been declared ‘hostile’.  The use of lethal force against a rogue 
civilian aircraft will only be justified where it has been declared hostile … which may [occur] … 
where hostile intent is established. For these purposes, hostile intent can be expressed as a 
demonstration of an intention imminently to use the aircraft as a weapon and in a matter that will 
lead to a loss of life … establishing hostile intent would not be straightforward. It would also be 
necessary to weigh the consequences of shooting down a civilian aircraft, in terms of loss of life 
both to passengers and potentially to those on the ground, against the likely consequences of 
allowing it to proceed. That is, the action would have to be ‘proportionate’. The MoD’s view is: 
If the following exceptional circumstances can be established, the use of force against a rogue 
civilian aircraft and the consequent risks to innocent lives could be considered proportionate: 
that it is impossible to preserve the lives of those on the ground without bringing about the death 
of innocent persons on board the aircraft; that continued existence of the aircraft will inevitably 
bring about the death of those innocent people on board in a very short time, and; having regard 
to all of the circumstances, the loss of life which will result from the shooting down of the 
aircraft is not disproportionate to the consequences which are expected from not doing so.287

The government considered instances in which there were insufficient response times by QRA 
aircraft, and as a result, moved the stationing of these aircraft.  However, it is possible that the 
response time in some situations still will not be enough, and the government considered using a short-
range tactical weapons system, known as Rapier missiles, to shoot down rogue aircraft.  It ultimately 
rejected this form of protection as the “rules of engagement for a ground-based missile system are that 
‘they declare a killbox and anything which comes into it, they knock it out of the sky’ … that does not 
allow for mistakes which may happen.”288     
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286  Criminal Law Act 1967, c. 58. 
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VII.  Monitoring of Persons  

A.  Immigration  

Since 1891 it has been established at common law that “no alien has any right to enter [what is 
now the UK] except by leave of the Crown.”  The Aliens Restriction Act 1914,289 the Aliens 
Restriction (Amending) Act 1919, and Rules and Orders made under these Acts,290 gave the common 
law a statutory basis and formed the restrictions on immigration in the 1940s.  The statutory regime 
now governing immigration in the UK is contained in the Immigration Act 1971 and the Immigration 
Rules291 made under it. The law requires that individuals who are not British or Commonwealth citizens 
with the right of abode in the UK, nor members of the European Economic Area, obtain leave to enter 
the UK from an immigration officer upon their arrival.  Immigration officers cannot refuse or cancel 
leave to enter the UK without obtaining the authority of a Chief Immigration Officer or an Immigration 
Inspector.  This leave to enter, for certain people with visas, is the first step towards obtaining British 
citizenship. 

 
The law governing and policy surrounding immigration in the UK is highly complex, with the 

government attempting to balance the needs of genuine visitors and the contributions they make to the 
UK’s economy against those that wish to enter the UK for undesirable purposes.  The government 
recently has shifted back to a policy of managed migration “in the interests of the economy”292 in which 
the skills and benefits that migrants bring to the country are emphasized, with particular support for 
skilled workers,293 and quotas for those without skills, where there is a need in the UK.294     

 
Additional immigration measures to monitor individuals stem from new criteria for the 

deportation and exclusion of individuals from the UK.  Deportation measures are stipulated in the 
Immigration Act 1971 and subject to the prohibition on refoulement.  This Act provides that a person 
can be deported by a deportation order if they are not a British citizen,295 and the Secretary of State has 
deemed one of the following conditions exists:  

• the person’s deportation is conducive to the public good;  

• the person is the spouse or child under eighteen of a person ordered to be deported; or 

                                                      

289  Aliens Restriction Act, 1914, 4 & 5 Geo. 5, c. 12 (Eng.).    

290  Aliens Order, (1920) Stat R. & O. 448, as amended. 

291  Immigration Rules, H.C. 395 (1994), as amended. 

292  HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472.  

293  Id.  

294  HOME OFFICE, SECURE BORDERS, SAFE HAVEN: INTEGRATION WITH DIVERSITY, 2002, Cm. 5387.  

295  The law applying to nationals of Member States of the European Union (European Economic Area Nationals) 
varies as a result of Council Directive 64/221 EEC.  This Directive provides that nationals of Member States can only be 
deported on the grounds of public policy, public security, or public health.  The Home Office has stated that deportation of 
nationals of Member States typically occurs when the person is convicted of a serious criminal offense that gives rise to one of 
the grounds listed above.   
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• a court recommends deportation in the case of a person over the age of seventeen who has 
been convicted of an offense punishable with imprisonment.296    

Guidance to the Immigration Act and Immigration Rules has interpreted the term “conducive to 
the public good” to include instances where the person has been convicted of a serious offense or a 
number of minor offenses, or where the person obtained indefinite leave to remain by deception.  The 
deportation order is revocable by a subsequent order from the Secretary of State, or if the person 
becomes a British citizen.297  Prior to making a deportation order, the Secretary of State must consider 
“whether deportation is the right course on the merits, [and] the public interest [must] be balanced 
against any compassionate circumstances of the case.”298  Persons awaiting deportation can be detained 
but have a right to bail.299   

One issue that has arisen with the deportation of individuals possibly involved in terrorism is 
that a number of individuals who would otherwise be liable for deportation have obtained British 
citizenship through naturalization.  The government updated the law to allow the Secretary of State to 
issue an order to deprive a person of citizenship obtained through naturalization, unless it would render 
them stateless, if the Secretary of State is satisfied that the person has “done anything seriously 
prejudicial to the interests of the UK or a British Overseas Territory.”300  The Secretary of State also 
can deprive citizenship obtained through naturalization if it was obtained through fraud, false 
representation, or concealment of a material fact.301  The government stated that concealing past 
involvement in terrorism would be considered a material fact:  

Although it is not always possible in such cases to take subsequent action to remove an 
individual from the UK, the Government considers that deprivation action would at least mark 
the UK’s abhorrence of their crimes and make it clear that the UK is not prepared to welcome 
such people as its citizens.  This action would also enable us to withdraw protection provided to 
British citizens abroad and the representation which our extensive Diplomatic Service offers.302  

Persons have the right to appeal to an Immigration Tribunal of any decisions that deprive them 
of their citizenship.  Almost immediately after the new powers came into force the government moved 
to strip controversial Muslim Cleric, Abu Hamza al-Masri, of his British citizenship, with an MP 
stating: 

Abu Hamza continues to spread his message of hate against Jews, Hindus, the US and Britain, 
has seditiously abused the sanctity of Finsbury Park Mosque to incite violence and race hatred, 
and actively recruited among British Muslims for terrorism abroad and fundraised for terrorist 
groups, is wanted overseas for serious terrorism offences, there [is no] reason why Section 4 of 

                                                      

296  Immigration Act 1971, c. 77, § 3(6); see also Immigration Rules H.C. 395 (1994), ¶ 362.  If this notice is not 
given, the person is deemed to have been given leave to enter the UK for six months.   
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the Act should not be used to deprive him of his citizenship of our country, which he so 
obviously despises.303

Allowing the deportation of individuals convicted of an offense punishable with imprisonment, 
upon the recommendation of the court also allows the deportation of individuals convicted of an offense 
under any of the wide-ranging provisions of the UK’s antiterrorism legislation.304     

The Special Immigration Appeals Commission (SIAC) was established to accelerate the 
appellate process relating to immigration cases.305  The first case brought before the SIAC involved a 
Muslim Cleric who was involved in an organization through raising funds and training British citizens.  
The SIAC concluded that his activities were a threat to the national security of the UK and confirmed a 
deportation order, although the term “national security” was, according to many, not definied 
adequately. 

New measures were recently introduced in the aftermath of the July 2005 bombings for use in a 
“widespread and systematic manner.”306  Mr. Blair stated that anyone who has participated or has been 
involved in terrorism in any way or in any jurisdiction will be refused entry into the UK.  Similarly, the 
Secretary of State has further stated that the criteria to exclude and deport individuals will be extended 
to those that foment, glorify, justify, advocate terrorism or serious criminal activity; those that provoke 
others to commit acts of terrorism or serious crime; and those that advocate the use of violence to 
further particular beliefs and individuals that “foster hatred which may lead to intra-community 
violence in the UK.”307  The criteria also will be broadened to include those that “present an indirect 
threat to national security, public order or the rule of law in the UK or to the UK's good relations with 
a third country … and those who express what the Government considers to be extreme views that are 
in conflict with the UK's culture of tolerance.”308    

These criteria apply to individuals that have not yet arrived in the UK as well as those already 
granted either temporary or indefinite leave to remain.  The prohibited behavior may have occurred in 
the UK or abroad, and can occur through any “means or medium including writing, producing, 
publishing or distributing material; public speaking including preaching; running a website; using a 
position of responsibility such as teacher, community or youth leader to express views.”309  In August 

                                                      

303  399 PARL. DEB., H.C. (5th ser.) (2003) 11;  see also Greg Hurst and Richard Frost, Hamza Faces Being Stripped 
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2005, the government issued a non-statutory consultation document on this subject to solicit views from 
the public and interested organizations, but has not published any responses.310

B.  Asylum 

Asylum in the United Kingdom has been a contentious issue for the current Labour 
government, which has been struggling to reduce the numbers of people entering the country to claim 
asylum and rid itself of the image that the UK is a “soft touch” for asylum seekers.  Considerable 
negative public opinion and cynicism surrounds asylum seekers in the UK for a number of reasons.  
The most notable critiques are the alleged link between failed asylum seekers and those involved in 
terrorism; the granting of asylum to extremist Islamic preachers; abuse of the asylum system by 
economic migrants; and the costs associated with caring for these individuals. 311  A large proportion of 
those seeking asylum in the UK originate from countries with a predominantly Muslim population, 
resulting in the treatment of asylum seekers being a concern to local Muslim communities and 
organizations.  The asylum process also is an important factor for the integration of those that 
eventually receive refugee status and are permitted to remain in the UK.312

In an attempt to remove the perception that the United Kingdom is a “soft touch” for asylum 
seekers, and the public perception that asylum seekers are taking away money from benefits that 
citizens of Britain are entitled to, the government introduced a number of controversial measures.  
Asylum seekers can be detained at any point during their asylum application without a judicial hearing; 
are not permitted to work; can be required to reside in a particular place for up to fourteen days in 
order to undergo an induction program; and can be tagged to detect their whereabouts.  Asylum seekers 
receive limited benefits that can be withdrawn if it is believed they did not make a claim for asylum 
within a reasonably practicable time.313  Asylum seekers from countries that are deemed “safe” and 
those whose claims are “clearly unfounded” both can be detained and removed from the UK while they 
appeal the decision to deny them asylum from a third country.314  

While these measures may deter asylum seekers from viewing the United Kingdom as having a 
“soft touch,” they reportedly have had a wide-ranging negative impact that includes the deprivation of 
liberty, isolation and financial hardship for asylum seekers.  The measures also have resulted in the 
breakup of families, as the state reportedly has removed children from parents who lost benefits from 
failing to file a timely claim for asylum.315  Additionally, the ban on asylum seekers from working 
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during the application process316 has resulted in concerns that it “prevents these people integrating and 
forming bonds with local people.”317  

Despite the various criticisms, the government claims that the measures above have achieved 
their aim and have resulted in a decline in the numbers of individuals seeking asylum in the United 
Kingdom from approximately nine thousand to three thousand per month, a 67 percent decrease from 
its peak.318   

C.  Tracking of Aliens 

The Immigration Regulations in the UK require that foreign nationals, aged sixteen and over, 
who are given leave to enter the UK for more than six months, or three months if entering for 
employment purposes, register with the police in the area which they are living. The rules impose a 
registration requirement in exceptional circumstances where the “immigration officer considers it as 
necessary to ensure that a foreign national complies with the terms of a limited leave to enter.” 
Registration requirements further apply to foreign nationals who have not previously registered and are 
granted an extension of stay that lengthens their total period of stay beyond three months from the date 
of arrival for those engaged in employment and six months from the date of arrival for others. For 
shorter periods of residence, certain aliens must register with the police.   

For those that obtain leave to enter on a student visa, the Immigration and Nationality 
Directorate (IND) requests all colleges notify them if these students do not attend.  The names of non-
attendees are entered into a Warnings Index that ensures, once they are located, they cannot apply for 
another visa or if they leave and attempt to re-enter the country, they will be prevented from doing 
so.319   

D.  Border Controls 

Border controls are achieved through technical measures, such as those used to detect illegal 
immigrants in freight trucks passing through the channel tunnel, 320 intelligence led (risk based) checks 
at ports of entry,321 passport inspections, and the requirement that all visitors obtain leave to enter for 
any period of stay in the UK.  Legislation governing border controls contain wide-ranging measures 
and are contained in a number of acts that address asylum and immigration.  Leave to enter can be 
refused322 on certain grounds, including when the person seeking entry is subject to a deportation order; 
the Secretary of State has personally directed that the exclusion of a person is conducive to the public 

                                                      

316  Asylum and Immigration Act 1996, c. 49, § 8.  

317  BBC News, Attitudes risk race relations, June 30, 2005, available at 
http://news.bbc.co.uk/2/hi/uk_news/politics/4637925.stm.  

318  HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472, Annex C. 

319  New Register of Genuine Colleges Will Cut Abuse, Monthly Magazine for Staff of the Immigration and 
Nationality Directorate, Dec/Jan 2004-5, Issue 54, at 3. 

320  HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472. 

321  Id.   

322  The legislative basis for refusing leave to enter is contained in section 3(1)(a) of the Immigration Act 1971, c. 77. 
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good;323 a previous leave to enter or remain was obtained by deception; the person has been convicted 
of an offense that would be punishable in the UK by twelve months or more imprisonment; or the 
Immigration Officer has information available to him that the person’s exclusion from the UK is 
conducive to the public good, “for example in the light of the character, conduct or associations of the 
person seeking leave to enter it is undesirable to give him leave to enter.”324

Fingerprints now are being taken from more individuals that require visas, or those that wish to 
stay for a longer duration, prior to their arrival in the UK to prevent them from concealing their 
identities upon their arrival.325  The government anticipates this procedure will be standard for all 
individuals that obtain a visa, over two million people a year, by 2008.326  The same year will also see 
the full introduction of identity cards containing fingerprints of all visitors that wish to stay for longer 
than three months.   The government has introduced the demand of financial bonds that are used to 
guarantee the return home of visitors to the UK that are considered to be at high-risk for failing to 
return to their home country.327   

Any person arriving in the UK can be detained by an immigration officer pending their 
examination and the decision to grant leave to enter.  The Immigration and Asylum Act 1999328 
extended the power of detention to cases where there are reasonable grounds to believe directions may 
be given to refuse leave to enter or remain or where removal orders have been given under the 
Immigration Act 1971.329  While the legislation states no express time limit on the duration that the 
person can be detained, the courts have ruled the duration is subject to an implied limitation of a period 
that is reasonably necessary and, if the detention continues for longer, it should not have been used.330  
The Home Secretary has determined a reasonable period is less than one week, unless a slightly longer 
period will “enable the speedy determination of the application for leave to enter.”331   

                                                      

323  R (Farrakhan) v Secretary of State for the Home Department, Apr. 2002, available at 
http://www.lawreports.co.uk/civaprb0.6.htm.  With regard to the Secretary of States’ discretion in making such an order the 
courts have found that the Secretary of State, rather than the courts, is more suited to make such a determination as he is 
“better placed to reach an informed decision about the likely consequences of admitting” a person into the UK; is 
democratically accountable for his decision; and the decision typically involves a wide range of consultation that the Secretary 
of State has at his disposal.  In 2000, the Secretary of State directed that a citizen from the United States of America be 
excluded from the UK on the grounds that it would not be conducive to the public good, as the presence of the person, a 
spiritual leader of Islam, might give rise to public disorder.  In this instance, the courts upheld the Secretary of State’s order as 
being proportionate interference with the freedom of individual expression. 

324  Immigration Rules, H.C. 395 Part 9, 
http://www.ind.homeoffice.gov.uk/ind/en/home/laws___policy/immigration_rules/part_9.html (last visited Jan. 27, 2005).  

325  HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472, at 9. 

326  Id. at 10. 

327  Id.  

328  Immigration and Asylum Act 1999, c. 33. 

329  Immigration Act 1971, c. 77, sch. 2 & 19. 

330  Hani El Sayed Sabaei Youssef v The Home Office, [2004] EWHC 1884 (QB).  

331  House of Commons Library Research Paper, The Anti-Terrorism, Crime and Security Bill: Parts IV & V: 
Immigration, Asylum, Race and Religion, 01/96 (Nov. 2002) ¶ 67, available at 
http://www.parliament.uk/commons/lib/research/rp2001/rp01-096.pdf.  
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One of the measures proposed by Mr. Blair in the aftermath of July 2005 aims to prevent 
extremists from entering the UK in the first instance.  He has stated that the government is consulting 
with Muslim leaders to assemble a list of clerics considered unsuitable to preach that are not British 
citizens and to exclude these individuals from the UK.  The Foreign and Commonwealth Office also is 
compiling an international database of individuals whose activities or views are believed to pose a threat 
to the UK’s national security.  The list will be used to exclude these individuals from the UK, although 
a right of appeal outside the country will be provided.  Border controls will be tightened further by the 
introduction of biometric visas in an attempt to prevent individuals from entering the country using 
forgeries. 

i.  Problems with the UK’s Border Controls 

While the mechanisms to screen individuals entering the UK are wide-ranging and thorough, 
their effectiveness is hampered by the manpower requirement that is necessary for enforcement.  The 
government reviewer of the antiterrorism legislation, Lord Carlile, has publicly acknowledged that 
there are insufficient customs and immigrations officers at all ports of entry and the ones already there 
are “spread a little thinly [which is] not entirely satisfactory.”332  The intelligence led (risk based) 
approach taken by customs and immigration officers reportedly leads to periods where there are no 
officers present at small and medium sized regional ports when aeroplanes land and ships dock.  Lord 
Carlile asserts that while these regional ports were not “hemorrhaging people right into the country in 
vast numbers … . [T]here are a significant number of people creeping in whose identity we do not 
know … who may have more dangerous motives in coming here.”333  

This situation is exacerbated by the lack of exit controls and departure checks to prevent or 
monitor individuals granted leave to enter from overstaying their allotted time.  Once a person enters 
the country he can remain without discovery fairly easily because there is no requirement to present 
identity documents for services such as health and education,334 although the government has introduced 
legislation requiring employers to ascertain the immigration status of the workers they employ.  There 
is legislation before Parliament to facilitate prosecutions and fines against those that employ illegal 
immigrants.335  With no departure checks, there is considerable difficulty in accurately estimating the 
numbers of visitors, students, or failed refugee seekers who have breached the conditions of their stay 
and have remained in the country illegally.  It also makes the quantification of the success or failure of 
the visa process, and the accuracy of entry clearance officers’ decisions to issue visas almost 
impossible.336  The government recently has estimated that at “best guess,” the number of illegal 
immigrants in the country is nearly 500,000.337  To estimate the number of visa holders that comply 

                                                      

332  BBC News, UK Ports are Open to Terrorists, Mar. 14, 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/4804482.stm.  

333  Id. 

334  Recently, the Government was provided a broad estimate that between 310,000 and 570,000 illegal immigrants 
were present in the UK in 2001.  Home Office, Sizing the Unauthorized (Illegal) Migrant Population in the UK in 2001, 2005 
Rpt. 29/05, available at http://www.homeoffice.gov.uk/rds/pdfs05/rdsolr2905.pdf.  

335  Immigration, Asylum and Nationality Bill, 2005-6 (Bill 13 of 2005-6).  

336  NATIONAL AUDIT OFFICE, VISA ENTRY TO THE UK: THE ENTRY CLEARANCE OPERATION H.C. 367, 2004 (2003-
4), ¶ 7, available at http://www.fco.gov.uk/Files/kfile/NAO%20Report%20170604.pdf.

337  Home Office, Sizing the Unauthorized (Illegal) Migrant Population in the UK in 2001, 2005 Rpt. 29/05, 
available at http://www.homeoffice.gov.uk/rds/pdfs05/rdsolr2905.pdf.  
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with their visa’s conditions upon entry into the UK, the Immigration and Nationality Directorate 
Intelligence Service conducted a small-scale investigation.  Preliminary reports involving visas issued to 
individuals in Accra, Ghana has shown that 37 percent of visa holders could not be located after 
entering the UK.338    

A Home Affairs Select Committee has expressed concern over the lack of exit controls and has 
recommended the reintroduction of embarkation controls at the UK’s borders.  The government initially 
did not consider embarkation controls a viable option in terms of resources and cost, estimating over 
£26 million (approximately US$47 million) in annual operating costs, and it stated that there was no 
evidence to support the effectiveness of these controls.339  However, despite its initial reservations, it is 
currently moving towards this type of system through its e-borders program, which will increase 
electronic pre-boarding checks of passengers, enabling their information to be checked against multi-
agency watch lists.  The program also collects information on the departure and arrival of individuals to 
enable the relevant bodies to determine who has overstayed.  The government intends to introduce 
measures that require airlines to check the information of certain categories of passengers against 
government databases prior to departing to the UK, with any airline that carries a passenger listed on 
the database without authority from the government being subjected to a penalty.340  The government 
also is encouraging a “joined up modernised intelligence led border control and security framework”341 
and is working to create a duty to share information between the Immigration Services, the police, and 
HM Customs to improve their activities.342   

E.  Identity Cards 

A national identity card has been on the government’s agenda for a number of years and, until 
recently, has been a controversial measure.  In the light of the ongoing threat posed by terrorists, 
identity theft, the misuse of public services, and illegal immigration, the British public has become 
increasingly open to the idea of a national identity card.  In 2006, after extensive consultation, 
compromise, and a rocky passage through Parliament,343 the Identity Cards Act 2006 was passed.344  
The Act implements a framework for a non-compulsory identity card based on secure biometric 
information that aims to ultimately replace the “mosaic of documents” currently relied upon to prove 
the identity of British citizens and residents.345  Its main provisions are the establishment of a secure 
                                                      

338  NATIONAL AUDIT OFFICE, VISA ENTRY TO THE UK: THE ENTRY CLEARANCE OPERATION H.C. 367, 2004 (2003-
4), ¶ 18, available at http://www.fco.gov.uk/Files/kfile/NAO%20Report%20170604.pdf. 

339  SELECT COMMITTEE ON HOME AFFAIRS, FOURTH REPORT, H.C. 654, 2003, (2002-3), cited in NATIONAL AUDIT 

OFFICE, VISA ENTRY TO THE UK: THE ENTRY CLEARANCE OPERATION H.C. 367, 2004 (2003-4), ¶ 2.33, available at 
http://www.fco.gov.uk/Files/kfile/NAO%20Report%20170604.pdf. 

340  HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472,  at annex B. 

341  Id. 

342  Immigration, Asylum and Nationality Bill, 2005-6, H.L. [Bill 74], clause 36.  This Bill implements the proposals 
contained in HOME OFFICE, CONTROLLING OUR BORDERS: MAKING MIGRATION WORK IN BRITAIN, FIVE YEAR STRATEGY FOR 

ASYLUM AND IMMIGRATION, 2005, Cm. 6472, published in February 2005 and in “Confident Communities in a Secure 
Britain,” the Home Office Strategic Plan, 2004-2008, published in July 2004. 

343  6 Feb. 2006, PARL. DEB., H.L. (5th ser.) (2006).  

344  Identity Cards Act 2006, c. 15.  

345  HOME OFFICE, ENTITLEMENT CARDS AND IDENTITY FRAUD, 2002, Cm. 5557; HOME OFFICE, IDENTITY CARDS: A 

SUMMARY OF FINDINGS FROM THE CONSULTATION ON ENTITLEMENT CARDS AND IDENTITY FRAUD, 2003, Cm. 6019.  
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database, known as the National Identity Register (NIR), an identity card that holds biometric and 
personal information, a verification service that links the card and the NIR to verify the card holder’s 
identity, and the power to make certain public services provisional upon the presentation of a 
successfully verified identity card.346  The scheme requires passport applicants over sixteen years old to 
simultaneously obtain identity cards with their first passport or with a passport renewal from 2010 
onwards.347     

Critics argue that “the scheme [will] have a negligible impact on crime and terrorism, w[ill] 
impact disproportionately on ethnic minorities, represents a serious threat to time-honoured civil 
liberties, w[ill] be costly to implement and relies on unproven new technology.”348   

F.  Biometrics 

The Home Office has recognized the importance and usefulness of biometric technologies, such 
as fingerprints, iris and facial recognition, in the fight against crime, terrorism, and identity verification 
and has established a Biometric Centre of Expertise to develop these technologies.349  Since 2003, the 
Home Office has financed a project, driven by European Union obligations, that requires all Member 
States to incorporate biometrics in visas and to fingerprint visa applicants in a number of countries, 
notably Sri Lanka, Djibouti, Kenya, Tanzania, Uganda, Rwanda, Ethiopia and Eritrea.350  This 
information is entered onto an Immigration and Asylum Fingerprint System351 that enables the Home 
Office and UKVisas to identify visa holders who may claim asylum,352 detect previous visa applicants, 
and find those applying for visas using false identities.  The project’s initial pilot involved only Sri 
Lanka and, in its first year, through matching fingerprints to previous records, it uncovered over 250 
applicants whom had previously claimed asylum.  The government wishes to expand this system, but 
currently is concerned over the “significant cost and operational implications for UK visas’ operations 
and has commissioned a consultancy to evaluate the implications for its business.”353

The government has expressed concerns that “it does not want British citizens to have ‘second 
class’ passports and [will move] towards fingerprint [and possibly iris image data in 2008] as well as 

                                                      

346  Identity Card Bill, 2005-6, H.C. [Bill 9], HOME OFFICE, ENTITLEMENT CARDS AND IDENTITY FRAUD, 2002, Cm. 
5557; HOME OFFICE, IDENTITY CARDS: A SUMMARY OF FINDINGS FROM THE CONSULTATION ON ENTITLEMENT CARDS AND 

IDENTITY FRAUD, 2003, Cm. 6019. 

347  Identity Cards Act 2006, c. 12, § 4.  HOME OFFICE, ENTITLEMENT CARDS AND IDENTITY FRAUD, 2002, Cm. 
5557; HOME OFFICE, IDENTITY CARDS: A SUMMARY OF FINDINGS FROM THE CONSULTATION ON ENTITLEMENT CARDS AND 

IDENTITY FRAUD, 2003, Cm. 6019. 

348  House of Commons Research Paper, The Identity Cards Bill, No. 9 of 2005-6, Research Paper 05/43 at 4.  

349  Home Office, Public Protection, http://scienceandresearch.homeoffice.gov.uk/hosdb/public-
protection/biometrics/ (last visited Feb. 24, 2006).   

350  FIONA LINDSLEY, REPORT BY THE INDEPENDENT MONITOR 2004 (IMMIGRATION AND ASYLUM ACT 1999) ¶ 25 
(2005), available at www.fco.gov.uk/Files/kfile/IM%20report%202004.pdf.       

351  National AUDIT OFFICE, VISA ENTRY TO THE UK: THE ENTRY CLEARANCE OPERATION, H.C. 367, 2004 (2003-4), 
¶ 3.24, available at http://www.fco.gov.uk/Files/kfile/NAO%20Report%20170604.pdf. 

352  The government requires that fingerprints be taken from all asylum seekers. See Immigration and Asylum Act 
1999, c. 33, §§ 141-146 (as amended).  

353  NATIONAL AUDIT OFFICE, VISA ENTRY TO THE UK:  THE ENTRY CLEARANCE OPERATION, H.C. 367, 2004 (2003-
4), ¶ 3.21, available at http://www.fco.gov.uk/Files/kfile/NAO%20Report%20170604.pdf. 
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facial image data in passports in the future to keep in step with our European partners.”354  As such, it 
has been comprehensively researching, and conducting pilot tests on the use of biometric information in 
passports to be known as e-passports.  The e-passports are to include a biometric microchip containing 
biometric facial information,355 biographic data of the holder, and the holder’s digital signature.  The 
information will be protected on the microchip through an advanced digital encryption technique.  The 
government opted to use facial biometrics due to the minimal alterations it required to add this 
information to the passport application and the ease of obtaining the information, because it initially will 
be derived from the applicant’s passport photograph.356 The new e-passports also will contain a new, 
“high-integrity” intricate design and complex watermark on the internal pages.  As soon as the United 
Kingdom Passport Service (UKPS) is satisfied the new e-passports are secure,357  it plans to change the 
entire production of passports to e-passports.  The UKPS’s target date for this shift was early 2006.358   

The government also is initiating a pilot project known as the Iris Recognition Immigration 
System (IRIS).  IRIS allows certain categories of frequent regular passengers to enter the UK through 
secure automated technology that verifies their iris pattern.359

VII.  Money Laundering Legislation 

Despite the offense of money laundering being a relatively recent inception in the UK, dating 
back only to 1986 with the Drug Trafficking Offences Act,360 the UK has an extensive legislative 
regime based on international recommendations and obligations under both international and EU law.361  
The International Monetary Fund believes that the UK has strong and comprehensive controls to 

                                                      

354  UK Passport Service, Passports are changing: biometric information campaign launched in Manchester, Sept. 
2005, available at http://www.ukpa.gov.uk/press_120905.asp. 

355  The biometric information is a “map [of] various features on the face, for example, the distances between eyes, 
nose, mouth and ears. The measurements will be digitally coded and held on an electronic chip secured in the passport page.”  
UK Passport Service, Biometric British Passports,  http://www.ukpa.gov.uk/biometric.asp (last visited May 1, 2006).  

356  Id.  

357  UK Passport Service, Passports are changing: biometric information campaign launched in Manchester, Sept. 
2005, available at http://www.ukpa.gov.uk/press_120905.asp.  This implementation is a result of a significant, recently 
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358  UK Passport Service, Corporate and Business Plans 2005-2010, at 2.7.1., available at 
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ASYLUM AND IMMIGRATION, 2005, Cm. 6472, annex B.   

360  Drug Trafficking Offences Act 1986, c. 32. 

361  The domestic legislation in the UK has been based on the Financial Action Task Forces’ forty recommendations 
on preventing money laundering and eight recommendations on combating terrorist financing.  These recommendations are not 
legally binding, but incorportate aspects of some legally binding international agreements.  Directive 2005/60/EC of the 
European Parliament and of the Council of 26 October 2005, L 309/15 25.11.2005. 
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prevent money laundering,362 and the country has described itself as “one of the world’s most 
successful financial sectors … [and] an international leader in effective money laundering controls.”363  
Despite these accolades, the government has acknowledged that the “true scale of criminal proceeds and 
money laundering in the UK is not known … a recent government estimate suggested that annually 
around £25 billion [approximately $40 billion] of criminal money might be available for money 
laundering in the UK.”364  

Anti-money laundering legislation provides both for criminal measures to punish offenders; 
mechanisms to deprive them of their criminal proceeds; and places obligations on the financial sector to 
maintain records, train staff, and establish the identity of their clients; and a comprehensive reporting 
regime for suspicious transactions.  Several pieces of primary legislation governing money laundering, 
including the Terrorism Act 2000, the Proceeds of Crime Act 2002, and the Money Laundering 
Regulations 2003.365  Additional industry and professional guidance and rules provided by the Financial 
Services Authority also form the basis for the UK’s response to prevent and detect money laundering.366

A.  National Agency in Charge  

The newly established SOCA assumed the functions of the NCIS, which was previously the 
national agency in charge of investigating allegations of money laundering activities.  The Financial 
Crime Branch of HM Treasury also has a role in preventing money-laundering activities.  The 
Financial Services Authority acts as a regulator for the financial sector and works to produce “an 
effective but proportionate … risk based … approach to know your customer requirements.”367   

These agencies have had considerable success interrupting the activities of money launderers: 

In the UK, our financial institutions have to date frozen over £370,000 in forty five accounts. 
In order better to integrate efforts within the UK to disrupt terrorist finance … the Treasury has 
established an inter-departmental asset freezing working group to identify and vet appropriate 
targets for asset freezing action under Treasury powers.  While four years ago just 30,000 
reports of suspicious transactions relating to terrorist financing and money laundering were 
sent to the National Criminal Intelligence Service, last year 150,000 suspicious transaction 
reports were made. Of those relating to terrorist finance, between 20 to 30 per cent 
subsequently either led to a longer-term investigation, or contributed substantially to an 
existing investigation.368
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OBSERVANCE OF STANDARDS AND CODES, IMF Country Report 03/46 (Feb. 2003), available at 
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365  Criminal Justice Act 1988, c. 33.  
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B.  Scope of the Criminal Offense of Money Laundering 

The Proceeds of Crime Act 2002 defines money laundering as “concealing or disguising [the 
property’s] nature, source, location, disposition, movement or ownership or any rights with respect to 
it.”369  This offense carries a maximum imprisonment term of fourteen years.  Involvement in money 
laundering occurs when a person enters into or becomes concerned in an arrangement which he knows 
or suspects facilitates, by whatever means, any of the following activities:  

• acquisition, use, or possession of any criminal property; 

• concealment, disguise, conversion, transfer, or removal of any property that constitutes 
or represents benefit from criminal conduct from the UK; or  

• arrangements that the person knows or suspects facilitates the acquisition, retention, use 
or control of criminal property by, or on behalf of, another person.370 

This section extends the offense to cover not only those deliberately involved in money 
laundering, but also those that, in the course of their employment, become suspicious of the origin and 
legality of property they have contact with.  The courts have stated that the purpose of the section is 
“not to turn innocent third parties like [banks] into criminals.  It is to put them under pressure to 
provide information to the relevant authorities to enable the latter to obtain information about possible 
criminal activity and to increase their prospects of being able to freeze the proceeds of crime.”371   For 
example, defenses under the Act allow individuals who become suspicious of transactions to avoid 
liability by disclosing information about the transaction as soon as it occurs.   

i.  Terrorism and Money Laundering 

In response to concerns that the UK may become a base for the financing of terrorism, 
provisions were introduced into the TA to restrict or prevent this activity.372  Commentators have noted 
that terrorism has:  

Provided the impetus for a further shift in the focus of money laundering control to consider 
the means by which terrorism is financed.  The expression ‘laundering’ was continually applied 
to the means by which terrorist organisations were financed … the analytical truth is that 
funding for terrorism is either itself the profits of crime, in which case it [was] covered 
already, or it is not, in which case the seizure of money intended for terrorist use, when no 
action has been taken towards its deployment, smacks of ‘thought crime’ and does not fall 
within traditionally accepted notions of laundering, because the money is clean in the first 
place.373   

                                                      

369  Proceeds of Crime Act 2002, § 327(3).  

370  Id. §§ 327-329. 

371  Squirrell Ltd. V. National Westminster Bank plc [2005] 2 All ER 784 at 16, cited in BLACKSTONE’S CRIMINAL 

PRACTICE 2006, (Peter Murphy et al eds., 2006) ¶ B22.11. 

372  House of Commons Library, The Terrorism Bill, Research Paper 99/101, at 31. 

373  PETER ALLRIDGE, MONEY LAUNDERING LAW 23(2003). 
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The TA replicated many of the provisions in the Prevention of Terrorism Act (Temporary 
Provisions) Act 1984374 and extended them to include international and domestic terrorism.  Financial 
offenses under the TA encompass a broad variety of activities connected to terrorist property, including 
money laundering,375 using property for terrorist purposes, fund raising for terrorist organizations, 
becoming involved in funding agreements for the purposes of terrorism, and becoming involved in an 
arrangement that makes money or property available for terrorism.376  The Act broadly defines terrorist 
property as money or property that is likely to be used for the purposes of terrorism or any proceeds of 
acts of terrorism.377  The definition of terrorist property for proscribed organizations is broader still, 
including any resources of the organization.378  Any person convicted on indictment for an offense 
under the TA can be sentenced to a maximum of fourteen years imprisonment and/or a fine, or on 
summary conviction face imprisonment for a maximum of six months, a fine, or both these penalties.379  

C.  Due Diligence and Record Keeping of Bodies in the Relevant Sector 

The due diligence and record keeping requirements for individuals conducting business in a 
relevant sector are contained in the Money Laundering Regulations 2003.380  These regulations provide 
that individuals that conduct business relations or transactions must maintain procedures to identify their 
client and maintain records and internal reports.  Businesses in the regulated sector must meet 

                                                      

374  Prevention ofTerrorism (Temporary Provisions) Act 1984, c. 8.  

375  Terrorism Act 2000, c. 11,  § 18 prohibits people from entering into or “becoming concerned” in any 
arrangement to facilitates the retention or control of terrorist property by concealing it, transferring it to nominees or removing 
it from the jurisdiction of the UK. The burden of proof is shifted to the defendant to prove that he did not know or had 
reasonable cause to suspect that the arrangement was related to terrorist property. 

376  Id. §§ 15-18. 

377  Id. § 14. 

378  Id. § 18. 

379  Id. § 22. 

380  Money Laundering Regulations 2003, SI 2003/3075.  This regulation provides that the relevant sector includes 
businesses that: “accept deposits; effect or carry out contracts of long-term insurance; deal in investments as principal or as 
agent; arrange deals in investments; manage investments; safeguarde and administer investments; send dematerialised 
instructions; establish (and take other steps in relation to) collective investment schemes; advise on investments; or issue 
electronic money; and the activities of the National Savings Bank; any activity carried on for the purpose of raising money 
authorised to be raised under the National Loans Act 1968[16] under the auspices of the Director of Savings; the business of 
operating a bureau de change, transmitting money (or any representation of monetary value) by any means or cashing cheques 
which are made payable to customers; any of the activities in points 1 to 12 or 14 of Annex 1 to the Banking Consolidation 
Directive (which activities are, for convenience, set out in Schedule 1 to these Regulations) when carried on by way of 
business, ignoring an activity falling within any of sub-paragraphs (a) to (d); estate agency work; operating a casino by way of 
business; the activities of a person appointed to act as an insolvency practitioner within the meaning of section 388 of the 
Insolvency Act 1986[17] or Article 3 of the Insolvency (Northern Ireland) Order 1989[18]; the provision by way of business of 
advice about the tax affairs of another person by a body corporate or unincorporate or, in the case of a sole practitioner, by an 
individual; the provision by way of business of accountancy services by a body corporate or unincorporate or, in the case of a 
sole practitioner, by an individual; the provision by way of business of audit services by a person who is eligible for 
appointment as a company auditor under section 25 of the Companies Act 1989[19] or Article 28 of the Companies (Northern 
Ireland) Order 1990[20]; the provision by way of business of legal services by a body corporate or unincorporate or, in the 
case of a sole practitioner, by an individual and which involves participation in a financial or real property transaction 
(whether by assisting in the planning or execution of any such transaction or otherwise by acting for, or on behalf of, a client 
in any such transaction);the provision by way of business of services in relation to the formation, operation or management of 
a company or a trust; or the activity of dealing in goods of any description by way of business (including dealing as an 
auctioneer) whenever a transaction involves accepting a total cash payment of 15,000 euro or more.” 
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requirements to train employees to understand and adhere to these standards.  Casinos are required to 
obtain identification on their clients upon entry into the building to comply with money laundering 
legislation.381

D.  Reporting Suspicious Transactions 

The UK has established a number of mechanisms in which individuals are obliged to report 
suspicious transactions.  For example, financial sectors must have a system in place to enable the 
reporting of suspicious transactions to the SOCA.382  There are two reporting requirements under the 
2000 Act, which applies specifically to money or property related to terrorism, and the Proceeds of 
Crime Act 2002, which applies to all criminal property.    

i.  Terrorist Property 

Under the 2000 Act, individuals that obtain information in the course of their trade, business, 
profession, or employment have an obligation to report to a constable the actions of a person they believe, 
or suspect, are committing a money laundering offense.383  Failure to disclose this type of information 
within a reasonably practicable period is an offense, unless either the information was obtained in 
professionally privileged circumstances;384 the person had a reasonable excuse for not making the 
disclosure; or a disclosure was made in accordance with the procedures established by the person’s 
employer.385  Individuals carry an additional duty to report transactions made by a person whom they 
suspect, know, or have reasonable grounds to know or suspect, are involved in laundering money, 
terrorist property, or the proceeds of drug trafficking offenses, when the information comes to them in the 
course of their business in a regulated sector.386   

A person who becomes involved in a transaction or arrangement relating to laundering terrorist 
property may be exempt from prosecution under the 2000 Act if he discloses his suspicion or belief that 
the transaction or arrangements relates to terrorist money or property; and the information that the 
suspicion is based on must be provided on his own initiative as soon as reasonably practicable.387  The 
Act provides a number of defenses to individuals disclosing information, such as that the person disclosed 
the information according to the particular regulated sectors’ policy, or that a perpetrator contacted the 
person in his capacity as a professional legal advisor.  Offenses under these sections are punishable with 
up to five years’ imprisonment.388   

                                                      

381  Money Laundering Regulations 2003, SI 3075/2003, ¶¶ 4, 8. 

382  Money Laundering Regulations 1993, SI 1993/1933.  

383  Terrorism Act 2000, c. 11, § 19. The money laundering offenses relate to funding terrorism, use and possession 
of money or property for the purposes of terrorism, and money laundering. 

384  Id. § 1A, Proceeds of Crimes Act 2002, § 330; The Money Laundering Regulations 2003, SI 3075/2003, ¶ 7.   

385  Id. § 19. 

386  Id. § 21A. 

387  Id. § 21. 

388  Id. §§ 19, 21A. 
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The ATCSA further supplements these disclosure requirements by granting police authority to 
obtain information from financial institutions for up to ninety days when it is desirable to trace terrorist 
property to enhance a terrorist investigation.389

ii.  Criminal Property 

The Proceeds of Crime Act places a duty to disclose on individuals who obtain information in 
the course of their business in the regulated sector390 that leads them to suspect or know, or have 
reasonable grounds to suspect or know, that another person is engaged in money laundering.  The 
disclosure of this knowledge must occur as soon as reasonably practicable and must be reported to 
either a person nominated in the person’s business, or a person authorized under the Proceeds of Crime 
Act.  The person’s duty to report directly to either a person authorized under the Proceeds of Crime 
Act or a nominated person within the business reflects the policy that disclosures within the regulated 
sector should go directly to the SOCA, rather than to the police or customs officials.  The nominated 
person within the business typically acts as a filter and passes relevant information on to the SOCA.391  
The disclosure must include, where known, the identity of the person suspected of money laundering, 
the location of the laundered property, and the information on which the suspicion is based.392  
Individuals in the regulated sectors are subject to a higher degree of requirements for reporting 
suspicions of money laundering to “reflect the fact that persons who are carrying out activities in the 
regulated sector should be expected to exercise a higher level of diligence in handling transactions than 
those employed in other businesses.”393  Again, individuals that obtain such knowledge in privileged 
circumstances through their jobs as a professional legal adviser are exempt from these requirements.   

The Proceeds of Crime Act prohibits individuals in regulated sectors from conducting a 
transaction they consider suspicious without notifying the authorities, who may require the reporting 
person to decline the transaction.  In cases where the authorities cannot be informed beforehand, the 
notification must occur immediately after the transaction.394    

Individuals that either have made a disclosure or suspect that a disclosure has been made, have 
a further obligation to refrain from disclosing or destroying, or permitting another to destroy, 
information that could prejudice or obstruct a current or proposed money laundering, civil recovery, or 
confiscation investigation.395    

                                                      

389  Anti-terrorism, Crime and Security Act 2001, c. 24, Sch. 2. 

390  The regulated sector encompasses businesses such as the National Savings Bank, Credit Unions, bureau de 
change, estate agents, casinos, accountants, lawyers, or those engaged in  transmitting money or cashing cheques or accepts 
cash of more than £10,000 (approximately $17,000).  Proceeds of Crime Act 2002, c. 29, sch. 9 and the Money Laundering 
Regulations 2003, SI 3075/2003. 

391  Proceeds of Crime Act 2002, Expl. Notes, ¶ 480. 

392  Proceeds of Crime Act 2002, c. 29 § 330.  The equivalent provisions applying to Scotland and Northern Ireland 
are the Criminal Law (Consolidation) (Scotland) Act 1995, c. 39, § 39 and the Proceeds of Crime (Northern Ireland) Order 
1996, art. 44, respectively. 

393  Proceeds of Crime Act 2002, Expl. Notes, ¶ 479. 

394  Proceeds of Crime Act 2002, c. 29, §§ 327-329, 335 & 338. 

395  Id.  §§ 333, 342.  
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To help with the investigation of money laundering incidents, the Proceeds of Crime Act 
permits a judge to issue a customer information order that requires a suspect’s financial institution 
disclose any customer information they may have on that person during a money laundering 
investigation.396

iii.  Concerns Complying with Reporting Requirements 

The obligations imposed by the extensive anti-money laundering regime in the UK led many 
involved in the regulated sector to express concern regarding the interaction between their duties to 
report and their duties to provide correct and up-to-date information to their client, upon request, under 
the subject access requirements of the Data Protection Act 1998.397  The government has provided 
guidance on this issue and the exemptions available under the Data Protection Act and has stated that 
the SOCA should be consulted for advice if there is any uncertainty.398     

Despite the rigorous reporting requirements that encompass a variety of businesses and the 
conduct of a variety of activities, some believe there still are inefficiencies:   

[The] area of money laundering legislation that has not been enforced with any great vigour … 
[although] enhanced police activity is … likely to follow the enlargement of the understanding of 
the scope of the legislation by the NCIS.  After a low-key start to the policing of laundering 
provisions, concentrating upon drug money, the current enforcement programme seems 
committed to bringing all activity in the black or grey economies under the classification of 
money laundering.  This would place the laundering laws, so far as they deal with the 
professions, in the category of legislation whose effective implementation depends more upon 
changing the attitudes of the people directly concerned than upon making effective threats.399  

The issues of burden and efficiency of the reporting requirements on the regulated sector were 
considered during the drafting of the SOCA.  Certain provisions were added to slightly ease the 
reporting requirements and provide a more rigorous standard that must be met before a person will be 
guilty for failing to report a suspicious transaction.400

vi.  Procedures for Confiscating and Freezing Assets  

In the immediate aftermath of September 11, 2001, the UK’s Financial Services Authority 
scrambled to investigate whether profits had been made off the attacks.401  Following the investigations, 
the Chancellor of the Exchequer announced that approximately US$88 million in assets had been linked 
to the Taleban regime in the UK and were consequently frozen.402  This freezing of assets, at first 
glance, appears to demonstrate the success and strength of the UK’s criminal asset recovery system.  
                                                      

396  Id. § 363. 

397  Data Protection Act 1998, c. 29. 

398  HM Treasury Financial Crime Branch, The UK’s Anti-Money Laundering Legislation and the Data Protection 
Act 1998 (Apr. 2002), available at http://www.hm-treasury.gov.uk/media/112/23/money_laundering.pdf.  

399  PETER ALLRIDGE, MONEY LAUNDERING LAW 16 (2003). 

400  Serious Organised Crime Agency Act 2005, c. 15, §§ 104-109. 

401  Financial Services Authority, FSA Follow up to Events in US, Sept. 2001, FSA/PN/122/2001, available at 
http://www.fsa.gov.uk/Pages/Library/Communication/PR/2001/122.shtml.  

402  Labour Party Conference, Oct. 2001, cited in PETER ALLRIDGE, MONEY LAUNDERING LAW 23 (2003). 

http://www.hm-treasury.gov.uk/media/112/23/money_laundering.pdf
http://www.fsa.gov.uk/Pages/Library/Communication/PR/2001/122.shtml
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However, the government replaced this model with a highly detailed and strengthened system contained 
in the Proceeds of Crime Act 2002.  The Act also provides the framework for the Assets Recovery 
Agency that has authority to “instigate, control or intervene in the various forms of recovery 
proceedings.”403

E.  Restraining Terrorist Property 

The High Court can issue restraining orders in a number of circumstances to prevent a person 
from dealing with, or removing, any property specified in the order from the UK.  Restraint orders can 
be issued when proceedings are underway for offenses under sections fifteen to eighteen of the TA; 
when the prosecution applies for a restraint order; when a forfeiture order has been made, or if it seems 
likely that one will be made; and where the court is satisfied that a person will be charged with fund 
raising, using, or possessing terrorist property, arranging terrorist funding, or money laundering.404  To 
ensure cooperation when the relevant property is located in another jurisdiction, both restraint and 
forfeiture orders have been extended to apply in the British Isles and certain other countries and 
territories.  The enforcement of external forfeiture orders has been reciprocally extended to specified 
countries to facilitate cooperation between them and the UK.405

i.  Forfeiture of Terrorist Property 

Individuals convicted of fund raising or using, providing, or possessing money or property for 
terrorist purposes406 can be ordered by the court to forfeit any money or property under their control or 
possession at the time of the offense, provided it was intended to be used for terrorist purposes; the 
person had reasonable cause to believe that it would be used for the purposes of terrorism;407 and it is 
money or any other property received as payment or other reward in connection with the offenses of 
money laundering, fund raising, using, possessing, or involvement therein.408  The court’s powers to 
order the forfeiture of money are expansive and may encompass “any money or other property that, 
wholly or partly, and directly or indirectly, is received by any person as a payment or other reward in 
connection with the commission of the offence.”409

                                                      

403  BLACKSTONE’S CRIMINAL PRACTICE ¶ D7.1 (Peter Murphy et al eds., 2006) (referring to the Proceeds of Crime 
Act 2002, c. 29 Part 1). 

404  Id. sch. 4. 

405  Id.  This controls enforcement orders in the British Isles. The Terrorism Act 2000 (Enforcement of External 
Orders) Order 2001, S.I. 2001, No. 3927 enables the enforcement in the UK of designated countries’ external forfeiture 
orders. 

406  Id. § 15 (defining fund raising as inviting another to provide money or other property that he knows or has 
reason to believe will be used for the purposes of terrorism or receive money intending, or having reasonable suspicion that it 
will be used in the funding or money laundering of terrorist property).  Section 16 provides that a person commits an offense if 
they use money or other property for the purposes of terrorism, or possess money or other property that they intend or 
reasonably suspect may be used for terrorist purposes. 

407  Id. § 23 (which applies in relation to the offenses of fund raising and the use and possession of terrorist property 
(§§ 16(1-2), 17)). 

408  Id. 

409  Id. § 23; PETER ALLRIDGE, MONEY LAUNDERING LAW 219 (2003). 
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The courts also have authority to order the forfeiture of terrorist cash, regardless of whether 
proceedings have commenced with respect to an offense related to the cash.410  When reasonable 
grounds exist for suspecting terrorist cash, an authorized officer can seize it for an initial forty-eight 
hour period.  This period can be extended for three months and up to a total of two years when there is 
reasonable suspicion that it belongs to a proscribed terrorist organization or is earmarked as terrorist 
property,411 and a protracted detention is required to investigate, bring, or continue proceedings against 
a person.412    

ii.  Freezing Terrorist Property  

Freezing orders can be made at the start of an investigation to reduce the risk of terrorist 
property being sent overseas during an investigation.  The power to freeze assets also extends to cases 
where there is a reasonable belief that overseas governments or residents are conducting actions that 
threatens the UK’s economy or life or property of UK nationals or residents.413  The Orders are wide 
ranging and prohibit all UK residents, nationals, and incorporated companies from providing funds or 
benefits to a named person or persons.414

iii. Restraint Orders for Criminal Property 

The Proceeds of Crime Act provides an extensive and complex legislative regime that enables 
both the civil and Crown courts to order the recovery, freeze, or forfeiture of property or cash that 
either represents or has been obtained as part of unlawful conduct.   

The Proceeds of Crime Act allows a restraint order to be made against the assets belonging to a 
person subject to a criminal investigation who is believed to benefit from the proceeds of their crime to 
prohibit them from dealing in any of their realizable property.  A Crown court can issue a restraint or 
freezing order upon an application from the prosecutor for the case in question, the Director of the 
Assets Recovery Agency, or an accredited financial investigator.415  The restraint order prevents the use 
or disposal of property that potentially will be subject to a confiscation order.  The court can grant such 
an order in a number of circumstances, notably if it is satisfied that either a prosecution has been 
commenced but not concluded; or a criminal investigation has been started in England and Wales and 
there is reasonable cause to believe that the alleged offender has benefited from his criminal conduct.416 
To ensure that restraint orders are effective, the courts can order the surrender of items needed to 

                                                      

410  Id. § 1. 

411  Earmarked as terrorist property refers to property, regardless of its location, that has been obtained from acts of 
terrorism.  Earmarked terrorist property can be traced through different property, with profits accrued being treated as 
terrorist property, and the hands of any person who obtains the property with the exception of a bona fide purchaser for value 
without notice. Id. Sch. 1, Part 5. 

412  Id. Sch. 1; the Magistrates Courts (Detention and Forfeiture of Terrorist Cash) (No. 2) Rules 2001, S.I. 2001, 
No. 4013. 

413  Id. § 4. 

414  Id. § 5. 

415  Proceeds of Crime Act 2002, c. 29, § 41. 

416  Proceeds of Crime Act 2002, c. 29, §§ 40-41. 
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access or transfer the applicable property and can require individuals subject to an order to prove 
statements of their finances. 417

iv.  Confiscation of Criminal Property 

Criminal laws relating to the confiscation of the criminal proceeds were enacted shortly after 
September 11, 2001.418  These laws enabled Crown courts in England or Wales to order the 
confiscation of assets that represent the criminal lifestyle or benefits from the conduct of a person 
convicted of a crime.419  Criminal property that represents the proceeds of the defendant’s benefits from 
criminal offenses can be subject to a confiscation order from the Crown court if the person has been 
convicted of an offense before the Crown Court; has been committed to the Crown Court for 
sentencing; or is committed to the Crown Court to be considered for a confiscation order. 420   The 
court must consider a confiscation order if the prosecutor or Director of the Assets Recovery Agency 
requests, or where the court considers an order is appropriate, even without a submitted request. 421  
When considering a confiscation order the court must decide, on the balance of probabilities, whether 
the defendant has a criminal lifestyle and, if so, whether or he has benefited from particular criminal 
conduct.422  If the court decides that the defendant has benefited from his criminal lifestyle or conduct, 
it then may determine a recoverable amount and issue a confiscation order to the defendant.  When 
determining the recoverable amount, the court takes into consideration the total value of the defendant’s 
property, less any obligations and the total value of all tainted gifts. 

v.  Civil Recovery of Criminal Property 

The previous system of asset forfeiture was “conviction led,” permitting the confiscation of 
property only upon conviction of the accused. 423  In response to government concerns that very few 
forfeiture orders were being made following criminal convictions, the Proceeds of Crime Act 
introduced broad powers to tackle organized crime through a system of civil recovery – also referred to 
as asset recovery, civil forfeiture, and confiscation without conviction.424  The Proceeds of Crime Act’s 

                                                      

417  BLACKSTONE’S CRIMINAL PRACTICE ¶ D7.13 (Peter Murphy et al eds., 2006). 

418  Proceeds of Crime Act 2002, c. 29. 

419  Id. § 6. 

420  Id. 

421  Id. 

422  The term “criminal lifestyle” is statutorily defined in section 70 of the Proceeds of Crime Act 2002 as where the 
offense the defendant has committed consists of drug trafficking, money laundering, directing terrorism, people trafficking, 
arms trafficking, counterfeiting, intellectual property offences, prostitution and child sex, blackmail or attempting, conspiring, 
inciting, aiding, abetting, counseling or procuring an offence above.   The offense must have formed part of “a course of 
criminal activity … defined to mean that there must be three or more other offences from which the defendant gained a benefit 
in the same proceedings, or at least two previous convictions within the previous six years for such offences … where the 
offence in question is a continuing offence committed over at least six months …. [if the offence] is not included in the list of 
specified offences it will only count where the defendant obtained a relevant benefit of £5,000 (approximately $8,000) or 
more.”  PETER ALLRIDGE, MONEY LAUNDERING LAW, 2003 at 128. 

423  Criminal Justice Act 1988, c. 33; Criminal Justice (Scotland) Act 1987, c. 41; Drug Trafficking Act 1994, c. 37; 
Proceeds of Crime Act 1995, c. 11; Proceeds of Crime (Scotland) Act 1995, c. 43; and the Proceeds of Crime (NI) Order 
1996.  

424  Home Office Working Group on Confiscation, Third Report Nov. 1998; CURRENT LAW, PROCEEDS OF CRIME 

ACT 2002, 29-225. 
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provisions enable the Director of the Assets Recovery Agency to apply to the High Court for the civil 
recovery of property that is, or represents, assets representing, or obtained through, unlawful conduct 
regardless of whether the property holder has been convicted of, or arrested for, a crime.425  The 
Magistrates courts, or Sheriffs in Scotland, may order the forfeiture of cash if they believe that, on the 
balance of probabilities, the cash is either recoverable property or intended to be used in unlawful 
conduct. 426 Customs officers and constables that are lawfully present on premises427 may search for 
recoverable property or property intended to be used by anyone in unlawful conduct that has a 
minimum value of £5,000 (approximately US$8,000), 428 if they have reasonable grounds for suspecting 
that such property is present.429  These searches must be approved by a Magistrate or a police 
inspector, unless this is not practicable.  If the recoverable property has been intermingled with 
legitimate property, the whole amount can be seized if it is not practicable to sever it.  

The term “cash” in this context has a broad definition and includes not only cash that is, or 
represents property obtained through unlawful conduct, but also extends to cash that is intended to be 
used in unlawful conduct. 430   Constables may seize such cash during any lawful search if they believe 
it is from or is intended for unlawful conduct.  Cash can be held for up to forty-eight hours, which can 
be extended by an order from a Magistrate for renewable three-month periods that cannot exceed a total 
period of two years. 431  The government reasoned that the introduction of such powers would:  

open up a new route to tackling the assets of those currently beyond the reach of the law, by 
targeting the activities of organized crime heads who are remote from crimes committed to their 
order, yet who enjoy the benefits [and] … to allow the recovery of unlawful assets held in the 
UK, but derived from crime committed overseas. 432

vi.  Recovery of Criminal Property 

The provisions in the Proceeds of Crime Act allow the civil and criminal courts to recover 
property that has been obtained through conduct that is unlawful under UK criminal law, regardless of 
the location where the unlawful conduct occurred, and to order the forfeiture of cash that is, or 
represents, property obtained through unlawful conduct or is intended to be used in unlawful 
conduct.433   The court can make a recovery order for property obtained through unlawful conduct 
against the person that was first in possession of the unlawful property as well was against those that 

                                                      

425  Proceeds of Crime Act 2002, c. 29, part 5.  

426 Id. § 298. 

427  Lawfully present includes if the constable or customs officer is on the premises by invitation or exercising an 
existing official power of entry under either the Police and Criminal Evidence Act 1984, c. 60 or the Customs and Excise 
Management Act 1979, c. 3.   

428  Proceeds of Crime Act 2002 (Recovery of Cash In Summary Proceedings: Minimum Amount) Order 2004, SI 
2004/420. 

429  Proceeds of Crime Act 2002, c. 29, § 289. 

430  Id. § 240. 

431  Id. § 295. 

432  Cabinet Office, Performance and Innovation Unit, Recovering the Proceeds of Crime, June 2000, ¶ 5.2, cited in 
CURRENT LAW, PROCEEDS OF CRIME ACT 2002, 29-225. 

433  Proceeds of Crime Act 2002, c. 29, § 241. 
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handled stolen goods.  The court also can order the recovery of any property representing the original 
property obtained through unlawful conduct. 434  

vii.  Enforcement of Foreign Restraint, Confiscation and Forfeiture Orders  

The UK has the ability to enforce foreign restraint, confiscation, and forfeiture orders against 
assets held in the UK provided the requesting state is a signatory of a relevant international agreement; 
the country has been designated by an Order in Council; and enforcement is appropriate in the case.  The 
court can issue a restraint order when proceedings have been instituted against a defendant, or are being 
contemplated; proceedings against the defendant have not been concluded; and an external confiscation 
order has been made, or there are reasonable grounds to believe this order will be made. 435

The property recovered under this type of an order is kept in the UK’s Consolidated Fund.  The 
courts have no legal authority to “remit the property to a foreign state or other recipient” but can give 
individuals that have an interest in the property a “reasonable opportunity to make representations in the 
court.”  Countries must request the remittance of property on a diplomatic basis.  The Home Office 
considers these requests, favoring those originating from countries that have reciprocal arrangements in 
force or whom intend to return the property to a victim or pay compensation to a victim.   The Home 
Office must obtain the approval of the Treasury if it wishes to remit the funds.436  The UK, United 
States, and Canada have entered into agreements facilitating the return of confiscated property, less the 
costs of recovery, to the requesting state. 437

IX.  Financial Remedies  

A.  Compensation for Victims of Terrorism 

The “troubles” in Northern Ireland have caused great suffering to many people in the UK.  
Those injured and the families of those killed in terrorist acts related to Northern Ireland can claim 
compensation from the government.  Compensation is not restricted solely to victims of terrorism, but 
also is available to those who incur personal injury, death, property damage, or physical and financial 
losses as a result of a crime.   

There are currently two different systems of criminal compensation in the UK, although both 
are now virtually identical since amendments were made in Northern Ireland in 2001.    

i.  Northern Ireland  

Northern Ireland operates its own compensation scheme that recently changed from a common 
law system of assessed damages, whereby the amount of compensation awarded was determined by the 
loss suffered by each victim, to a tariff-based system.  The tariff-based system provides a 

                                                      

434  Id. § 305. 

435  Criminal Justice Act 1988, c. 33, § 76; and the Drug Trafficking Act 1994, c. 37, § 25.    

436  ASSET RECOVERY: CRIMINAL CONFISCATION AND CIVIL RECOVERY ¶ 12.16 (Ian Smith et al eds., 2003). 

437  Agreement between the Government of the UK and the Government of Canada Regarding the Sharing of 
Forefeited or Confiscated Assets or their Equivalent Funds, Can.-U.K., Feb. 21, 2001, TS 028/2001, Cm. 5180; Agreement 
between the Government of the UK and the Government of the United States of America Regarding the Sharing of Forefeited 
or Confiscated Assets or their Equivalent Funds, U.S.-U.K., March 31, 2003, TS 34, Cm. 5946. 
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comprehensive set of fixed awards for various mental and physical injuries sustained as a result of a 
crime committed after May 1, 2002. 438  More serious injuries continue to be addressed on the common 
law basis of assessing damages.  In certain cases, where injuries have an impact on employment, or 
result in incapacity for longer than twenty-eight weeks, additional compensation can be granted for loss 
of earnings, special expenses, or both these items.  The Compensation Agency, an executive agency 
within the Northern Ireland Office, is the body responsible for administering the compensation 
scheme439 on behalf of the Secretary of State. 

a.  Factors Taken into Account when Awarding Compensation 

A number of requirements must be met for an application to be considered under the scheme.  
The injury must have been caused by a crime that occurred in Northern Ireland. The victim must apply 
within two years of the incident’s occurrence, although if there is good reason for the delay and it 
serves the interests of justice, this time limit can be waived. 440

While it is not required for the offender to be apprehended or convicted, the victim’s actions 
after the crime do play a factor in an application’s consideration.  The relevant crime or crimes must 
have been reported.  If the victim fails to file a report, the application will be rejected.  Other issues 
that are considered are the victim’s behavior prior to, during, and after the injury and the victim’s 
criminal record441 or failure to cooperate with the police.  As the scheme does not intend to benefit the 
offender, applications will normally not be considered from victims that reside with the person who 
caused the injury. 

Awards paid under the scheme can be recovered from the convicted perpetrator of the crime 
when the Secretary of State submits an application to the county court.442  In cases where award 
recipients receive compensation from another source for the injury – i.e., through damages awarded in 
a civil claim – they must reimburse the Secretary of State for the compensation awarded through the 
scheme.443  

b.  Bereavement Support  

A bereavement support payment is available to families or those who “had a close relationship 
of love and affection” with a victim who has suffered a fatal injury.  The purpose of this payment is to 
“acknowledge the grief and sorrow caused by the death of that person and the loss of that person’s 
care, guidance and society.”444  

                                                      

438  Criminal Injuries Compensation (Northern Ireland) Order SI 2002/796. 

439  The scheme was established under the Criminal Injuries Compensation Act 1995, c. 53. 

440  The COMPENSATION AGENCY, A GUIDE TO THE NORTHERN IRELAND CRIMINAL INJURIES COMPENSATION SCHEME 

2002, ¶ 3.4 (May 2002). 

441  Only convictions that are not spent under the Rehabilitation of Offenders (NI) Order 1978 can be taken into 
account. 

442  Criminal Injuries Compensation (Northern Ireland) Order 2002, SI 2002/796, ¶ 14. 

443  Id. § 15.  

444  Id.  
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If the applicant is not satisfied with a decision from the Compensation Agency, it can be 
reviewed.  If the review is not satisfactory, the applicant has a right to appeal the decision to an 
independent Criminal Injuries Appeal Panel for Northern Ireland.  The scheme does not provide 
funding for any legal advice that may be needed during the application or appeals process.   

ii.  Great Britain 

The procedure and general principles for awarding compensation in Great Britain are virtually 
identical to that in Northern Ireland.  The British scheme is the largest and oldest criminal 
compensation scheme in the world.445  It started in 1964 when the government established a: 

Non departmental public body, the Criminal Injuries Compensation Board (CICB), to administer 
compensation throughout Great Britain on the basis of common law damages to victims of a 
crime of violence. The scheme was introduced to provide an acknowledgment of society's 
sympathy for such victims.446

The current scheme was created under the Criminal Injuries Compensation Act 1995447 and is 
currently administered by the Criminal Injuries Compensation Authority.  No funding for legal advice 
is provided by the scheme, but guidance for the scheme refers applicants to an independent charity that 
can provide practical support.  There are limits on compensation awards, with a minimum of £1,000 
(approximately US$1,800) and maximum of £500,000 (approximately US$900,000).  

B.  Operation of the British Scheme in Relation to the July 2005 Bombings 

The Criminal Injuries Compensation Scheme has never had to address any criminal acts on the 
scale of the July 2005 bombings.  It has currently made £15 million (approximately US$27 million) 
available to people injured and bereaved by the July 2005 bombings in London.  This compensation 
applied to all persons affected, regardless of nationality.  An additional £9 million (approximately 
US$16 million) was raised by the London Bombings Relief Charitable Fund to provide support to 
affected individuals.448   

Individuals impacted by the bombings have been dissatisfied with the operation of the 
government’s scheme, citing slow performance and low payments, which personal injury lawyers have 
noted is commonplace, with delays normally extending for up to fifteen months.449  As stated above, 
the amount of government compensation provided to those seriously injured is capped at a maximum of 
£500,000 (approximately US$900,000).  Bereaved families are entitled to a payment of £11,000 
(approximately US$19,500) as a “mark of public sympathy.”450  Charitable donations have increased 

                                                      

445  CRIMINAL INJURIES COMPENSATION AUTHORITY, GUIDE TO THE CRIMINAL INJURIES COMPENSATION SCHEME B9 
(2001).  Compensation awarded under the scheme totals approximately £200 million (approximately US$390 million) each 
year.   

446  Criminal Injuries Compensation Authority, http://www.cica.gov.uk (last visited May 1, 2006).  

447  Criminal Injuries Compensation Act 1995, ch. 53. 

448  BBC News, July bombing fund hands out £5m,  Feb. 21, 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/4736594.stm.  

449  Id. 

450  CRIMINAL INJURIES COMPENSATION AUTHORITY, COMPENSATION FOR THE VICTIMS OF THE LONDON BOMBINGS OF 

JULY 7, 2005,  ¶ 8 (2005) , available at 

http://www.cica.gov.uk/
http://news.bbc.co.uk/2/hi/uk_news/4736594.stm
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these amounts to £100,000 (approximately US$180,000) and £575,000 (approximately US$1 million) 
respectively.451  Individuals that were financially dependent upon the person killed in the attacks are 
entitled to financial compensation for this loss, and children of persons killed are entitled to receive an 
annual payment for the “loss of parental services” of up to £2,000 (approximately US$3,600) until they 
reach eighteen.452  These payments are not allowed to exceed the cap of £500,000 (approximately 
US$900,000).  Applicants to the scheme have up to two years to file a claim with the Criminal Injuries 
Compensation Authority. As of December 2005, the government has paid over £1 million 
(approximately US$1.8 million) to the victims of the London attacks to 106 claimants.453

Changes to the current Criminal Injuries Compensation Scheme have been proposed, in which 
payments to victims that suffer minor injuries would be by “practical care” provided through a newly 
established Victim Care Unit, and the £500,000 cap on payments to those with serious injuries would 
be removed.454  The government has stated that it is “unworkable” to apply the changes retrospectively 
to the victims of the July bombings.455  

C.  Lawsuits against State Sponsors of Terrorism  

There are no apparent statutory provisions that allow or prohibit lawsuits against state sponsors 
of terrorism in the UK. 

X.  Restrictions on Freedom of Expression and Participation in the Political Process 

A.  Hate Propaganda  

The period after September 11, 2001, saw an increase in the number of religiously motivated 
attacks against Muslims, which, although the government claimed were not commonplace, resulted in a 
“disproportionate and corrosive effect on communities, creating barriers between different groups and 
encouraging mistrust and suspicion … leading to fear and intimidation and a sense of isolation.”456  
Following September 11, 2001, the then Home Secretary David Blunkett stated:  

Regrettably, there are those who are prepared to exploit the tensions created by the global 
threat.  Racists, bigots, and hotheads, as well as those associating with terrorists, are prepared to 

                                                                                                                                                                           

https://www.cica.gov.uk/pls/portal/docs/PAGE/INFORMATION_PAGES/INFO_BOX_BOTTOM_ABOUTCICA/BKL4%20
COMPENSATION%20FOLLOWING%20LONDON%20BOMBINGS.PDF.  

451  BBC News, July bomb victims get further £3m, Nov. 15, 2005, available at 
http://news.bbc.co.uk/2/hi/uk_news/4439710.stm.  

452  CRIMINAL INJURIES COMPENSATION AUTHORITY, COMPENSATION FOR THE VICTIMS OF THE LONDON BOMBINGS OF 

JULY 7, 2005, ¶¶ 8-11 (2005), available at 
https://www.cica.gov.uk/pls/portal/docs/PAGE/INFORMATION_PAGES/INFO_BOX_BOTTOM_ABOUTCICA/BKL4%20
COMPENSATION%20FOLLOWING%20LONDON%20BOMBINGS.PDF. 

453  BBC News, Minor Victims Could Loose Cash, Dec. 7, 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/4505530.stm.  

454  HOME OFFICE ET AL, REBUILDING LIVES - SUPPORTING VICTIMS OF CRIME, 2005, Cm. 6705.   

455  16 Jan 2006 PARL. DEB., H.C. (6th ser.) (2006) 1118W. 

456  Home Office, Incitement to Religious Hatred, ¶ 2, 
http://www.homeoffice.gov.uk/comrace/faith/crime/faq.html#1 (last visited May 1, 2006).  
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use the opportunity to stir up hate.  It is therefore my intention to introduce new laws to ensure 
that incitement to religious, as well as racial, hatred will become a criminal offence.457  

The July 2005 bombings in London further added to concerns that laws were insufficient to 
punish individuals that committed religiously motivated hate crimes or those that discriminate against 
Muslims.  Immediately after the July 2005 London bombings, the Minister of State for the Home 
Department urged people in Britain not to turn on the Muslim community:  

The dreadful attacks on London on 7th July did not discriminate on the basis of race or religion.  
We are determined that these atrocities will not be allowed to create tensions within our 
community, and are deeply proud of the determination and unity with which our citizens have 
responded.  At this time more than most, we should remember that more unites our communities 
than divides them.458  

The government again argued that the current legislative framework was insufficient to counter 
Islamophobia and the increased prejudice experienced by some Muslims.459  To counter this problem, it 
proposed a new offense entitled  “incitement to religious hatred”460 in the Serious Organised Crime and 
Police Bill461 to provide harsher punishment against those that incite hatred against people due to their 
religious beliefs.  The proposals to include the offense in the bill were rejected, and the remainder of 
the bill was enacted into law.  The government reintroduced an almost identical provision in the Racial 
and Religious Hatred Bill that was later passed into law and enacted as the Racial and Religious Hatred 
Act 2006.462   

i.  Racial and Religious Hatred Act 2006 

The Racial and Religious Hatred Act does not create a new incitement to religious hatred 
offense that is separate from the incitement to racial hatred offense contained in the Public Order Act 
1986.463  It, instead, provides for the extension of incitement to racial hatred to religion contained in the 
previous Act.  The government emphasized that the provisions do not protect religions, but rather 
people.  The Act makes it an offense for a person to any of the following actions: 

knowingly use threatening, abusive, or insulting words or behaviour, [including displaying, 
publishing or distributing written material; distributing, showing or playing a recording; 
broadcasting a programme; or possessing written materials or recordings for the purpose of 
committing one of the above acts] with the intention or likelihood that they will stir up hatred 

                                                      

457  390 PARL. DEB., H.C. (5th ser.) (2001) 923.  

458  Commission for Racial Equality, CRE announces major investment in sport to help integration, July 12, 2005, 
available at http://www.cre.gov.uk/Default.aspx.LocID-0hgnew076.RefLocID-0hg00900c001001.htm.  

459  HOME AFFAIRS COMMITTEE, TERRORISM AND COMMUNITY RELATIONS, 2003-4, H.C. 165-I, ¶ 219. 

460  Serious Organised Crime and Police Bill 2004-5, Bill 6, 2004-5.  This particular bill was used as the offense was 
within its scope and provided the government with the opportunity to introduce the offence during the existing Parliamentary 
session.  

461  Serious Organised Crime and Police Bill 2004-5, Bill 6, 2004-5, § 119 & sched. 10.   

462  Racial and Religious Hatred Bill 2004-5, HL Bill 15; Racial and Religious Hatred Act 2006, c. 1.  

463  Public Order Act 1986, c. 64.  
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against a group of people based on their religious beliefs … or will likely be heard or seen by 
any person in whom it is likely to stir up … religious hatred.464   

The Act broadly defines religious hatred as “hatred against a group of persons defined by 
reference to religious belief or lack of religious belief,”465 rather than just a hatred of religion or belief 
in itself.  While there is guidance on what is considered a religion, the government has been emphatic 
that this is an issue for the courts to decide466 although a contrasting position was presented in a 2001 
research paper commissioned by the Home Office, which stated there is  a disadvantage to the courts 
interpreting this “difficult and controversial”467 concept: 

No guidelines from Parliament on … the definition of religion or belief and on the limitations 
which should be imposed on the manifestation of religion or belief. Since these are, in a broad 
sense, matters of political judgment, it may be thought appropriate that Parliament should deal 
with them in the first instance.468

Due to the politically sensitive nature of the offenses under the Act, the consent of the Attorney 
General must be obtained prior to any prosecution.  This requirement also ensures that usage of the 
Act’s provisions is recorded properly for statistical purposes and gages the legislation’s effectiveness. 

ii.  Responses to the Racial and Religious Hatred Act 2006 

As noted above, this is not the first government action to “ensure that all religious groups 
receive the same protection from incitement to hatred.”469   As with previous occasions, the proposal 
received an unusual response, with many contrasting groups forming alliances to oppose the bill, 
largely due to concerns over undue restrictions on freedom of speech.  The Conservative Party has 
opposed the bill, stating it “would be massively counter-productive to its stated aims, and seriously 
undermine freedom of speech.  Religion, unlike race, is a matter of personal choice and therefore 
appropriate for open debate.”470  A Christian group expressed concern that the bill would “undermine 
fundamental civil liberties, cause widespread confusion and generate community tensions.”471  The 
Muslim Council for Britain stated its support of the Bill and asserted rightwing groups took advantage 
of the lack of protection in previous legislation to harass Muslims.472  Conversely, the Islamic Human 

                                                      

464  Home Office, Incitment to Religious Hatred, http://old.homeoffice.gov.uk/comrace/faith/crime/faq.html (last 
visited Mar. 15, 2006). 

465  Racial and Religious Hatred Act 2006, c. 1, sch. 1 ¶ 3.  

466  Home Office, Incitement to Religious Hatred – Frequently Asked Questions, http://www.homeoffice.gov.uk (last 
visited May 1, 2006).  

467  HOME OFFICE, TACKLING RELIGIOUS DISCRIMINATION: PRACTICAL IMPLICATIONS FOR POLICY MAKERS AND 

LEGISLATORS, Home Office Research Study 221, ¶ 2.2 (2001).  

468  Id.  

469  Racial And Religious Hatred Bill, EN15, ¶ 23, 
http://www.publications.parliament.uk/pa/ld200506/ldbills/015/en/06015x--.htm (last visited May 1, 2006).  

470  Press Release, Conservative Party, Religious hatred law massively counter-productive, June 2005.  

471  Press Release, Evangelical Alliance, Religious Hatred Bill – a threat to free speech, June 2005, available at 
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472  Muslim Council for Britain, Incitement to Religious Hatred Bill, http://www.mcb.org.uk (last visited May 1, 
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Rights Commission expressed concern that due to the “well-recognised institutional Islamophobic 
society … this legislation could … be used against Muslim communities, rather than protecting them.  If 
the British government were truly interested in protecting Muslims, it would extend the Race Relations 
Act to cover discrimination against Muslims.”473

When reintroducing the Bill, the government stated everyone should understand that its 
intention was not “a ban on criticism of any particular religion.  The right to practice a religion, to 
criticize religious practices or to propagate non-religious beliefs is a basic right in a free society.”474  
To ensure this right was covered, a section was included that provides:  

Nothing in this Part shall be read or given effect in a way which prohibits or restricts discussion, 
criticism or expressions of antipathy, dislike, ridicule, insult or abuse of particular religions or 
the beliefs or practices of their adherents, or of any other belief system or the beliefs or 
practices of its adherents, or proselytising or urging adherents of a different religion or belief 
system to cease practising their religion or belief system.475

The Director of Public Prosecutions has stated that the offense is limited and that it will not stop 
individuals from being offensive towards the Muslim Community, comparing it to the offense of 
incitement to racial hatred where, between the years 2001-2004, there were eighty-four cases referred 
to the Crown Prosecution Service and only two convictions.476  During the years 1987 to 2004, there 
have been a total of forty-four convictions.477 The Director of Public Prosecutions stated:   

One of the dangers around incitement to religious hatred is that communities - and indeed 
representatives of the Muslim communities have said this to me - believe somehow this is going 
to protect them from people being offensive or rude about Islam. It is not going to do that. You 
are perfectly free to be offensive or rude about any religion, there is no law against it. The 
danger is that if people think it is going to protect them from that and it does not they feel very 
let down by us, by the police, by the Government and by everybody else, and we get accused of 
being racist or incompetent, or a combination of the two, when in fact we are just applying the 
law … Such cases prove very difficult to prosecute and raise a number of key issues around free 
speech and the evidence threshold required. … Most crucially in terms of community relations 
these cases can create an expectations gap between communities understandable concerns to see 
cases brought to justice and the limitations on what can be prosecuted … so it is very important 
that people understand what that offence will achieve: it will stop the grossest sort of conduct, 
but it is not going to stop people being rude about Islam.478

iii.  Religiously Aggravated Criminal Offenses  

A number of laws increase the penalty for basic criminal offenses if they have been aggravated 
by religious factors, such as racial or religious slurs.  Initially, aggravating factors were limited to race, 
                                                      

473  Press Release, Islamic Human Rights Commission, Blunkett’s incitement law spells danger for ethnic 
communities, July 2004, available at http://www.ihrc.org.  

474  HOME AFFAIRS COMMITTEE, TERRORISM AND COMMUNITY RELATIONS, 2003-4, H.C. 165-I, ¶ 223.   
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but later were extended to include religion in emergency legislation passed after September 11, 2001, 
and the penalty for such crimes increased from two to seven years’ imprisonment.479   

The Crime and Disorder Act 1998480 lists a number of specific religiously aggravated offenses 
for criminal damage, assault, harassment, wounding, and threatening or abusive behavior.  In order to 
meet the criteria of a religiously aggravated offense, there must be evidence of hostility during the 
offense or immediately afterwards towards the victim by the perpetrator that is based on the victims’ 
membership, or presumed membership, in a religious group.481  The substantive difference of a 
religiously aggravated offense and one that does not involve this mens rea is that the penalty is greater 
for the former. 

iv.  Discretion of Courts to Increase Punishment 

In addition to the specific religiously aggravated offenses, noted above, the courts have the 
authority to consider whether the crime has been aggravated by the defendant’s hostility towards the 
victim’s religion, beliefs, or lack thereof when determining the sentence of a defendant convicted of a 
basic criminal offense.  If it appears that the crime has been aggravated in this manner, there is an 
increase in the seriousness of the offense, paving the way for an increase in punishment.482   

v.  Protection of Places of Worship  

Protection of places of worship, including synagogues and mosques, dates back to the 
Ecclesiastical Courts Jurisdiction Act 1860.483  This Act provides it is an offense for individuals to 
commit violent or indecent behavior in a place of worship that has been certified by the Places of 
Worship Registration Act 1855.484  The maximum penalty under this offense is a fine, two months 
imprisonment, or both these penalties.  Damage to mosques and other places of worship also is covered 
under the Criminal Damage Act 1971.485  During the sentencing phase for any convictions under this 
Act, the courts will take into account whether religious hostility was a factor and increase the penalty 
accordingly.486   

vi.  Effectiveness of Legislation  

While legislation criminalizing religiously aggravated offenses acts as a deterrent and shows the 
country’s contempt for such crimes, it alone cannot prevent these offenses, nor improve skepticism 
among religious minorities that justice will be achieved in the prosecution of such offenses.  A negative 
public perception of the police’s treatment of Muslims that are victims of crime is rampant, as is the 
unfavorable perception of delays in court proceedings when the victims are Muslims, or in cases where 

                                                      

479  Anti-terrorism, Crime and Security Act 2001, c. 24. 

480  Crime and Disorder Act 1998, c. 37. 

481  Crime and Disorder Act 1998, c. 37, §§ 28-32. 

482  Criminal Justice Act 2003, c. 44, §§ 143, 145.  
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the crime has been religiously motivated.487  To improve public confidence in the investigation and 
prosecution of racially and religiously motivated crimes, and to increase the reporting of such incidents, 
the Crown Prosecution Service has taken a stance that any incident is religiously aggravated if the 
victim perceives it as such and that it will not accept pleas to a lesser offense to expedite the case and 
ensure convictions.488

a.  Northern Ireland 

The Public Order (Northern Ireland) Order 1987 allowed Northern Ireland to amend public 
order legislation to suit its circumstances.  As a result, Northern Ireland provided that “acts intended or 
likely to stir up hatred or arouse fear” are an offense, and thus extended the “provisions of the Public 
Order Act 1988 to include incitement to religious hatred.”489  The maximum penalty for this offense is 
now seven years imprisonment.  From 1993 to 2003, there was one prosecution and subsequent 
conviction for a person who distributed written material that was likely to incite religious hatred. No 
further prosecutions for incitement to religious hatred under the Public Order (Northern Ireland) Order 
1987 were brought.490

b.  Scotland  

The Scottish Parliament convened a working group to consider the need for legislation to tackle 
religious hatred in Scotland.  It concluded that:  

Common law in Scotland already covers assaults and abusive, insulting or threatening 
behaviour. It also allows for religious hatred as an aggravating factor to such offences when 
considering sentence. Where cases are prosecuted on indictment, the maximum penalty for 
common law offences is life imprisonment … the current legal framework needs adjustment in 
order to ensure that any element of religious or sectarian hatred in any particular crime is always 
recorded, so that offences are prosecuted in a consistent manner. The Group were unanimously 
agreed that whilst there is anecdotal evidence about the use of the existing law it is essential that 
detailed statistics of cases involving religious or sectarian hatred are properly kept and made 
available. We do not think that legislation can be effective without the cultural and attitude 
change that is required to eradicate religious hatred and prejudice from our society but we can 
see strong arguments in favour of legislation when a suitable opportunity becomes available, as 
part of a package of other measures. The Criminal Justice (Scotland) Act 2003 includes a section 
entitled ‘Offences aggravated by religious prejudice’. The section contains specific statutory 
provision for an offence to be aggravated by reason of religious prejudice.491
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B.  Registration of Charities  

Registration of charities in England and Wales is governed by two Charities Acts.492  All 
charities with income levels over £1,000 (approximately US$1,800); that have the use of land or 
buildings; that have a permanent endowment;493 and that are governed under the law of England and 
Wales are required to register with the Charity Commission, which typically occurs after the charity 
registers as a company limited by guarantee.  To distinguish applicants governed under the laws of 
England or Wales from others, the Act demands that companies be registered in England and Wales, 
while organizations typically can have their location specified in a governing document.  If this is not 
the case, and the location is unclear, the Charity Commission takes into account the organization’s 
connections; center of administration; the location of the majority of its property; and whether its 
trustees are resident in England and Wales.494  The Charity Commission then contemplates whether the 
organization’s objectives can be considered to be charitable – i.e., does it work for the relief of 
financial hardship; the advancement of education; the advancement of religion;495 or another purpose 
that benefits the community496 – and, if so, are its activities in accordance with those objectives and for 
the public’s benefit. 

If all the above criteria are met, the charity is then recorded onto the Charity Commission’s 
Register of Charities,497 which contains details of the charities name, “purposes, its annual income, 
what type of constitution it has, and the name and address of a contact within the charity.”498  The 
Charity Commission has the authority to require the charity change its name if it is considered to be 
misleading in its purpose or activities undertaken in pursuit of that purpose.499  

C.  Ban on Extremist Religious Associations  

There is no ban that applies specifically to extremist religious associations.  Instead, their 
actions are tackled through a series of laws, notably the recently enacted Racial and Religious Hatred 
Act 2006.  Extremist religious associations that are “concerned in terrorism” can be proscribed by the 

                                                      

492  Charities Act 1992, c. 41 and Charities Act 1993, c. 10. 

493  Charities Act 1993, c. 10, § 3(5).   
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commission.gov.uk/publications/cc21.asp#p65 (last visited Mar. 20, 2006). 

495  The Charity Commission considers that an organization is religious if it is “founded on a belief in a supreme 
being or beings; and involves expression of that belief through worship … The advancement of religion can include the 
provision and upkeep of places of worship, paying ministers or priests, and holding services … In some cases the advancement 
of religion is not charitable. This is where public benefit is clearly lacking. Examples of this include: organisations where the 
benefit is wholly private (such as an entirely enclosed religious order where the activities consist only of private prayer); and 
where an organisation is set up to promote the beliefs of a particular religion which undermine the accepted foundations of 
religion and morality, or are otherwise contrary to the public interest.”  Charities Commission, CC21: Registering as a 
Charity, ¶¶ 20-23, http://www.charity-commission.gov.uk/publications/cc21.asp#p8 (last visited Mar. 20, 2006). 

496  CHARITIES COMMISSION, CC21: REGISTERING AS A CHARITY ¶ 8, available at http://www.charity-
commission.gov.uk/publications/cc21.asp#p8 (last visited Mar. 20, 2006).  

497  Charities Act 1993, c. 10, § 7.   

498  Charity Commission Register of Charities, http://www.charity-commission.gov.uk/registeredcharities/first.asp 
(last visited Mar. 17, 2006).  

499  Charities Act 1993, c. 10, § 6. 

http://www.charity-commission.gov.uk/publications/cc21.asp#p65
http://www.charity-commission.gov.uk/publications/cc21.asp#p65
http://www.charity-commission.gov.uk/publications/cc21.asp#p8
http://www.charity-commission.gov.uk/publications/cc21.asp#p8
http://www.charity-commission.gov.uk/publications/cc21.asp#p8
http://www.charity-commission.gov.uk/registeredcharities/first.asp
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Secretary of State under the TA, as noted earlier under the subheading in section V, subsection B (i) 
Proscribing Terrorist Organizations.   

Forty international terrorist organizations, which include some extremist religious organizations 
that also have terrorist purposes, are currently proscribed under the TA, meaning they are outlawed in 
the UK. An additional fourteen organizations are proscribed in Northern Ireland under the older 
legislative regime.  The list of proscribed international organizations is contained in the Terrorism Act 
2000 (Proscribed Organisations) (Amendment) Order 2005.500 The proscription of terrorist 
organizations is ongoing, with twenty-one groups proscribed in March 2001, four in October 2002, and 
fifteen in October 2005.   

D.  Disqualification of Supporters of Terrorism in National Elections 

There are no specific provisions that disqualify supporters of terrorism from voting in national 
elections (known in the UK as general elections).  Eligibility to vote in general elections is subject to a 
number of criteria.  Primarily, the person wishing to vote must be registered in the register of 
parliamentary electors for their relevant constituency.501  To be able to register a name on the register 
of parliamentary electors, the person must be a British subject, which includes Commonwealth 
citizens,502 or a citizen of the Republic of Ireland residing in Britain,503 and be at least eighteen years 
old. A British citizen residing overseas can vote for up to fifteen years after they leave the country.504

Individuals disqualified from voting are Members of the House of Lords; aliens, encompassing 
either legal or illegal immigrants; individuals of unsound mind; individuals guilty of corrupt or illegal 
practices at elections; and prisoners that are detained while serving their sentence.  This latter 

                                                      

500   Terrorism Act 2000 (Proscribed Organisations) (Amendment) Order 2005, SI 2005.   These organizations are 
Revolutionary Organisation (N17); Abu Nidal Organisation (ANO); Abu Sayyaf Group (ASG); Al-Gama'at al-Islamiya (GI); 
Al Ittihad Al Islamia (AIAI); Al Qaida; Ansar Al Islam (AI); Ansar Al Sunna (AS); Armed Islamic Group (Groupe Islamique 
Armée) (GIA); Asbat Al-Ansar ('League of Parisans' or 'Band of Helpers'); Babbar Khalsa (BK); Basque Homeland and 
Liberty (Euskadi ta Askatasuna) (ETA); Egyptian Islamic Jihad (EIJ); Groupe Islamique Combattant Marocain (GICM); 
Hamas Izz al-Din al-Qassem Brigades; Harakat-Ul-Jihad-Ul-Islami (HUJI); Harakat-Ul-Jihad-Ul-Islami (Bangladesh) (Huji-B); 
Harakat-Ul-Mujahideen/Alami (HuM/A) and Jundallah; Harakat Mujahideen (HM), previously known as Harakat Ul Ansar 
(HuA); Hizballah External Security Organisation; Hezb-E Islami Gulbuddin (HIG); International Sikh Youth Federation 
(ISYF); Islamic Army of Aden (IAA); Islamic Jihad Union (IJU); Islamic Movement of Uzbekistan (IMU); Jaish e 
Mohammed (JeM); Jeemah Islamiyah (JI); Khuddam Ul-Islam (Kul) and splinter group Jamaat Ul-Furquan (JuF); Kurdistan 
Workers' Party (Partiya Karkeren Kurdistan) (PKK); Lashkar e Tayyaba (LT); Liberation Tigers of Tamil Eelam (LTTE); 
Mujaheddin e Khalq (MeK); Palestinian Islamic Jihad - Shaqaqi (PIJ); Revolutionary Peoples' Liberation Party - Front 
(Devrimci Halk Kurtulus Partisi - Cephesi) (DHKP-C); Salafist Group for Call and Combat (Groupe Salafiste pour la 
Predication et le Combat) (GSPC); Sipah-E Sahaba Pakistan (SSP) (Aka Millat-E Islami Pakistan (MIP) (SSP was renamed 
MIP in April 2003 but is still referred to as SSP)) and splinter group Lashkar-E Jhangvi (LeJ); Libyan Islamic Fighting Group 
(LIFG).  Proscribed Irish groups: Continuity Army Council; Cumann na mBan; Fianna na hEireann; Irish National Liberation 
Army; Irish People's Liberation Organisation; Irish Republican Army; Loyalist Volunteer Force; Orange Volunteers; Red 
Hand Commando; Red Hand Defenders; Saor Eire; Ulster Defence Association; Ulster Freedom Fighters; and the Ulster 
Volunteer Force. 

501  ERSKINE MAY’S TREATISE ON THE LAW, PRIVILEGES, PROCEEDINGS AND USAGE OF PARLIAMENT (Sir William 
Mckay et. al. eds., 23rd ed. 2004).   

502  Representation of the People Act 1983 c. 2, § 4(6).  Commonwealth citizens are persons who do not require 
leave to enter or remain in the UK.   See also British Nationality Act 1981, c. 61, §§ 37, 51(2). 

503  Ireland Act 1949, 12, 13 & 14 Geo. 6, c. 41.  

504  Representation of the People Act 1983 c. 2, § 4(1). 
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restriction is currently under review as a result of a successful challenge before the European Court of 
Justice, although the current government has stated it has no plans to allow prisoners to vote.505

XI.  Counterterrorism and Protection of Civil Liberties  

A.  Surveillance and Intelligence Gathering 

Law enforcement and the Security Services in the UK can investigate crimes utilizing a broad 
variety of methods that allow them to interfere with basic human rights, notably the right to privacy.  
These methods include the interception of communications, electronic data, and various forms of 
surveillance.  The Regulation of Investigatory Powers Act 2000506 (RIPA) regulates most forms of 
surveillance and the interception of communications in the UK.  It was enacted to update the laws on 
the interception of communications and bring them into line with technological advances.  The Act also 
anticipated, at the time of its enactment, the effects of the Human Rights Act 1998, which granted 
individuals a positive right of privacy.507     

Surveillance that involves entry onto or any other form of interference with property or wireless 
telegraphy is governed by the authoritzation procedures under the Police Act 1997508 or the Intelligence 
Services Act 1994.509   

i.  Powers under the Regulation of Investigatory Powers Act  

The RIPA permits three different types of surveillance: directed, intrusive, and covert 
human.510  All these methods involve an aspect of covertness, defined in the RIPA as surveillance that 
is “carried out in a manner that is calculated to ensure that persons who are subject to the surveillance 
are unaware that it is or may be taking place.”511  Intrusive surveillance is defined as covert 
surveillance that is conducted either by a device or a person, in relation to events occurring inside 
private property or private vehicles.512  Covert human intelligence occurs when a source establishes or 
maintains a relationship with a person to obtain or access information or to covertly disclose such 
information in a situation to which the subject of thesurveillance is unaware.513  Directed surveillance 
occurs when the surveillance is covert but not intrusive and is undertaken for a specific investigation or 
operation to obtain private information about a person. It is essentially lawful “unplanned surveillance, 

                                                      

505  Electoral Commission, Factsheet: Who Can Vote?, 
http://www.electoralcommission.org.uk/files/dms/Whocanvote_17067-6144__E__N__S__W__.pdf (last visited Nov. 26, 
2005).  

506  Regulation of Investigatory Powers Act 2000, c. 23. 

507  The Human Rights Act 1998, c. 42.  This Act incorporated the European Convention on Human Rights into the 
national law of the UK. 

508  Police Act 1997, c. 50.  

509  Intelligence Services Act 1994, c. 13.   

510  Regulation of Investigatory Powers Act 2000, c. 23, § 6. 

511  Id. § 26(9)(a). 

512  Id. § 26. 

513  Id. § 26(7). 

http://www.electoralcommission.org.uk/files/dms/Whocanvote_17067-6144__E__N__S__W__.pdf
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which could not be foreseen and authorized in advance.”514  The term also covers the interception of 
communications where there is consent from the sender or recipient but no warrant.   

ii.  Authorizations under the Regulation of Investigatory Powers Act 

The RIPA does not impose a requirement on public authorities to obtain an authorization under 
its provisions when they wish to conduct surveillance.515  However, the Code of Practice on Covert 
Surveillance516 points to the state’s obligations under the ECHR to respect family and private life and 
strongly recommends that an authorization be obtained, noting that where there is “no other source of 
lawful authority, the consequence of not obtaining an authorization under the RIPA may be that the 
action is unlawful by virtue of the Human Rights Act.”517

To ensure that the right to privacy is not arbitrarily or unduly interfered with, the issuing 
authority must believe the interception is necessary on one of the statutory grounds and is proportionate 
to the aim of the surveillance.  The Code of Practice describes the test of proportionality as “balancing 
the intrusiveness of the interference, against the need for it in operational terms … it will not be 
proportionate if it is excessive in the circumstances of the case or if the information which is sought 
could reasonably be obtained by other means.”518  This test must be met in every case where an 
authorization for a warrant is requested.  

Due to the unique and involved nature of directed and covert human surveillance, additional 
requirements must be met before an authorization will be granted.  The requirements aim to ensure the 
source’s security and welfare and provide independent oversight, make certain proper records are kept 
on the sources; and that the identity of the source is only disclosed on a “need to know” basis.519  A 
person designated under the RIPA520 can authorize directed and covert human surveillance if he 
believes that it is proportionate and necessary for any of the following reasons:  

• the interests of national security; 

• for purposes of preventing or detecting crime or preventing disorder; 

• the interests of the economic well-being of the UK; 

• the interests of public safety;  

• for purposes of protecting public health; 

                                                      

514  Id. § 26(2); Standing Committee F, Mar. 30, 2000, ¶ 274. 

515  Regulation of Investigatory Powers Act 2000, c. 23, § 80. 

516  The Code of Practice on Covert Surveillance, made pursuant to § 71 of the Regulation of Investigatory Powers 
Act 2000, c. 23. 

517  Id. ¶ 2.2.  

518  Id. ¶ 2.5. 

519  Regulation of Investigatory Powers Act 2000, c. 23, §.29(5). 

520  Individuals in the Service at General Duties 3 of any other Officer at Level 3 have been granted the power to 
authorize directed and covert surveillance.  The Regulation of Investigatory Powers (Prescription of Offences, Ranks and 
Positions) Order (2000) SI 2000/2417; Id. §§ 28-30. 



Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 87 

• to collect impositions, contributions, or charges payable to a government department; 
or 

• for any purposes pecified in an order made by the Secretary of State that is laid before 
Parliament and approved by a resolution in each House.521  

The Secretary of State can authorize intrusive surveillance upon the application of a member of 
the Security Service.  Due to the sensitive nature of this type of surveillance, it is authorized under 
circumstances that are necessarily narrower than other types of surveillance.  A warrant can  be 
authorized only if the surveillance is proportionate and necessary in the interests of national security 
and for the purposes of preventing or detecting serious crime.522

iii.  Authorizations under the Intelligence Services Act 1994 

The Intelligence Service Act 1994523 (ISA) granted the Secretary of State additional powers to 
authorize entry on and interference with property or with wireless telegraphy upon application from any 
of the three Intelligence Services.524  Due to the important role Intelligence Services play in 
safeguarding the UK’s national security, the ISA’s requirements for an authorization under are much 
broader than under the RIPA.  The Secretary of State must believe that the conduct is proportionate and 
necessary to assist the Security Service, Intelligence Service, or GCHQ in conducting any of their 
functions under their respective Acts and that the information sought cannot be obtained by other 
means.525  For authorizations granted to the Security Service, the Secretary of State also must be 
satisfied that the Director General of the Service has safeguards in place, as required under the Security 
Service Act 1989, which provides the Service can only obtain information needed to carry out its 
functions and that the information obtained only is disclosed as necessary or for the purpose of 
preventing or detecting serious crime.      

iv.  The Security Services and Domestic Surveillance 

As noted above, prior to the enactment of the Security Service Act 1996, the Service could not 
obtain authorization to conduct activities in connection with supporting police forces and law 
enforcement agencies in the prevention and detection of serious crime, if the action related to property 
in the British Islands.  Some persons believed that if the Service had the ability to undertake such action 
it would infringe on the “functions of the police under the Police and Criminal Evidence Act 1984.”  
This restriction was removed by the Security Service Act 1996, which granted the Service  authority to 
obtain a warrant if it relates to property on the British Islands; is in support of law enforcement 
agencies; relates to conduct involving the use of violence; results in substantial financial gain;  is 
conducted by a large number of persons in pursuit of a common purpose; or the offense is one which a 
person over the age of twenty-one with no prior convictions could be sentenced to imprisonment for 
three or more years.526  The Security Service also can obtain a warrant to interfere with property or 
                                                      

521  Regulation of Investigatory Powers Act 2000, c. 23, §§ 28-29. 

522  Id. § 41. 

523  Intelligence Services Act 1994, c. 13. 

524  Id. § 5. 

525  Id. § 5. 

526  Id. § 5. 



Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 88 

wireless telegraphy if it is acting on behalf of the Intelligence Service or GCHQ and the action 
proposed is to be “undertaken otherwise than in support of the prevention of detection of serious 
crime.”527

Human Rights organizations further criticized the Security Services Act, notably with regard to 
the apparent lack of judicial oversight in the authorization process, stating that “a member of the 
executive lacks the necessary independence to authorize interception by a state agency and that it 
offends against the concept of the separation of powers; a senior judge would be a more appropriate 
arbiter of the balance between the rights of the individual and the interests of the state.”528  

The government believed that the executive was the most appropriate body to grant such 
warrants, being democractically accountable and having access to sensitive information that judges may 
not.  To provide additional legal protection to individuals, the law limited the circumstances where the 
Security Service can become involved in investigations into serious criminal offenses in which they are 
‘tasked’ by, and work closely with, British police forces. 

v. Wiretapping and Electronic Eavesdropping  

A warrant is required for the lawful interception of communications in most circumstances.529  
Circumstances in which communications can be intercepted without a warrant include those in which:  

• one party to the communication has consented to the interception;  

• the provider of a postal or telecommunications service intercepts the communication;  

• a person conducting a business, a government department, or public authority intercepts 
communications on their businesses own telecommunications lines to prevent or detect 
crime, ascertain facts, investigate unauthorized use of the system, and monitor 
communications to determine whether they are business or personal;530 or  

• the interception of communication occurs on a public telecommunications system 
outside the UK and the person providing the telecommunications service is required by 
that country’s  law  to facilitate the interception.531 

The authorization process for a warrant to intercept communications differs from the process 
for surveillance warrants.  Under the RIPA only the Secretary of State532 can issue a warrant to 
intercept communications upon receipt of an application from the Director General any of the 
Intelligence Services, National Criminal Intelligence Service, the Chief of Defence Intelligence, Police 

                                                      

527  Id. § 5. 

528  JUSTICE, REGULATION OF INVESTIGATORY POWERS BILL: HUMAN RIGHTS AUDIT, May 2000. 

529  Regulation of Investigatory Powers Act 2000, c. 23, § 1. 

530  Id. § 4; The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 
2000, SI 2699/2000.  

531  Regulation of Investigatory Powers Act 2000, c. 23, §§ 1, 4.  

532  The government has “explicitly rejected the suggestion that the issue of a warrant should be a judicial act.”  2 
CURRENT LAW STATUTES 2000 (Christine Beesley et al eds., 2000);  see also INTERCEPTION OF COMMUNICATIONS IN THE UK, 
1999, Cm. 4368, at 20 & 613 PARL. DEB., (H.L.) (5th ser.) 1487. 
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Commissioners, or the Commissioner of Customs and Excise.  Police Chief Constables may make 
applications for warrants through the National Criminal Intelligence Service.533  In urgent cases, or in 
response to a request made under a mutual assistance agreement, the Director General of the Service 
can authorize an interception warrant after briefing the Secretary of State and obtaining his express 
authorization for the warrant’s issuance.534  

Before the Secretary of State can authorize a warrant to intercept communications, he must 
believe that the requested conduct is proportionate and necessary on one of the following statutory 
grounds:  

• in the interests of national security; 

• for the purposes of preventing or detecting serious crime;535  

• for the purposes of safeguarding the economic well being of the UK from the acts or 
intentions of individuals outside the British Isles; or  

• to give effect to an international mutual assistance agreement whose purpose is 
equivalent to that of preventing or detecting serious crime. 

The RIPA provides that communications can be lawfully intercepted without a warrant in 
limited circumstances, such as under an international mutual assistance agreement, in hospitals with 
high security psychiatric services, under regulations made by the Secretary of State for interceptions in 
the course of lawful business practices, under prison rules, and in state hospitals in Scotland.536  

There are no specific prohibitions on intercepting material of a confidential nature, such as 
items subject to legal privilege, confidential personal information, or confidential journalistic material.  
The only reference made to the interception of these types of material is contained in the Code of 
Practice, which notes that extra consideration should be given when an interception might involve 
materials of a confidential nature.  

A number of RIPA’s provisions aim to act as safeguards to ensure that any information 
obtained is not abused or misused.  Material intercepted is to be used, disclosed, and distributed as 
minimally as necessary for the purposes for which it was authorized to be obtained.537  The RIPA also 
requires that the Prime Minister appoint an Intelligence Services Commissioner to review how the 
Secretary of State issues warrants for surveillance and how the Secretary of State exercises and 
performs the powers and duties granted by the RIPA in relation to the Service.538  

                                                      

533  Regulation of Investigatory Powers Act 2000, c. 23, § 5.  

534  Id. § 5.  Section six of this Act contains a list of individuals permitted to apply to the Secretary of State for an 
interception warrant.  The Director General of the Security Service is among the individuals listed. 

535  Detecting crime is interpreted in the Regulation of Investigatory Powers Act 2000, c. 23 as “establishing by 
whom, for what purpose, by what means and generally in what circumstances any crime was committed; and the apprehension 
of the person by whom any crime was committed” (§ 81(5)). 

536  Regulation of Investigatory Powers Act 2000, c. 23, § 4.  

537  Id. § 15.  

538  Id. § 59(1-2)). 
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The police have a separate series of legislation, augmented by the RIPA, which provide that a 
Chief Constable or another authority specified in the Police Act 1997 may issue an authorization 
permitting “such action … in respect of wireless telegraphy.”539  The authorizing officer must believe 
that the action is necessary for the purposes of preventing or detecting serious crime540 and is 
proportionate to what the action seeks to achieve.541  The Police Act provides that matters subject to 
legal privilege, confidential information, and confidential journalistic information can be subject to an 
authorization that permits the police to interfere with property or wireless telegraphy.542  Except in 
urgent cases, the authorization must be approved by the Chief Commissioner, or an person who has 
previously held high judicial office and who is appointed by the Prime Minister.543  

vi.  Interception of Communications Data 

The RIPA provides for the lawful acquisition and disclosure of communications data in 
specified circumstances.544  The definition of communications data was subject to a great deal of 
parliamentary debate as the requirements to obtain authorization and the list of those that can request an 
authorization are not as stringent as for surveillance authorizations or the interception of 
communications.  Communications data does not include the content of the communication, but the 
information that relates to the use of a communication service, such as telephone records (including the 
number called and duration of the call); Internet records (including sites visited, the sender, recipient, 
date, and time of email messages); and information on the person using the service held by the 
operator, such as subscriber information.545

An authorization to obtain communications data can only be granted if it is necessary:  

• in the interests of national security or the economic well being of the UK; 

• for the purposes of preventing or detecting crime or preventing disorder;  

• in the interests of public safety; or 

• to protect public health or, in an emergency, to prevent the death, injury or damage to a 
person’s physical or mental health, or to mitigate such damage.546  

                                                      

539  Police Act 1997, c. 50, § 93.  

540  Section 93 of the Police Act 1997 defined crime as serious when it “involves the use of violence, results in 
substantial financial gain or is conduct by a large number of persons in pursuit of a common purpose, or the offence or one of 
the offences is an offence for which a person who has attained the age of twenty-one and has had no previous convictions 
could reasonably be expected to be sentenced to imprisonment for a term of three years or more.”  

541  Police Act 1997, c. 50 § 93.  

542  Id. § 97. 

543  Id. § 91.  

544  Communications data does not include content.   

545  Regulation of Investigatory Powers Act 2000, c. 23, § 22(4); see also Home Office, Security: Surveillance, 
http://security.homeoffice.gov.uk/surveillance/access-to-data/definition-communications-data/ (last visited Apr. 10, 2006).  

546  Regulation of Investigatory Powers Act 2000, c. 23, § 22(2).  

http://security.homeoffice.gov.uk/surveillance/access-to-data/definition-communications-data/
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A broader range of officials can grant authorization to obtain communications data  compared 
to other areas of surveillance, and permission can be “granted internally by an official in the relevant 
public authority [with] no limitation on those who may apply for authorization.”547

A controversial aspect of the RIPA is its requirement that providers of public communications 
services maintain the capability to intercept communications and retain communications data.548  
Communications providers, particularly Internet Service Providers, claim that maintaining this 
capability would be costly and infringe upon the privacy of their customers.  The RIPA places a duty 
on the Secretary of State to make contributions, where appropriate, to the costs incurred by postal and 
telecommunications operators when complying with an order to retain or disclose communications 
data.549  The ATCSA further expanded these duties, requiring communications service providers to 
retain communications data after the period necessary for business purposes, for national security and 
crime prevention purposes and to ensure it can be accessed under the RIPA when necessary.550   The 
provision has been criticized as a mechanism giving police the ability to obtain a “complete dossier on 
private life.”551  These requirements appear to soon become standard and more stringent with the 
passage of an EU Directive, spearheaded by the UK, which mandates communications providers not 
just provide the ability to retain, but actually retain, communications data for up to two years as a law 
enforcement aid.552   

vii.  Police and Intelligence Gathers  

As noted above, there is no requirement for public authorities to obtain an authorization under 
the RIPA prior to conducting surveillance activities.  The Home Office has issued non-statutory 
guidelines that provide only Chief Constables or Assistant Chief Constables are entitled to authorize the 
use of certain equipment in police surveillance operations.553  The Guidelines provide that 
authorizations should only occur when all of the following criteria are met:  

• the investigation concerns serious crime;  

• normal methods of investigation have been tried and have failed, or from the nature of 
things, are unlikely to succeed if tried;  

• there is good reason to think that the use of the equipment is likely to lead to an arrest 
and a conviction, or where appropriate, to the prevention of acts of terrorism;  

• the use of equipment is operationally feasible; and  

                                                      

547  2 CURRENT LAW STAUTES 2000 (Christine Beesley et al eds., 2000); Id. § 22. 

548  Regulation of Investigatory Powers Act 2000, c. 23, § 12. 

549  Id. § 24. 

550  Anti-terrorism, Crime and Security Act 2001, c. 24, § 102. 

551  BBC News, Britain’s Al Qaeda Connections, Jan. 29, 2002, available at 
http://news.bbc.co.uk/1/hi/uk/1775683.stm.  

552  Wendy M. Grossman, Will logging your email combat terrorism in Europe?, GUARDIAN (London), Jan. 12, 
2006, available at http://technology.guardian.co.uk/weekly/story/0,16376,1683944,00.html. 

553  Perry v UK [2003] Crim LR 281, ¶¶ 23-24 (referring to Home Office, Guidelines of 1984).    

http://news.bbc.co.uk/1/hi/uk/1775683.stm
http://technology.guardian.co.uk/weekly/story/0,16376,1683944,00.html
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• the degree of intrusion into the privacy of those affected by the surveillance is 
commensurate with the seriousness of the offense.554  

Despite the expansive laws relating to the interception of communications, information obtained 
in such a manner is not usable as evidence in a court of law.  The law recently underwent a review in 
which the government decided to maintain this prohibition, stating that the disclosure of intercepted 
communications could undermine intercept capabilities.555  However, this restriction does not appear to 
extend to information obtained through electronic bugging. The police have continued to obtain 
information through electronic surveillance devices without proper authorization.  In several instances, 
evidence obtained from police ”bugging” have been permitted as evidence in court, despite judges in 
these cases specifically saying that the evidence was obtained in probable or direct breach of the 
ECHR.556  In one case, evidence from two co-defendants obtained through an electronic surveillance 
device placed in their police holding cell was permitted in court, despite the fact that the co-defendants 
had exercised their right to silence.557  The European Court of Human Rights has provided that 
intelligence obtained in breach of Article 8 of the ECHR through the unlawful installation of a listening 
device in a person’s home or covert listening devices in police stations is admissible as evidence as 
“any breach of Article 8 is subsumed by the Article 6 duty to ensure a fair trial.”558  

viii.  Video Surveillance 

The use of video surveillance by public authorities in public places has been subject to 
considerable debate amongst privacy scholars who believe the extensive installation of closed circuit 
television cameras (CCTV) in public places across the UK has eroded personal privacy and is leading to 
a “big brother” state.559  There are currently no statutory regulations on the use of CCTV cameras, 
although the Home Office has produced a Code of Practice on their operation.560   

The use of CCTV and the images they record is subject to Article 8 of the ECHR.561  The 
European Court of Human Rights has noted that the “recording of the data and the systematic or 
permanent nature of the record may give rise to [privacy] considerations … [and] the compilation of 

                                                      

554  Id. 

555  Home Office, Security: Surveillance (Jan. 2005), available at 
http://security.homeoffice.gov.uk/surveillance/communications-service-providers/146085; MULTI-AGENCY STEERING GROUP, 
2003–04 REVIEW OF INTERCEPT AS EVIDENCE (Classified) (2004); INTELLIGENCE AND SECURITY COMMITTEE, ANNUAL REPORT 
2003-2004, Cm 6240; INTELLIGENCE AND SECURITY COMMITTEE ANNUAL REPORT 2004-2005, Cm 6510. 

556  R v Bailey [1993] All ER 513; R v Khan [1997] AC 558; Khan v UK (2001) EHRR 1016.  

557  R v Bailey [1993] All ER 513. 

558  BLACKSTONE’S CRIMINAL PRACTICE 2202 (Peter Murphy et al eds., 2006) (referring to Button [2005] Crim LR 
571);  see also Chalkley v UK [2003] Crim LR 51, PG and JH v UK [2002] Crim LR 308, Perry v UK [2003] Crim LR 281, 
and Mason [2002] 2 Cr App R 628. 

559  See, e.g., Privacy International, http://www.privacyinternational.org (last visited May 1, 2006).  

560  Home Office Guidelines of 1984. 

561  The information collected by CCTV cameras is typically subject to the provisions of the Data Protection Act 
1998 , c. 29 and therefore must be processed in compliance with this Act.  

http://security.homeoffice.gov.uk/surveillance/communications-service-providers/146085
http://www.privacyinternational.org/
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data by security services on particular individuals even without the use of covert surveillance methods 
constitute an interference with the applicants’ private lives.”562   

When determining whether video surveillance has breached Article 8, the courts consider if the 
complaining person had a “reasonable expectation of privacy” as an indicating factor whether the 
surveillance breached their human rights. Surrounding factors such as whether the actions occured in a 
public place, whether the information was processed at a level high enough to constitute interference 
with the person’s private life, or whether the material was published in a manner greater than could be 
reasonably foreseen are considered.563  The courts have noted that even though certain acts may occur 
in public, there is a “zone of interaction … in a public context, which may fall within the scope of 
“private life.”564

B.  Ethnic and Religious Profiling 

Ethnic and religious profiling is not technically used in the UK, instead, the police and 
government use ‘intelligence led stop and searches.’  This is discussed further under the subheading 
Police and Criminal Evidence Stop and Searches.  The police have noted that the interplay between 
race, religion, and the use of police powers has considerable impact on the perception of fairness and 
equality in the community.  An adverse perception can lead to decreased confidence in the police and, 
ultimately, the criminal justice system, and can reduce people’s willingness to cooperate or assist with 
police investigations.565  It is necessary to ensure that these powers are used prudently, yet without 
hindering effective policing – an objective that is extremely difficult to achieve.566   

While antiterrorism and criminal laws in the UK have not been enacted as an integrative 
measure, the application of these laws is causing tension in the Muslim community, which views their 
current use as “detrimental to community relations and contributing to the stigmatization of 
Muslims.”567  This situation is not a new problem for the British government, which faced similar 
issues with the “troubles” in Northern Ireland where it was opined that the government was unable to 
“combat terrorism without alienating the Irish community .… [T]he Prevention of Terrorism Act sent 
the Irish community back into itself, creating resentment toward the state and its various agencies.”568   

                                                      

562  Perry v UK [2003] Crim LR 281, ¶ 38 (referring to Rotaru v. Romania [GC], no. 28341/95, §§ 43-44, ECHR 
2000-V, and Amann v. Switzerland [GC], no. 27798/95, §§ 65-67, ECHR 2000-II).  

563  Peck v. the UK , no. 44647/98, judgment of 28 January 2003, ECHR 2003 and P.G. and J.H. v. the UK, no. 
44787/98, § 56, ECHR 2001-IX. 

564  P.G. and J.H. v. the UK, no. 44787/98, § 56, ECHR 2001-IX. 

565  COMMISSIONER, METROPOLITAN POLICE AUTHORITY, PROGRESS REPORT ON MPA STOP AND SEARCH SCRUTINY, p. 
1, Report 9 (Oct. 16, 2003), available at http://www.mpa.gov.uk/committees/eodb/2003/031016/09.htm.  The Metropolitan 
Police Authority Panel investigating the impact of race on stop and searches found that:  “[g]iven the vast majority of those 
stopped and searched are innocent of any crime.  The Panel has been told that the consequence of this is that the practice is 
seen as one of the most important influences in damaging community-police relations generally and with racial minority 
communities in particular, and a major contributor to reducing the levels of community trust and confidence in the police.” 

566  Id. 

567  Id. ¶ 141. 

568  HOME AFFAIRS COMMITTEE, TERRORISM AND COMMUNITY RELATIONS, 2003-4, H.C. 165-I, ¶ 170. 

http://www.mpa.gov.uk/committees/eodb/2003/031016/09.htm
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C.  Police and Criminal Evidence Act and Stop and Searches 

The statutory basis for stop and searches by the Police is contained in the Police and Criminal 
Evidence Act 1984,569 which provides police with the authority to stop and search a person if they have 
reasonable suspicion that a crime has been, is, or is about to be committed.  Statistics show that under 
the provisions of this Act, the police stopped black people six times more frequently than white people 
and Asian people two times more frequently.570  The police were provided with broader authority to 
stop and search people under the TA, which permits officers, with authorization from a senior officer, 
to stop and search anyone to prevent terrorism.571  Statistically, Asian people and black people are 
respectively four and five times more likely to be stopped than white people under this Act.572   These 
statistics, combined with the Code issued under the Police and Criminal Evidence Act and the Home 
Office Stop and Search Interim Guidelines, provides:   

[While police must] not discriminate against members of minority ethnic groups when they 
exercise these powers, [t]here may be circumstances where it is appropriate for officers to take 
account of a person’s ethnic background when they decide who to stop in response to a specific 
terrorist threat (for example, some international terrorist groups are associated with particular 
ethnic groups, such as Muslims).573   

This Code of Practice has given rise to the claim that the British police use ethnic and religious 
profiling in their policing, a claim that both the government and the police have actively worked to 
dismiss.574

D.  Antiterrorism Laws and Stop and Searches 

The government has noted that the enactment of the recent antiterrorism laws lead to “a 
palpable increase in stopping and searching of people of Asian origin in particular.”575  The government 
expressed concern that tensions between police and the Muslim community, in particular, not be 
exacerbated, as it is believed that the isolation and the stigmatization of Muslims, perceived or 
otherwise, contributes towards their disenfranchisement, providing extremists with the opportunity to 
recruit these individuals.  An expert witness in a panel reviewing the use of antiterrorism stop and 

                                                      

569  Police and Criminal Evidence Act 1984, c. 60. 

570  Home Office, Statistics on Race and the Criminal Justice System 2003, July 2, 2004, available at 
http://www.cre.gov.uk/Default.aspx.LocID-0hgnew04s.RefLocID-0hg00900c002.Lang-EN.htm.  

571  Terrorism Act 2000, c. 11, § 44.  The authorization can only last up to twenty-eight days, but has reportedly 
been consistently renewed over the past six years.  See also, Arun Kundnani, Racial Profiling and Anti Terror Stop and 
Search, IRR News, Jan. 31, 2006, available at http://www.irr.org.uk/2006/january/ha000025.html.  

572  Terrorism Act 2000, c. 11, § 44, Home Office, Statistics on Race and the Criminal Justice System 2003, July 2, 
2004, available at http://www.cre.gov.uk/Default.aspx.LocID-0hgnew04s.RefLocID-0hg00900c002.Lang-EN.htm.  

573  Police and Criminal Evidence Act 1984, Code A: Code of Practice for the Exercise by Police Officers of 
Statutory Powers of Stop and Search, available at http://www.homeoffice.gov.uk/docs/pacecodea.pdf; HOME OFFICE, STOP 

AND SEARCH ACTION TEAM: INTERIM GUIDELINES, 
http://www.privacyinternational.org/issues/terrorism/library/ukstopsearchguidance2004.pdf (last visited Apr. 12, 2006).    

574  Mark Oliver, Blears backs away from racial profling, Aug. 2, 2005, GUARDIAN (London), available at 
http://www.guardian.co.uk/attackonlondon/story/0,16132,1540937,00.html?gusrc=rss.   

575  Home Office, Race Relations and the Police, http://www.homeoffice.gov.uk/police/about/race-relations/ (last 
visited Apr. 12, 2006).  

http://www.cre.gov.uk/Default.aspx.LocID-0hgnew04s.RefLocID-0hg00900c002.Lang-EN.htm
http://www.irr.org.uk/2006/january/ha000025.html
http://www.cre.gov.uk/Default.aspx.LocID-0hgnew04s.RefLocID-0hg00900c002.Lang-EN.htm
http://www.homeoffice.gov.uk/docs/pacecodea.pdf
http://www.privacyinternational.org/issues/terrorism/library/ukstopsearchguidance2004.pdf
http://www.guardian.co.uk/attackonlondon/story/0,16132,1540937,00.html?gusrc=rss
http://www.homeoffice.gov.uk/police/about/race-relations/
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search powers has noted “one of the biggest dangers of counter-terrorism policing must be that it will 
grow the very terrorism which it seeks to defeat.”576  Against this background, in the wake of the 
London bombing in July 2005, the Chief Constable of British Transport Police (BTP) publicly stated: 
“We should not waste time searching old white ladies. [Searches are] going to be disproportionate. It is 
going to be young men, not exclusively, but it may be disproportionate when it comes to ethnic 
groups.”577   The government quickly distanced itself from this remark noting that intelligence led stop 
and searches should be utilized rather than stereotyping ethnic minorities,578 as “tackling terrorism is 
absolutely dependent on the confidence of these communities to feel that they can come forward, give 
information and be part of the fight against this threat.”579   

E.  Training for Effective and Efficient Intelligence Led Stop and Searches  

The government has responded to concerns of religious and racial profiling with measures to 
provide training to the police, who are taking active steps to engage minority communities, build trust, 
good relations, and confidence in the criminal justice system.580  Intelligence led stop and searches are 
used and the police now record and monitor the ethnic identity of all individuals stopped and searched 
and keep notes with the aim of reducing disproportionality between ethnic groups.581  A Stop and 
Search Action Team was established in 2004 to consider “how officers use the intelligence they receive 
to decide who to stop and search; where [a] stop and search is targeted and whether this is fair; and 
how police officers and police authorities can actively involve local communities in reaching an 
agreement about using stop and search.”582

Given the significant disproportionate use of stop and search powers on Muslims, the 
government has recommended that an independent review that closely involves the Muslim community 
be undertaken to investigate the use of police intelligence as a basis for stop and searches under the 
2000 Act.583  It also has stated that the Muslim community’s involvement in the review of the 

                                                      

576  Commissioner, METROPOLITAN POLICE AUTHORITY, PROGRESS REPORT ON MPA STOP AND SEARCH SCRUTINY, 
Report 9 (Oct. 16, 2003), available at http://www.mpa.gov.uk/committees/eodb/2003/031016/09.htm; see also 
METROPOLITAN POLICE AUTHORITY, REPORT OF THE MPA SCRUTINY ON MPS STOP AND SEARCH PRACTICE (Feb. 2004), 
available at http://www.mpa.gov.uk/downloads/committees/eodb/eodb-040520-05-appendix01.pdf.  

577  CHIEF EXECUTIVE AND ASSISTANT, METROPOLITAN POLICE AUTHORITY, COMMUNITY ENGAGEMENT TO COUNTER 

TERRORISM, Report 9 (Jan. 26, 2006), available at http://www.mpa.gov.uk/committees/mpa/2006/060126/09.htm. 

578  Times Online and PA, No Racial Profiling by Anti-Terror Police, Says Minister, Aug. 2, 2005, TIMES (London), 
available at http://www.timesonline.co.uk/article/0,,22989-1717624,00.html. 

579  Id.  

580  The issue of police sensitivity towards minorities was highlighted in 1993, where a young black male was 
murdered and a police investigation into his death “fundamentally flawed.” An inquiry into this incident described London’s 
metropolitan police force as “institutionally racist,” which was defined as “the collective failure of an organization to provide 
an appropriate and professional service to people because of their color, culture, or ethnic origin.”  The findings of this 
inquiry lead to seventy recommendations that included legislative amendments to extend the Race Relations Act to cover the 
police, as well as grassroots reforms such as significant training of police officers.  HOME OFFICE, REPORT OF AN INQUIRY BY 

SIR WILLIAM MACPHERSON OF CLUNY, THE STEPHEN LAWRENCE INQUIRY, Cm. 4262-1, 1999. 
581  Home Office, Race Relations and the Police, http://www.homeoffice.gov.uk/police/about/race-relations/ (last 

visited Apr. 12, 2006).  

582  Id.   

583  HOME AFFAIRS COMMITTEE, TERRORISM AND COMMUNITY RELATIONS, 2003-4, H.C. 165-I, ¶ 155.  

http://www.mpa.gov.uk/committees/eodb/2003/031016/09.htm
http://www.mpa.gov.uk/downloads/committees/eodb/eodb-040520-05-appendix01.pdf
http://www.mpa.gov.uk/committees/mpa/2006/060126/09.htm
http://www.timesonline.co.uk/article/0,,22989-1717624,00.html
http://www.homeoffice.gov.uk/police/about/race-relations/
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Prevention of Terrorism Act is “essential … from the earliest possible moment … this should be made 
an explicit responsibility of the reviewer of the Prevention of Terrorism Act.”584   

These measures to engage the Muslim community and educate the police force provide a 
number of opportunities for the mutual understanding of the problems and difficulties faced by each of 
these groups, such as the problems police face when implementing their responsibilities under the 2000 
Act.  However, it does not offer a solution to the stigmatization Muslims face, in both the media and 
everyday life, from the implementation of the various antiterrorism acts, as the majority of people 
arrested under the acts are of Muslim origin.  A Home Affairs committee has opined:  

There is no doubt that the authorities face a real challenge in acting against terrorist suspects 
from within particular communities, without been seen as targeting or stigmatizing that 
community.  We do not believe that the Government has yet found an answer to this question … 
more needs to be done to reach agreement both on tactics and strategy.585  

F.  Detention of Suspected Terrorists 

The government has faced the difficult task of balancing the rights of individuals, which now 
have extensive statutory protection under the Human Rights Act 1998, with the security of the state.  
The incorporation of the ECHR586 into UK domestic law by the Human Rights Act 1998 altered the 
country’s legal climate and specifically prohibited the detainment of persons for the sole purpose of 
preventing a crime, save in certain circumstances prescribed by law.587  While the ECHR is not a new 
doctrine of law, merely setting out the rights individuals in Britain have long enjoyed under the 
common law,588 its impact on UK domestic law is evident. Cases challenging British laws are 
noticeable and are ever increasing in number.   

 
The UK has had lengthy experience in indefinitely detaining persons suspected to be terrorists 

without trial in Northern Ireland.589  Under the Prevention of Terrorism (Temporary Provisions) Act 
1984 (PTA), the Secretary of State could authorize the detention of a person for up to seven days.  In 
1988, the European Court of Human Rights ruled that this was a breach of article 5(3) of the ECHR 
unless it was judicially authorized, resulting in the government derogating from the article to lawfully 
retain this provision of the PTA.590 The use of these powers was controversial and occurred in response 
to increasing violence.  Greater civil disturbances and a “diminished respect for the rule of law in 
Northern Ireland” resulted from the internment of almost two thousand predominatly Catholic men.591  
                                                      

584  Id. ¶ 174. 

585  Id. ¶ 169. 

586  European Convention for the Protection of Human Rights and Fundamental Freedoms, opened for signature Nov. 
4, 1950, 213 U.N.T.S. 222. 

587  Currently, two situations to which the prohibition does not apply are the detention for treatment and assessment 
of individuals with diagnosed mental health disorders when they are believed to be a danger to themselves or the safety of 
others; and detention that is disproportionate to the offense for people convicted of crimes, when it is believed that such 
individuals are a threat to society. 

588  A v. Secretary of State for the Home Department, [2004] UKHL 56 ¶ 88. 

589  Prevention of Terrorism (Temporary Provisions) Act 1984, c. 8. 

590  Brogan and others v UK, (1989) 11 EHRR 117. 

591  MARY O’RAWE, OPEN SOCIETY JUSTICE INITIATIVE, ETHNIC PROFILING, POLICING, AND SUSPECT COMMUNITIES: 
LESSONS FROM NORTHERN IRELAND 92 (2005) at 92, available at http://www.justiceinitiative.org/.   

http://www.justiceinitiative.org/
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It was widely reported that the use of internment was “among the best recruiting tools the IRA ever 
had.”592   

It was against this background and experience that the government had to select a method that 
would be the least controversial and yet most effective and the least likely to succumb to legal 
challenges to address individuals whom the government believe are a threat to national security or 
suspected to be international terrorists but could not deport.  This was tackled during the drafting of the 
TA when alternative options to derogation from the ECHR were considered.  It was finally decided that 
individuals could be detained for up to forty-eight hours after arrest and that the responsibility for 
extending detainment for up to an additional fourteen days should rest with a Judicial Authority.593 
Critics of the TA asserted this provision facilitated “incommunicado detention” and was unnecessary 
because, in the past, individuals detained under similar provisions were rarely charged with a terrorist 
offense.  This controversial issue was once again brought to the public’s attention and was a highly 
contentious aspect in the drafting of the Terrorism Act 2006.  This Act provides that detainment can be 
extended for a total period of twenty-eight days, with a senior judge considering applications for 
detainment for the additional fourteen days.  To ensure the bill’s passage through Parliament, the 
government inserted a clause for the provision to expire one year after its enactment, although the 
Secretary of State has the authority to continue this period of detention.594

Another controversial area under the detention powers is the authority given to police 
superintendents to delay a detention without notifying others of the detention or allowing the detained 
person to consult with a solicitor if there are reasonable grounds to believe that it would interfere with 
other investigations.  

i.  The Role of the Principle of Non-refoulement and Preventive Detention  

The UK already has faced challenges on the issue of detention prior to deportation proceedings 
and the prohibition of non-refoulement with the enactment of the ATCSA.  Cases challenging the 
ATCSA were heard before the European Court of Human Rights, which stated that the protection given 
to individuals under Article 3 is wider than those provided by the United Nations Convention on the 
Status of Refugees.   

 
In one instance, the UK sought to deport an Indian citizen who had been granted indefinite 

leave to remain in the UK because the Home Secretary believed that his continued presence was not 
conducive to the public good, given the international fight against terrorism.595  The European Court of 
Human Rights ruled that:  

 
Article 3 enshrines one of the most fundamental values of democratic society.  The Court is well 
aware of the immense difficulties faced by States in modern times in protecting their 
communities from terrorist violence.  However, even in these circumstances, the Convention 
prohibits in absolute terms torture or inhuman or degrading treatment or punishment, 

                                                      

592  Former IRA Commander Jim McVeigh, quoted in M. O’Connor and C. Rumann, Into the Fire: How to avoid 
getting burned by the same mistakes made fighting Terrorism in Northern Ireland, 24 CARDOZO L. REV. 1657, 1662 (2005). 

593  Terrorism Act 2000, c. 11, sch. 8.  Part III permits a judicial authority to extend detention for up to seven days, 
later extended to fourteen days by the Criminal Justice Act 2003, c.44,  § 306. 

594  Terrorism Act 2006, c. 11, § 25.  

595  Chahal v. UK, (1996) 23 EHRR 413. 
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irrespective of the victim’s conduct.  Unlike most of the substantive clauses of the convention … 
Article 3 makes no provision for exceptions and no derogation from it is permissible under 
Article 15 even in the event of a public emergency threatening the life of the nation.  The 
prohibition provided by Article 3 against ill treatment is equally absolute in expulsion cases.  
Thus, whenever substantial grounds have been shown for believing that an individual would face 
a real risk of being subject to treatment contrary to Article 3 if removed to another State, the 
responsibility of the Contracting State to safeguard him or her against such treatment is engaged 
in the event of expulsion.  In these circumstances, the activities of the individual in question, 
however undesirable or dangerous cannot be a material consideration.596

 
 As a result of the ruling, the person could not be deported.  The government faced the 
paradoxical challenge of meeting its obligations under the ECHR and detaining the person to prevent 
the threat he posed to the public good. The person had already been detained for a number of years 
prior to the hearing of the case.  The European Court on Human Rights had ruled that, while the 
detainment period was extensive, it did not violate the person’s human rights as it occurred as a result 
of deportation proceedings.   
 

The major limitation of this judgment for the UK’s national security concerns was the court’s 
ruling that any “deprivation of liberty under Article 5(1)(f) will be justified only for as long as 
deportation proceedings are precluded by article 3 [and in future cases detention would not be a 
sanction] because the non-national would not be a person against whom action is being taken with a 
view to deportation.”597 This position was reaffirmed in a House of Lords judgment reviewing the 
detention of suspected international terrorists held under the ATCSA when it stated “a non-national who 
faces the prospect of torture or inhuman treatment if returned to his own country, and who cannot be 
deported to any third country and is not charged with any crime, may not … be detained here even if 
judged to be a threat to national security.” 598  Consequently, the government was placed in the 
unenviable position of being unable to deport non-nationals it believed were not conducive to the public 
good if they were likely to face torture in their own country; but also being unable to detain them if 
they could not be deported.  

ii. Former Preventive Detention Regime under the Anti-Terrorism Crime and Security  
Act 2001 

During the drafting of the ATCSA, the government wished to extend the powers of detention 
and provided the Secretary of State with the authority to indefinitely detain foreign nationals without 
charge or trial if he could certify them as suspected international terrorists and these individuals could 
not be deported due to the prohibition on non-refoulement,599 or for practical reasons.600  The detention 

                                                      

596  Id. ¶¶ 79-80. 

597  Id. ¶ 113. 

598  A v. Secretary of State for the Home Department, [2004] UKHL 56, ¶ 9. 

599  The prohibition of non-refoulement is an established principle of international law contained in the United 
Nations Convention on the Status of Refugees and enhanced by Article 3 of the ECHR.  This principle provides that no one 
shall be “returned to countries where their lives may be threatened or where they may be subjected to torture or to inhuman or 
degrading treatment or punishment.”   

600  Anti-terrorism, Crime and Security Act 2001, c. 24, Part IV.  
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was considered to have “three walls,”601 because these individuals were free to leave the UK at any 
time for any third State that would permit them entry.   

 
To issue a certificate, the Secretary of State had to state that he reasonably believed the 

person’s presence in the UK was a threat to national security and he suspected the person was a 
terrorist.602  The information the Secretary of State would use to make this decision was collected from 
a number of sources that were typically confidential.  The Secretary of State’s position as a politician 
and member of executive was seen to serve as a limit on his powers because he is democratically 
accountable for his actions.  However, due to the nature of the threat posed by international terrorists, 
and because the decision was based on confidential and non-revealed evidence, considerable leeway was 
granted to the Secretary of State when he made a decision to certify a person as a suspected 
international terrorist. 

 
Prosecution of these individuals under existing legislation typically was not possible due to 

either: 
• insufficient evidence;  

• evidence, such as certain intercepted communications, that cannot be admitted in court 
of law due to evidentiary rules; or 

• evidence of such a sensitive nature that it, or its source, could not be revealed in a 
criminal trial without compromising the safety of the source or national security.603    

It was later revealed that a person could be detained under these provisions even if they could 
be prosecuted under the UK’s criminal or antiterrorism legislation, but the sentence would be 
insufficient compared to the threat the person posed to the UK.604   

 
This law was controversial from its inception and required derogation from the ECHR, as the 

legislation permitted the detention of certain foreign nationals who were neither charged with a crime, 
nor awaited a trial.605   

A parliamentary group that reviewed the ATCSA strongly recommended in its first report that 
the power to indefinitely detain foreign nationals quickly be replaced,606 although this directly conflicted 
with an independent government report that concluded Part IV of the ATCSA was not a 
“disproportionate response to the situation with which it is dealing … [and that] the presented system 

                                                      

601  376 PARL. DEB, H.C. (5th Ser.) (2001) 920. 

602  Anti-terrorism, Crime and Security Act 2001, c. 24, § 21(1). 

603  376 PARL. DEB., H.C. (5th ser.) (2001) 921.  

604  Arabella Thorp, House of Commons Library Research Paper, The Prevention of Terrorism Bill, Bill 61 of 2004-
5, Feb. 2005, Paper 05/14, available at http://www.parliament.uk/commons/lib/research/rp2005/rp05-014.pdf.  

605  The derogation is contained in the Human Rights Act 1998 (Designated Derogation) Order 2001, SI 2001/3644.   

606  PRIVY COUNSELLOR (SIC) REVIEW COMMITTEE, ANTI-TERRORISM, CRIME AND SECURITY REVIEW: REPORT, 2003, 
HC. 100, ¶ 8. 

http://www.parliament.uk/commons/lib/research/rp2005/rp05-014.pdf
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[is] workable and working reasonably well.”607  The preventative detention regime was eventually 
subject to an adverse ruling from the House of Lords, which quashed the order derogating from the 
ECHR and declared the antiterrorism laws that regulated the detention of suspected international 
terrorists incompatible with the right to liberty and freedom from discrimination.  During the operation 
of these provisions, seventeen individuals were detained as suspected international terrorists under the 
ATCSA, and two were subsequently prosecuted and convicted of criminal offenses.608  The laws were 
replaced in March 2005 with a system of “control orders’ that do not detain suspected international 
terrorists in the traditional sensebut subject them to stringent bail-like conditions.  

iii.  Case Challenging Preventive Detention of Terrorists  

To fully comprehend the challenges faced by the government in legislating to protect the UK’s 
national security by detaining individuals that are merely suspected of being terrorists the constraints in 
which they have to operate should be considered.  Several cases were brought challenging the 
preventive detention regime in the ATCSA.  One of the first individuals detained under the ATSCA 
was suspected of having links with al-Qaeda and was ordered to be released in March 2004 when the 
Court of Appeal ruled the detention was unjustified due to insufficient evidence to provide reasonable 
grounds to indefinitely detainthe suspect without charge or trial.609  The most significant, and ultimately 
successful, challenge was brought by nine foreign nationals610 that were detained indefinitely, or had 
been detained, without charge or the prospect of trial under Part IV of the ATSCA.  These individuals 
challenged whether the legislation was:  

Inconsistent with obligations binding on the UK under the European Convention on Human 
Rights, given domestic effect by the Human Rights Act 1998 … [and] that the UK was not 
legally entitled to derogate from those obligations; that, if it was, its derogation was nonetheless 
inconsistent with the European Convention and so ineffectual to justify the detention.611   

The detainees did not directly seek their release but sought “an order quashing the derogation 
order and a declaration of incompatibility of Part 4 of the ATCSA.”612  The result of such an order 
would result in the government having to repeal or amend the ATCSA and thus lead to either the 
detainees’ release or in a detention otherwise provided for under the law.  Due to the constitutional 

                                                      

607  Lord Carlile of Berriew Q.C, Anti-terrorism, Crime and Security Act 2001 Part IV Section 28 Review 2003, ¶ 
123, available at http://security.homeoffice.gov.uk/news-and-publications1/publication-search/independent-reviews/atcsa-
review-part7.pdf?view=Binary.     

608  430 PARL. DEB., H.C. (5th ser.) (2005) 307. 

609  The Secretary of State for the Home Department v  M [2004] Civ 324. 

610  Since the Anti-terrorism, Crime and Security Act was passed in 2001, seventeen people were certified as 
suspected international terrorists and detained under the preventive detention provisions.  431 PARL. DEB., H.C. (5th ser.) 
(2005) 305.  A profile of each person detained on the basis that he is a suspected international terrorist is available online at: 
Home Office, Anti-terrorism, Crime and Security Act 2001 – Detainees under Part 4, 
http://www.homeoffice.gov.uk/docs3/atcsa_detainees.html (last visited July 11, 2005); see also BBC News, Who are the 
terror detainees?, (Feb. 1, 2005), available at http://newswww.bbc.net.uk/1/hi/uk/4101751.stm.   

611  A et al., v Secretary of State for the Home Department, [2004] UKHL 56, ¶ 3. 

612  Paul Mendelle, No Detention Please, We’re British?, 77 N.L.J. 155.7160 (Jan. 2005).  

http://security.homeoffice.gov.uk/news-and-publications1/publication-search/independent-reviews/atcsa-review-part7.pdf?view=Binary
http://security.homeoffice.gov.uk/news-and-publications1/publication-search/independent-reviews/atcsa-review-part7.pdf?view=Binary
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significance of the issues involved for only the second time since World War II,613 nine Law Lords, 
rather than five, from the House of Lords, the highest court of appeal in the UK, heard the case. 

The detainees contended there was no public emergency in existence that justified a derogation 
from the ECHR.  They relied upon three main arguments: that no public emergency was in existence; 
that if a public emergency did exist, the derogation was not a proportionate or rational response to the 
threat; and that the detainment discriminated against foreign nationals in contravention of Article 
fourteen of the ECHR.614   

iv.  Public Emergency 

The Secretary of State stated that a public emergency existed in the UK due to the heightened 
need for security after September 11, 2001:  

 
There exists a terrorist threat to the UK from persons suspected of involvement in international 
terrorism. In particular, there are foreign nationals present in the UK who are suspected of being 
concerned in the commission, preparation or instigation of acts of international terrorism, of 
being members of organisations or groups which are so concerned or of having links with 
members of such organisations or groups, and who are a threat to the national security of the 
UK.615

 
The government also considered that sacrificing the right to a fair trial under the circumstances 

was warranted when it preserved a greater right – that of freedom from torture, capital punishment, or 
inhumane and degrading treatment.616  Many civil liberties groups claimed that the existing degree of 
public emergency was insufficient to justify removing basic and fundamental human rights from a 
certain class of people.  The groups refered to the fact that the UK was the only European country to 
remove certain human rights from certain groups, citing a House of Commons Defense Select 
Committee Report that stated there was “no immediate intelligence pointing to a specific threat in the 
UK,” even though it claimed a continuing threat existed.617  The Shadow Home Secretary also 
expressed grave concern over this practice, stating that the precedent could lead to the erosion of due 
process and the presumption of innocence and invite reprisal attacks upon British citizens.   

 
The Secretary of State considered the derogations justified and the use of Article fifteen correct, 

stating:  
 
The Article 15 provisions gave us precisely the power to act in circumstance envisaged by 
those who drew up both the European convention on human rights, as approved in 1953, and 
the European convention on refugees, as approved in 1951.  They foresaw circumstance in 

                                                      

613  Arabella Thorp, House of Commons Library Research Paper, The Prevention of Terrorism Bill, Bill 61 of 2004-5 
(Feb. 2005), Paper 05/14, available at http://www.parliament.uk/commons/lib/research/rp2005/rp05-014.pdf.  

614  Article 14 provides “The enjoyment of the rights and freedoms set forth in this Convention shall be secured 
without discrimination on any ground such as sex, race, colour, language, religion, political or other opinion, national or 
social origin, association with a national minority, property, birth or other status.” 

615  Id. 

616  JOINT COMMITTEE ON HUMAN RIGHTS, SECOND REPORT: ANTI-TERRORISM, CRIME AND SECURITY BILL, 2001-2, 
H.C. 372 ¶ 77). 

617  House of Commons Defence Committee, The Threat From Terrorism: Second Report, 2001, H.C. 348-I. 
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which it would be necessary to take action to derogate – to suspend temporarily – a particular 
article or clause, in order to be able to act in a particular way to respond to what was 
happening.  I am positing that the circumstances of September 11 and its aftermath are such 
that the warrant immediate action … Bin Laden and the al-Queda group … have spelt out their 
determination not simply to threaten once, but to threaten the civil populations of the United 
States and those working with it.  It is for that reason we are proposing measures allowing us 
to take rational, reasonable and proportionate steps to deal with an internal threat and an 
external, organized terrorist group that could threaten at any time not just our population, but 
the populations of other friendly countries.618

When defining the term public emergency, the House of Lords referred to several judgments.  
One, from the European Court of Human Rights in 1961, involved a challenge to the Irish 
government’s decision to derogate from the ECHR in order to detain individuals suspected of terrorist 
activity without charge or trial.  In this case, the natural and customary meaning of public emergency 
was considered to be “sufficiently clear” as referring to “an exceptional situation of crisis or emergency 
which affects the whole population and constitutes a threat to the organized life of the community of 
which the State is composed.”619  The meaning of public emergency was further examined in another 
case in which the Greek government unsuccessfully attempted to derogate from the ECHR.  In this 
instance, a public emergency was considered to require certain characteristics: 

[the public emergency must be] actual or imminent.  Its effects must involve the whole nation.  
The continuance of the organized life of the community must be threatened.  The crisis or 
danger must be exceptional, in that the normal measures or restrictions, permitted by the 
Convention for the maintenance of public safety, heath and order, are plainly inadequate.620

While there is no requirement in the ECHR that the emergency be imminent, the European 
Court has treated this as a necessary factor for a valid derogation.  The courts interpret imminent in an 
objective manner and have stated that a derogation may not be “imposed merely because of an 
apprehension of potential danger.”621     

The detainees argued that the public emergency used to justify the derogation was not 
temporary in nature; an argument supported by the continued anxiety the UK’s Joint Committee on 
Human Rights expressed in reports that stated “derogations from human rights obligations are permitted 
in order to deal with emergencies.  They are intended to be temporary.  According to the Government 
and the Security Service, the UK now faces a near-permanent emergency.”622  In hearing the case, the 
Law Lords concurred that it was difficult to class the emergency in existence as temporary, stating: “it 
is indeed true that official spokesmen have declined to suggest when, if ever, the present situation might 
change.”623  

                                                      

618  375 PARL. DEB., H.C. (5th ser.) (2001) 25.  

619  A et al., v Secretary of State for the Home Department, [2004] UKHL 56, ¶ 17 (citing Lawless v Ireland (No. 
3), (1961) 1EHRR 15, ¶ 28).  

620  Id. ¶ 18 (citing Greek Case (1969) 12 YB 1 ¶ 153).  

621  Id. ¶ 21. 

622  JOINT COMMITTEE ON HUMAN RIGHTS, EIGHTEENTH REPORT, 2004, H.C. 713. 

623  A et al., v Secretary of State for the Home Department, [2004] UKHL 56 ¶ 22. 
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When considering whether a public emergency existed, the House of Lords was not permitted 
to review certain confidential material, as the Attorney General had concluded that it would not assist 
the case.624  In arriving at their decision, the Law Lords were only able to consider the open evidence 
available to them.  Using the information available to them, the Law Lords connected the disparate 
treatment of foreign and British nationals, with both groups posing a comparable threat,625 when 
determining whether a public emergency was in existence.   

The Law Lords ruled against the detainees on the existence of a public emergency.  A 
cautionary approach was taken, as the Law Lords considered that while the common view regarding the 
nature of the public emergency in the UK is that the danger of terrorist action, although uncertain, is 
imminent and, as such, the terms strictly necessary should be interpreted in accordance with the 
precautionary principle.626  They concluded that the democratic body is in a better position to assess and 
respond to the threat posed to the country’s national security than the courts as these issues are “of a 
political character calling for an exercise of political and not judicial judgment.”627  As such, it gave 
considerable latitude to the discretion and decision of the executive.  However, one Law Lord 
approached this issue with disdain, referring to the judgment of the SIAC:   

[It] is peppered with references to the need for them to accord the appropriate margin to the 
executive and legislature in relation to the various points that they had to consider.  Indeed my 
noble and learned friend … considers that SIAC gave not too little, but too much leeway to the 
executive and legislature.628   

While the Law Lords accepted that a “wide margin of discretion” should be given to the 
executive in national security issues, and in the determination of whether a public emergency is in 
existence, it resoundingly stated that the breadth of this margin would depend upon the context.  The 
Law Lords emphasized that, in the context of the fundamental human right to liberty, any interference 
would be “accorded the fullest and most anxious scrutiny.”629  

v.  Practice of Other States 

The British government stood alone in its decision to derogate from the ECHR as no other 
European country followed this practice.  After the events of September 11, 2001, several European 
organizations went to great lengths to discourage derogation from any Articles of the ECHR.   On 
various occasions the Council of Europe stated that “in their fight against terrorism, Council of Europe 
members should not provide for any derogations to the European Convention on Human Rights”630 and 
specifically called on members to refrain from limiting the rights and liberties guaranteed in Article 5 
through derogation.631   

                                                      

624  Id. ¶ 185. 

625  Id. ¶ 189. 

626  Id. ¶ 209. 

627  Id. ¶ 37. 

628  Id. ¶ 175. 

629  Id. ¶ 107. 

630  Id. ¶ 23 (citing Parliamentary Assembly of the Council of Europe, Resolution 1271, Jan, 2002 at ¶¶ 9 and 12. 

631  Id. 
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The Council of Europe Commissioner for Human Rights explicitly stated “an increased risk of 
terrorist activity post September 11, 2001, cannot, on their own, be sufficient to justify derogating from 
the ECHR.”632  The European Court, however, accepted differences between states in the practice of 
derogating from the ECHR, noting that “by reason of their direct and continuous contact with the 
pressing needs of the moment, the national authorities are in principle in a better position than the 
international judge to decide both on the presence of such an emergency and on the nature an scope of 
derogations necessary to avert it.”633   

This explicit and direct acknowledgement of the differences between, and individuality of, 
states appears to contradict the argument that the practice of other states strictly be observed.  While 
parallels can be drawn, and indeed in many instances acute ones exist, particularly with Spain, which 
experienced a terrorist attack on its soil attributable to al-Qaeda but did not consider it to be necessary 
to derogate from any rights under the ECHR.  The actions of these countries stem from a number of 
facts, both political and practical.  It is worth considering that the legal systems of these countries may 
grant them greater powers to combat terrorism that makes them consider derogation unnecessary. 

vi. Proportionality and Rationality 

The detainees claimed that the ATSCA’s preventive detention provisions did not rationally 
rectify the threat posed by al-Qaeda because it only applied to foreign nationals and permitted detainees 
to leave for any third country that allowed them entry, subject to its legal controls, for them to pursue 
their terrorist activities with impunity.634  The Law Lords first examined whether this type of 
discrimination was proportionate to the circumstances present or whether it went beyond “what is 
strictly required by the exigencies of the situation.”  They then examined whether it complied with the 
non-discrimination provisions contained in Article 14 of the ECHR.   

vii. Rational and Proportionate Discrimination 

The public was highly critical of the ATSCA for permitting detainees to leave for any third 
country that allowed them entry finding that this defeated the purpose of the detention by simply 
exporting terrorism.635  The government argued that removing a person from the country would, at the 
minimum, have the effect of “disrupting the activities of the suspected terrorist.”636  They further 
claimed the option was “tailored to the state of emergency”637 and that it removed “one of the adverse 
effects from the continuing and unrestricted presence in the UK of suspected terrorists who could not be 
removed … [which] was the perception in other countries … that the UK was weak in response to 

                                                      

632  Council of Europe Commissioner for Human Rights, Comm DH (2002) 8, Aug. 28, 2002, ¶ 33, available at 
http://www.coe.int/T/E/Commissioner_H.R/Communication_Unit/Documents/CommDH(2002)7_E.asp.  

633  Ireland v UK (1978) EHRR 25, ¶ 207.  

634  A et al., v Secretary of State for the Home Department, [2004] UKHL 56 ¶ 31. 

635  PRIVY COUNSELLOR REVIEW COMMITTEE, ANTI-TERRORISM, CRIME AND SECURITY ACT 2001 REVIEW: REPORT, 
2003, H.C. 100.  

636  SECRETARY OF STATE FOR THE HOME DEPARTMENT, COUNTER-TERRORISM POWERS: RECONCILING SECURITY AND 

LIBERTY IN AN OPEN SOCIETY, 2004, Cm. 6147, ¶ 43. 

637  A et al., v Secretary of State for the Home Department, [2004] UKHL 56 ¶ 44 citing decision from the Special 
Immigration Appeals Commission, ¶ 51. 
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international terrorists operating in its country.”638  The European Commissioner for Human Rights 
disagreed with the British government’s justifications and stated: 

it would appear … that the derogating measures of the Anti-terrorism, Crime and Security Act 
allow both for the detention of those presenting no direct threat to the UK [through the broad 
definition of terrorist and international terrorist group] and for the release of those of whom it is 
alleged that do [pose a threat to the national security of the UK].  Such a paradoxical conclusion 
is hard to reconcile with the strict exigencies of the situation.639  

viii.  Compliance with Article 14 of the ECHR 

The justification given by the Home Secretary in applying Part IV of the ATCSA exclusively to 
foreign nationals was that “the serious threats to the nation emanated predominantly (albeit not 
exclusively) and more immediately from the category of foreign nationals.”640  The House of Lords 
found that the distinction between the two groups was irrational, because, while the threat posed by 
British nationals was “quantitatively smaller” than the threat from foreign nationals, it “was not 
quantitatively different.”641  Furthermore, the detainees maintained that both British and foreign 
nationals that are suspected international terrorists share the same characteristic of being irremovable 
from the UK, yet the latter group receives treatment that even the Home Department considers 
authoritarian: 

While it would be possible to seek other powers to detain British citizens who may be involved 
in international terrorism it would be a very grave step.  The Government believes that such 
draconian powers would be difficult to justify.642   

Even in the face of substantial criticism from government departments, the government argued 
that the measures regarding foreign nationals were justified as they were detained prior to deportation, 
and thus were held in an immigration capacity, which could never apply to a British national; therefore, 
the issue was not discrimination against foreign nationals but rather related to immigration.  
Furthermore, different treatment could apply to foreign nationals in times of war or public 
emergency643 and it was justifiable to discriminate between foreign and British nationals due to the 
different rights and responsibilities of each group.644  One government report noted that provisions in 
Part IV of the ATCSA are modified immigration and asylum laws that contain immigration powers that 

                                                      

638  Id. ¶ 125. 

639  European Commissioner for Human Rights, Opinion 1/2002 (28 Aug. 2002).  

640  A et al., v Secretary of State for the Home Department, [2004] UKHL 56 ¶ 32 citing the Secretary of State for 
the Home Department. 

641  Id. ¶ 33. 

642  SECRETARY OF STATE FOR THE HOME DEPARTMENT, COUNTER-TERRORISM POWERS: RECONCILING SECURITY AND 

LIBERTY IN AN OPEN SOCIETY, 2004, Cm. 6147, ¶ 36. 

643  A et al., v Secretary of State for the Home Department, [2004] UKHL 56 ¶ 69, referring to the Geneva 
Convention Relative to the Protection of Civilian Persons in Time of War 1949; Geneva Convention Relating to the Status of 
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have been adapted, rather than expressly designed, to deal with the issue of terrorism.645  The House of 
Lords dismissed the government’s view and held that the provisions were inescapably discriminatory 
and disproportionate as the treatment given to British nationals that pose the same threat to national 
security is fundamentally different from that given to foreign nationals.646  In addition, the House of 
Lords stated:  

Section 23 of the 2001 Act is not rationally connected to the legislative objective.  If the threat is 
as potent as the Secretary of State suggests, it is absurd to confine the measures intended to deal 
with it so that they do not apply to British nationals, however strong the suspicion and however 
grave the damage it is feared they may cause.647    

ix.  Decision of the House of Lords 

In reaching their decision, the majority of the Law Lords attempted to reconcile the different 
treatment offoreign nationals and British nationals under the ATCSA.  In doing so, eight out of the nine 
Law Lords considered that the derogation from the ECHR was not strictly required by the exigencies of 
the circumstances; that Part IV of the ATCSA was not a proportionate response to the threat to national 
security, as it applied only to foreign nationals, that the ECHR requires its rights, including the 
freedom from discrimination, apply to every person within each signatory’s jurisdiction; and because no 
derogation to Article fourteen existed, the legislation provided discriminatory treatment of different 
groups.648   

The House of Lords concluded that “the disparity of treatment between the two groups … 
simply point[s] to the conclusion that … the detention of foreign suspects”649 was irrational and not 
proportional and, as such, it could not meet the criteria of being “strictly required” under Article fifteen 
of the ECHR.  The judges concluded that the ATSCA’s principal weakness was the discriminatory 
treatment accorded to foreign nationals.650  The most biting opinion came from Lord Hoffman who , 
whilst agreeing with the majority opinion of the Law Lords, differed in the analysis that the provisions 
were unlawful because they were disproportionate and discriminatory. He expressed concern that their 
decision gave the wrong impression that all that is necessary to rectify the situation would be to extend 
the power to British nationals.  Lord Hoffman addressed the political question that some argue the other 
Law Lords appeared to pointedly avoid and stated:  

The power which the Home Secretary seeks to uphold is a power to detain people indefinitely 
without charge or trial. Nothing could be more antithetical to the instincts and traditions of the 
people of the UK .… Of course the government has a duty to protect the lives and property of its 
citizens. But that is a duty which it owes all the time and which it must discharge without 
destroying our constitutional freedoms .… This is a nation which has been tested in adversity, 
which has survived physical destruction and catastrophic loss of life .… Terrorist violence, 
serious as it is, does not threaten our institutions of government or our existence as a civil 

                                                      

645  Id. ¶ 32.  

646  A et al., v Secretary of State for the Home Department, [2004] UKHL 56, ¶ 138. 

647  Id. ¶ 132. 
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community .… The real threat to the life of the nation … comes not from terrorism but from 
laws such as these.651

One Law Lord dissented from the majority opinion and agreed with the government’s 
justification, stating:  

A power of interning British citizens without trial, and with no option of going abroad if they 
chose to do so, would be far more oppressive, and a graver affront to their human rights, than a 
power to detain in “a prison with three walls” a suspected terrorist who has no right of abode in 
the UK, and whom the government could and would deport but for the risk of torture.652  

The dissenting Law Lord argued that Part IV only applied to a small group of non-nationals and 
that there were other provisions in the ATCSA that applied only to British nationals, which could not be 
considered discriminatory.  In addition, the Law Lord stated that British nationals were in a 
fundamentally different position from that of foreign nationals, as they possess a right of abode in the 
UK653 and cannot be deported and therefore, are not detained prior to deportation.  The dissenting Law 
Lord argued that the safeguards in place under the ATCSA, such as the temporary nature of the 
provisions, the review of the Secretary of State’s powers by the SIAC, and the review of the legislation 
by the Privy Counsellor Committee, demonstrated that the powers under the ATCSA impinged on 
human rights only as much as was strictly necessary.  

Despite this well argued dissenting opinion, the majority of the Law Lords considered: 

It is the first responsibility of government in a democratic society to protect and safeguard the 
lives of its citizens.  That is where the public interest lies.  It is essential to the preservation of 
democracy, and it is the duty of the court to do all it can to respect and uphold that principle. 
But the court has another duty too.  It is to protect and safeguard the rights of the individual.  
Among these rights is the individual’s right to liberty.654   

The result of the majority judgment was that the Law Lords issued an order that quashed the 
derogation order from the Human Rights Act and declared that section twenty three of the ATCSA was 
incompatible with articles five and fourteen of the ECHR, as it was disproportionate and discriminated 
on the basis of nationality or immigration.655  Essentially, the majority of the Law Lords ruled that it 
was not the detention per se under Part IV of the ATCSA that was unlawful, but rather it was unlawful 
because the detention was not strictly required by the exigent circumstances and it was not a 
proportionate response to the threat because it only applied to foreign nationals.656   
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x.  Effects of the House of Lords’ Judgment 

The government faced an additional blow to the defeat of the preventive detention provisions.  
The lead government department for the antiterrorism legislation, the Home Department, was disrupted 
by a scandal less one day before the Law Lord’s decision.  The scandal involved the (now former) 
controversial Secretary of State for the Home Department, David Blunkett, who resigned from office 
amid claims that he had used his position for personal gain.  He stated that he could no longer remain in 
office as the questions about his honesty had damaged the government.657   

The new Secretary of State for the Home Department faced additional criticism after the 
decision from the House of Lords, as he failed to act immediately upon the ruling.  The detainees 
remained imprisoned as the government still considered them a threat to the UK’s national security and 
that the “absence of the Part IV powers would present [the UK] with real difficulties.”658  The new 
Secretary of State justified this action in what many viewed as a defiant statement:  

It is ultimately for Parliament to decide whether and how we should amend the law. The Part 4 
provisions will remain in force until Parliament agrees the future of the law.  Accordingly I will 
not be revoking the certificates or releasing the detainees, whom I have reason to believe are a 
significant threat to our security, a judgment upheld by the Special Immigration Appeals 
Commission, chaired by a High Court judge.  My primary role as Home Secretary is to protect 
national security and to ensure the safety and security of this country. In doing so, I need to 
consider how we balance the rights of individuals against those of society; how we ensure safety 
and security within a democracy without undermining the values that are at the very heart of it.  
Those who have been certified and detained under the Part 4 powers are detained because they 
have been certified as a threat to our security. This considered assessment is supported by the 
Security Service and has been tested through a superior court of record with full access to all the 
relevant security and intelligence information.  I will be asking Parliament to renew this 
legislation in the new year but in the meantime we will be studying the judgment carefully to see 
whether it is possible to modify our legislation to address the concerns raised by the House of 
Lords. 659

Ultimately, the government saw that there was a need to replace rather than modify the 
ATSCA’s preventive detention provisions and, on January 26, 2005, the Secretary of State declared 
that the provisions would be replaced and would cease to have effect upon their replacement.660  

Various approaches to balancing the human rights of individuals against the need to protect 
public and national security were investigated.  After acknowledging the limits on the laws upon which 

                                                      

657  BBC News, Blunkett Quits as Home Secretary, Dec. 15, 2004, available at 
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it could act,661 the government considered various options to replace the preventive detention scheme, 
including permitting intercepted or wiretapped evidence into court662 or entering into Memoranda of 
Understanding with certain governments to ensure that, if the detainees were deported to their home 
countries, they would not be subject to the death penalty or torture upon their arrival.663 The 
government ultimately decided that certain aspects of the preventive detention scheme could be 
achieved through control orders that would apply to both foreign and British nationals, and these orders 
could be supplemented by Memoranda of Understanding, with monitoring bodies ensuring third 
countries comply with the terms of the agreements.  In arriving at this decision, the Secretary of State 
reasoned:  

There are cases in which we remain unable to prosecute. However, that does not mean that we 
should do nothing to forestall suspected terrorists or to prevent them from planning, assisting or 
otherwise supporting those willing to carry out attacks. The Government have therefore decided 
to replace the part 4 powers [of the ATCSA] with a new system of control orders. We intend 
that such orders be capable of general application to any suspected terrorist irrespective of 
nationality or, for most controls, of the nature of the terrorist activity—whether international or 
domestic—and that they should enable us to impose conditions constraining the ability of those 
subject to the orders to engage in terrorist-related activities. Control orders would be used only 
in serious cases. The controls imposed would be proportionate to the threat that each individual 
posed. Such orders would be preventive and designed to disrupt those seeking to carry out 
attacks— whether here or elsewhere—or who are planning or otherwise supporting such 
activities. They would be designed to address directly two of the Law Lords' concerns: 
discrimination and proportionality.664   

 The government signed its first Memorandum of Understanding with Jordan in August 2005 
and is currently attempting to deport suspected terrorist Abu Qatada under the diplomatic assurances 
contained in the agreement, guaranteeing that he will not be subject to torture upon his return.665  The 
government is planning on using this method to attempt to deport an additional eighteen suspected 
terrorists held in maximum security prisons in Britain to Middle Eastern and North African 
countries.666  Additional Memoranda of Understanding have been signed with Libya and Lebanon,667 
although shortcomings in this approach have been seen in the year-long negotiations with Algeria, 
which has not signed a Memorandum of Understanding but instead gave an oral agreement that 
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http://www.britishembassy.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=114270574664
2.  

http://www.homeoffice.gov.uk/docs4/Part_IV_Feb_05.pdf
http://news.bbc.co.uk/1/hi/uk/4186457.stm
http://www.pm.gov.uk/output/Page8041.asp
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Algerians deported from the UK would be detained for two to three days and then released, but any 
further information on charges brought against them will not be disclosed.668

F.  Control Orders 

Control Orders were implemented through the Prevention of Terrorism Act 2005,669 which 
received Royal Assent and came into force on March 11, 2005.  One of the 2005 Act’s first impact was 
the release of the detainees that had remained imprisoned despite the judgment of the House of 
Lords.670  

 The initial application of control orders to the suspected international terrorists that had been 
detained under the ATSCA’s provisions was criticized as patchy and they were considered vague and 
unclear.  One of the former detainees’ representatives stated that there was a “profound unease at the 
vagueness and lack of definition [in the control orders].”671  Some of the released detainees were placed 
in accommodations with no money or food, and the Home Office help line that was established for 
individuals subject to the orders was not yet in operation.  The Home Office stated that these initial 
problems were to be expected with the new system and that it was working onimprovements. 

i.  Definition of Control Orders 

The orders are defined in section one of the 2005 Act as “an order against a person that 
imposes obligations on him for purposes connected with protecting members of the public from a risk 
of terrorism.” They are preventive in nature and designed to disrupt the activity of individuals when 
intelligence shows they are a threat, by imposing “obligations on individuals suspected of being 
involved in terrorism-related activity672 [whether domestic or international]… [to] restrict or prevent the 
further involvement by individuals in such activity.”673  The orders are tailored to the particular risk 
presented by each person, upon the advice of the Security Service, and can be modified to adjust to the 
changing risks that the person might pose.    

The orders subject suspected terrorists to conditions similar to bail or probation, such as 
electronic tagging; curfews; a prohibition on the possession or use of certain items; limits on 
conducting certain activities; the use of certain facilities, such as the Internet, restrictions on 
communications; and restrictions on the association with other individuals.674  The Secretary of State 

                                                      

668  Richard Norton-Taylor, UK fails to secure deal on Algerian deportees, GUARDIAN (London) May 2, 2006, 
available at http://www.guardian.co.uk/terrorism/story/0,,1765553,00.html.  

669  Prevention of Terrorism Act 2005, c. 2. 

670  BBC News, Eight Terror Detainees Released, Mar. 11, 2005 available at 
http://news.bbc.co.uk/1/hi/uk/4338849.stm.  

671  BBC News, Terror Control Orders in ‘Chaos,’ Mar. 14, 2005 available at 
http://news.bbc.co.uk/2/hi/uk_news/politics/4346969.stm.  

672  Section 1(9) of the 2005 Act defines terrorism-related activities as “one or more of the following: (a) the 
commission, preparation or instigation of acts of terrorism; (b) conduct which facilitates [or gives encouragement to] the 
commission, preparation or instigation of such acts, or which is intended to do so; (d) conduct which gives support or 
assistance to individuals who are known or believed to be involved in terrorism-related activity.” 

673  Prevention of Terrorism Act 2005, c. 2, Explanatory Notes ¶ 3.  

674  Id, § 1(4). 

http://www.guardian.co.uk/terrorism/story/0,,1765553,00.html
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has stated that, in some instances, the control order can require that the person reside in government -
owned and managed accommodations.675  The obligations imposed in the orders are not restricted solely 
to the activities that initially caused suspicion that the person was or had been involved in terrorism-
related activity, but can operate to prevent the person’s involvement in any terrorism-related activity.676  
There are many instances in which the courts hear cases without the presence of the person named in 
the order or his legal representative.   

The 2005 Act provides for two types of orders: those that do not derogate from the UK’s 
obligations under the ECHR (non-derogating orders) and those that do derogate from the ECHR 
through imposing obligations that are incompatible with a person’s right to liberty (derogating 
orders).677  If the person subject to an order contravenes any obligations imposed by the order he can be 
arrested without a warrant and, if found guilty of an offense, he may imprisoned for up to five years, 
be issued a fine, or incur both these penalties upon conviction on indictment. A person found guilty on 
a summary conviction faces imprisonment for up to twelve months, a fine, or both of these penalties.678

ii.  Procedures for Non-Derogating Orders  

The procedures for obtaining non-derogating orders are less stringent than what is required for 
derogating orders and are exercisable by the Secretary of State supervised by the High Court.  To make 
a non-derogating order against a person, the Secretary of State must have reasonable grounds for 
suspecting that the person is or has been involved in terrorism-related activity; and must consider it 
necessary to impose obligations on that person for purposes connected with protecting the public from 
terrorism.679   

The Secretary of State must obtain the court’s permission to make an order against a person, 
except in urgent cases of urgency in which case the court must confirm the order immediately after it 
has been made.680  To grant permission, the court must be satisfied that there are no obvious flaws in 
the Secretary of State’s decision to make the order.  If the court considers that the decision to make the 
order obviously was flawed, it must be quashed.  If it considers that certain obligations in the order 
obviously are flawed, it also must quash them.681  At no point during this hearing is it required that the 
person who will be subject to the order be present at, notified of, or even have knowledge of its 
occurrence.682  If the court determines that the control order has been properly made, it must, after 
granting permission for the order, give directions for a full inter partes hearing in relation to the order 
as soon as is reasonably practicable.683    

                                                      

675  431 PARL. DEB., H.C. (5th ser.) (2005) 151-155. 

676  Prevention of Terrorism Act 2005, c. 2, § 2(9). 

677  Id. § 1(2).  

678  Id. Sch.1 ¶ 7.  

679  Id.§ 2. 

680  Id. § 3. 

681  Id. § 3(6). 

682  Id. § 3(5-8). 

683  Id .§ 3(2). 
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The effects of the order continue for twelve months and may be renewed if the Secretary of 
State considers a renewal necessary to protect the public from the risk of terrorism or that the 
obligations in the order are necessary to prevent or restrict the person from being involved in a 
terrorism-related activity.684   

iii.  Safeguards for the Issuance of Non-Derogating Control Orders  

At the inter partes hearing – a full hearing in which the court confirms, quashes the entire order 
or parts thereof, or directs the Secretary of State to revoke or modify the order – the court must 
consider whether the Secretary of State was flawed in deciding that there were reasonable grounds for 
suspecting that the person was involved in terrorism-related activity; whether the control order is 
necessary for the purposes connected with protecting members of the public from the risk of terrorism; 
and whether to impose each of the obligations contained in the order.685  

The person subject to the order can apply to the Secretary of State to seek a modification to the 
order or a revocation, if he considers that the relevant circumstances have changed.  The Secretary of 
State must consider the application and can, at any time, revoke the order; relax or remove an 
obligation, with the consent of the person; modify the obligations imposed; or modify the obligations 
that he considers necessary for preventing or restricting the person’s involvement in terrorism-related 
activity.686  

The person subject to the order has a right of appeal to revoke or modify the obligations of the 
order, if it has been renewed or an obligation has been modified.687  Rights of appeal also arise if the 
person has applied to the Secretary of State to have the order revoked or its obligations modified and 
this application has been denied.688  In the case of an appeal against the renewal of or a decision to not 
revoke an order, the court must consider whether the Secretary of State was flawed in his decision that 
the order’s continuation is necessary to protect members of the public from a risk of terrorism; and/or 
the order’s obligations are necessary to prevent or restrict a person’s involvement in terrorism-related 
activity.689   

For an appeal against a modification of an obligation imposed by an order, whether on renewal 
or otherwise, the court must consider whether the Secretary of State was flawed in his decision that the 
modification is “necessary for purposes connected with preventing or restricting involvement by the 
controlled person in terrorism-related activity.”690  In the case of an appeal against the Secretary of 
State’s decision not to modify an obligation, the court must consider whether the Secretary of State was 
flawed in deciding that the obligation remains necessary for preventing or restricting the person’s 
involvement in terrorism related activity.691  

                                                      

684  Id. § 2(6). 

685  Id. § 3(10-11). 

686  Id. § 7(2). 

687  Id. § 10. 
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689  Id. § 10. 

690  Id. § 10(5). 
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The courts only powers in this situation, as with preliminary hearings and full hearings, are to 
quash the order or one or more of its obligations to direct the Secretary of State to revoke or modify the 
order’s obligations, or to dismiss the appeal.  

iv.  Procedures for Non-Derogating Control Orders 

To make a derogating control order renewable for a six-month period, the Secretary of State 
must file an application with the High Court.692  As of May 2006, no request for a derogating control 
order has been made.693  Upon receipt of the application, the High Court must then immediately hold a 
preliminary hearing, which can be held ex parte and without notifying the named person or allowing 
him to make representations before the court, to determine whether there is a prima facie case to grant 
the order.694  Section 4(3) of the 2005 Act provides the court with authority to grant a derogating order 
at this hearing if it appears that:  

• there is material that (if not disproved) it can consider reliable proof that the person is 
or has been involved in terrorism-related activity;  

• there are reasonable grounds for believing that the imposition of obligations on the 
person is necessary for purposes connected with protecting members of the public from 
a risk of terrorism;  

• the risk arises out of, or is associated with, a public emergency that involves a 
designated derogation from the whole or a part of Article 5 of the ECHR; and  

• the obligations it reasonably believes should be imposed on the person are or include 
derogating obligations that  are described in the designation order.  

If the court makes the derogating order in a preliminary hearing, it is required to hold a full 
inter partes hearing to either confirm, revoke or modify the order’s obligations.695  To confirm the 
order, either with or without modifications, the court must be satisfied that: 

• on the balance of probabilities the person is or has been involved in terrorism-related 
activity; 

• the obligations in the order are necessary for purposes connected with protecting 
members of the public from a risk of terrorism; and 

• it appears that the risk addressed is associated with, or arises from, a public emergency  
for which the UK has derogated from Article 5 of the ECHR and, that the obligations 

                                                      

692  In Scotland, the designated court is the Outer House of the Court of Session, and in Northern Ireland the 
designated court is the High Court of Northern Ireland.  

693  Home Office, Prevention of Terrorism Act 2005, available at http://www.homeoffice.gov.uk/security/terrorism-
and-the-law/prevention-of-terrorism/.  

694  Prevention of Terrorism Act 2005, c. 2, § 4. 

695  Id. § 4(1). 

http://www.homeoffice.gov.uk/security/terrorism-and-the-law/prevention-of-terrorism/
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imposed by the order are in a list of derogating obligations set out in the designation 
order.696  

The appeallate process that exists for non-derogating control orders does not exist in this 
instance. 

 The ultimate aim of control orders is to prevent the person subject to the order from becoming 
involved in, or assisting terrorism-related activity when prosecution of that person for a terrorist 
activity or criminal offense is not possible.  As such, the Secretary of State is required to consult with 
the Chief Police officer of the area in which the person resides to examine whether there is sufficient 
evidence against the person that can realistically be used to prosecute the person for a terrorism-related 
offense prior to making a control order.697  Once a control order is made, and for its duration, the Chief 
Police Officer of the relevant area is required to investigate the person’s conduct with the intention of 
prosecuting the person for a terrorism-related offense. 

v.  Additional Safeguards 

Due to the highly political and sensitive nature of the subject matter of the 2005 Act, as well as 
the circumstances in which the bill was pushed through Parliament, a sunset clause was inserted that the 
provisions within the 2005 Act governing control orders will expire twelve months after the bill was 
passed.  The Secretary of State may, after consulting with the person appointed to review the Act, the 
Intelligence Services Commissioner and the Director-General or the Security Service, lay an order 
before Parliament that must be approved by a resolution of each House of Parliament to revive the Act 
for an additional period of twelve months.698  

To ensure that the 2005 Act is neither subject to abuse nor contravenes a person’s human rights 
without check, the Secretary of State is required to prepare a report every three months concerning his 
use of control orders and must appoint a person to review the operation of the Act, the Act’s 
implications on any proposals he puts forth for any law relating to terrorism, and the extent of his use 
of non-derogating control orders in urgent cases without a court’s permission.699   

vi.  Criticism of Control Orders  

The introduction of control orders was inevitably subject to considerable criticism from a 
variety of individuals and groups.  Some had concerns that it was the biggest threat to the civil liberty 
of British Citizens and the largest extension of the state’s executive powers in over three hundred years 
because a politician, rather than a judge, could now deprive a citizen of their liberty without the person 
having knowledge of the evidence presented against him in certain circumstances.700  Others also 

                                                      

696  Id. § 4(7).  The designation order is a derogation from Article 5(3) of the ECHR, made under the Human Rights 
Act 1998, c. 42, § 14(1) that is set out in Sch. 3, Part I of that Act. 

697  Id. § 8.  

698  Id. § 13. 

699  Id. § 14. 

700  BBC News, Terror Law Row Explained, Mar. 12, 2005, available at 
http://news.bbc.co.uk/1/hi/uk_politics/4288407.stm. 
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considered that the obligations that could be imposed by the orders were tantamount to administrative 
detention or public internment.701

Individuals criticized the structure of the British legal system, and questioned why the 
government did not remove the legal constraints that prevent the prosecution of individuals for existing 
criminal and terrorist offenses in the courts in the first instance, such as the prohibition on the use of 
intercepted evidence in court.702  This approach was furthered by Members of the Conservative Party, 
one of which stated that the Party had developed a model in which the evidence could be protected 
through a vetted judge who views the intelligence and intercept evidence before it is heard in open 
court, with the intention of bringing suspects to trial.703  

The government responded to these suggestions by stating an extensive review has concluded 
that the use of intercepted evidence would only produce a “modest” increase in the number of 
prosecutions for serious criminal offenses but none for terrorists.  It has further argued:  

There is a widespread misconception that if we could only adduce intercept as evidence, we 
would be able to prosecute those detained. However, the review of intercept as evidence found 
no evidence to support this … Government do not intend to change the existing arrangements. 
Intercept provides only part of the intelligence against individuals, and sometimes a small part; 
it does not stand alone. Some of the material that we have in these cases is inadmissible, and 
other material, while technically admissible, could not be adduced without compromising 
national security, damaging relationships with foreign powers or intelligence agencies, or 
putting the lives of sources at risk. So there are cases in which we remain unable to 
prosecute.704

The former Director General of the Security Service (MI5) publicly announced his reluctant 
support for the use of intercept evidence in court:  

I have reluctantly come to the conclusion that due to the changing nature of telephone 
technology and the importance, during a period of change, of not sensitising terrorists and 
serious criminals to particular capabilities that will be important for the future, there are indeed 
good reasons not to remove the bar on the use of intercept in our courts.705   

The Chief Constable of Sussex Police has stated that the control orders of the 2005 Act are a 
necessary tool to counter the ever evolving threat of terrorism and that “extraordinary times called for 
the introduction of extraordinary measures.”706   

                                                      

701  430 PARL. DEB., H.C. (5th ser.) (2005) 309. 

702  BBC News, Anti-Terror Proposals, quoting Paul Wilkinson, Feb. 28, 2005,available at 
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 The system of control orders  already has been subject to an adverse ruling by the High Court, 
with the judge stating that the orders are “an affront to justice” and “conspicuosly unfair.”707  The 
government is appealing this decision and has stated: 

[T]he ruling will not limit the operation of the act … [and] we will not be revoking either the 
control order which was the subject of this review, nor any of the other control orders currently 
in force on the back of this judgement … Nor will the judgment prevent the secretary of state 
from making control orders on suspected terrorists where he considers it necessary to do so in 
the interests of national security in future.708   

As of May 2006 there have been twenty-one control orders issued, and twelve remain in 
force.709

 The government continues to face the unenviable and difficult task of balancing the rights of 
individuals against maintaining and protecting democracy. Inevitably, any legislation aimed at 
preventing individuals from engaging in a terrorist act rather than punishing individuals for committing 
such an act will be subject to considerable criticism, as it is not within the realm of “traditional justice” 
to punish a person for an act not yet committed overtly.  The government has maintained that the threat 
it is facing is not traditional and its use of preventive measures is necessary to maintain order and 
national security from an amorphous threat.  The London Times has criticized the UK’s use of these 
provisions by drawing a parallel with:  
 

totalitarian states [that] have traditionally resorted to house detention as a way to silence dissent 
without the bad publicity of criminal proceedings, so creating a form of extralegal limbo that 
indicates guilt on the part of a suspect without having to go to the trouble of obtaining a 
conviction … Charles Clarke has argued that house arrest is preferable to detention in Belmarsh, 
but that is only a difference of circumstance, not of essence.710

 
 The Home Secretary has continued to reiterate the paradoxical challenge that the current 
situation creates and has stated that he is striving to:  

 
Protect national security and ensure the safety and security of this country. In doing so, I need to 
consider how we balance the rights of individuals against those of society; how we ensure safety 
and security within a democracy without undermining the values that are at the very heart of 
it.711

 
G.  Interrogation Techniques  

Interrogation techniques in the UK are regulated by domestic rules that are made in accordance 
with the numerous conventions to which the UK is a signatory that reject torture, such as the Geneva 
                                                      

707  Secretary of State for the Home Department v MB, [2006] WLR (D) 104 (QB). 
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Convention and the UN Convention Against Torture and Other Cruel, Inhuman or Degrading 
Treatment of Punishment.712  Additionally, the Foreign and Commonwealth Office has made 
international action against torture one of its top human rights priorities.713   

The UK government considers that “the prohibition against torture is absolute … [and] 
unreservedly condemns it.”714  While interrogation techniques only recently resurfaced as a major 
public issue due to a number of high profile scandals connected with the war against terrorism, the UK 
addressed this issue in 1972 when the Prime Minister made a speech in the House of Commons stating: 
“techniques of hooding, wall standing, sleep deprivation, food deprivation and white noise would ‘not 
be used in future as an aid to interrogation.’”715  The Intelligence Services maintain that “coercive 
interrogation techniques are alien to both services’ general ethics, methodology and training.”716  
Intelligence professionals that were permitted to interview the UK nationals detained at Guantanomo 
Bay were briefed orally beforehand and were only permitted to interview the persons that had agreed to 
speak with them.  The UK Intelligence and Security Committee required that these “interviews [] be 
free from pressure or coercion, must not include inhumane or degrading treatment, and that staff should 
withdraw if they considered the interview regime to be unacceptably harsh or unreasonable.”717  In 
addition to the requirement that intelligence officersfollow the rules established for interrogation, 
individuals acting in an official capacity overseas as a Crown Servant are bound by the Criminal Justice 
Act 1948, which provides that official acts conducted abroad incur criminal liability as though they 
were conducted in the UK.718   

Military personnel are subject to, and receive training on, the Law of Armed Conflict.719  
Additionally, the Joint Services Intelligence Organisation specifically has provided in its training that 
the following acts are prohibited: “Physical punishment of any sort (beatings etc); the use of stress 
positions; Intentional sleep deprivation; Withdrawal of food, water or medical treatment; Degrading 

                                                      

712  The “UN Universal Declaration of Human Rights; the Geneva Conventions, which cover the conduct of military 
action including war and armed conflict; the International Covenant on Civil and Political Rights; and the UN Convention 
against Torture and other Cruel, Inhuman or Degrading Treatment or Punishment” and the European Convention on Human 
Rights. 

713  See also Foreign and Commonwealth Office, http://www.fco.gov.uk/Files/kfile/HRPD_01_chap6.txt (last visited 
May 1, 2006).  

714  European Parliament plenary debate on the presumed use of European countries by the CIA for the transportation 
and illegal detention of prisoners: Speech by Douglas Alexander, UK Minister of State for Europe, Dec. 14, 2005, available 
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treatment (sexual embarrassment, religious taunting etc); The use of ‘white noise’; [and] Torture 
methods such as thumb screws etc.”720    

More comprehensive guidelines were made public with the publication of the amended Standard 
Operating Instructions on the Police for Apprehending, Handling and Processing Detainees and 
Internees that was issued by the UK Commander Joint Operations in September 2003 to all military 
commands inresponse to a parliamentary question in the House of Commons.  The Instructions provide: 

Apprehended individuals are to be treated at all times fairly, humanely and with respect for his 
or her personal dignity; Apprehended individuals are to be protected from dangers and the 
elements; Apprehended individuals are not to be kept in direct sunlight for long periods; 
Medical care is to be provided if required; Food and water are to be provided as necessary, 
having regard to any national, ethnic or religious dietary requirements; Physical and mental 
torture, corporal punishment, humiliating or degrading treatment, or the threat of such, is 
prohibited; The use of hooding and stress positions are prohibited; Females are to be separated 
from males. Juveniles (under 15) are to be segregated from other apprehended individuals unless 
to do so would impose solitary confinement on the individual; [and] It is a command 
responsibility to ensure that all apprehended individuals are treated in accordance with these 
principles.721  

Despite the international conventions the UK is a party to and customary international law, it 
faced allegations that its officials had used torture during the interrogation of detainees in Iraq, 
Afghanistan, and Guantanamo Bay.  These allegations were simultaneous with the publication of 
photographs depicting U.S. troops abusing detainees at Abu Ghraib in Iraq.  Reports from British 
detainees released from the United States’ Guantanamo Bay compounded concerns that unlawful 
methods of interrogation were being utilized. One former detainee stated that, upon his capture in 
Afghanistan, he was interrogated by officials claiming to be from MI5 and the Foreign Office, with one 
of them reportedly standing on the back of his legs as he was kneeling and the other holding a gun to 
his head.722  In the face of these allegations, the Intelligence and Security Committee723 conducted an 
investigation and published a report in March 2005 that detailed “the contact between detainees and the 
SIS, Security Service, both civilian and military DIS staff and military intelligence personnel in 
Afghanistan, Guantanamo Bay and Iraq.”724  In over two thousand interviews of detainees in these 
locations by UK intelligence personnel, there were “fewer than fifteen occasions when UK intelligence 
personnel reported actual or potential breaches of UK policy or the international Conventions.”725

                                                      

720  INTELLIGENCE AND SECURITY COMMITTEE, THE HANDLING OF DETAINEES BY UK INTELLIGENCE PERSONNEL IN 
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Defence (MoD).”  INTELLIGENCE AND SECURITY COMMITTEE, THE HANDLING OF DETAINEES BY UK INTELLIGENCE PERSONNEL 

IN AFGHANISTAN, GUANTANAMO BAY AND IRAQ, 2005, Cm. 6469 at iv. 

724  Id.. 

725  Id. ¶ 110. 
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One notable issue that is prevalent throughout the report and in the press release announcing its 
publication is the consistent emphasis on the difficulties of the operation as “personnel were required to 
operate in very difficult and unusual conditions to fulfill the UK intelligence community’s duty to obtain 
intelligence for the purpose of protecting the UK from terrorist threats.”726  Furthermore, the fact that 
access to detainees and additional intelligence were “provided on a privileged basis [by the US], which 
could have been withdrawn,”727 compounded by the importance of the interrogations as “[i]nterviews … 
have produced intelligence leads that have facilitated follow on operations and arrests leading to the 
disruption of planned attacks against British and other coalition forces and against civilian targets [in 
Iraq] … [and] made an important contribution to identifying and countering threats from Islamic 
extremist terrorist activity in the UK and elsewhere. It has enabled the identification of key terrorist 
organisations.”728   

The Intelligence and Security Committee Report concluded that interrogations conducted or 
observed by UK intelligence personnel729 had been conducted, with few limited exceptions, in 
accordance with the principles of the Geneva Convention and it had found no evidence of deliberate 
abuse of detainees.730  The exceptions specified in the report involved two intelligence personnel who 
interviewed a detainee held by the U.S. in Iraq that was hooded and shackled.  The personnel did not 
remove the hood, in breach of UK policy.  The report noted that this situation was due to the 
intelligence personnel’s lack of training and knowledge of the UK’s prohibition on certain interrogation 
techniques.731  It concluded that ministers should be consulted prior to intelligence personnel 
interviewing detainees and informed immediately about any concerns ofdetainee abuse.732

While intelligence professionals are prohibited from utilizing the above mentioned interrogation 
techniques, the government has noted that these individuals do not have an obligation to intervene and 
prevent any treatment of prisoners that is not within the standards of the Geneva Conventions, if the 
prisoners are not in the UK’s custody or control.733  The statement above was made in the context of an 
intelligence professional’s observations of American held prisoners and resulted in a response that 
stated: 

HMG’s commitment to human rights makes it important that the Americans understand that we 
cannot be party to such ill treatment nor can we be seen to condone it. In no case should they be 

                                                      

726  Cabinet Office, Publication of report on the handling of detainees by UK Intelligence personnel in Afghanistan, 
Guantanamo Bay and Iraq, Press Release, Mar. 10, 2005, available at 
http://www.cabinetoffice.gov.uk/newsroom/news_releases/2005/050310_detainees.asp?ID=67.  

727  INTELLIGENCE AND SECURITY COMMITTEE, THE HANDLING OF DETAINEES BY UK INTELLIGENCE PERSONNEL IN 

AFGHANISTAN, GUANTANAMO BAY AND IRAQ, 2005, Cm 6469 ¶ 112. 

728  Id.  ¶ 3. 

729  The term intelligence personnel refers to “professional intelligence officers in the Security Service and the SIS, 
as well as the military and civilian intelligence personnel in the DIS and in the Armed Forces Id. ¶ 10. 

730  Id. ¶ 3. 

731  Id. 

732  Id.  ¶ 110. 

733  Id. ¶ 47.  

http://www.cabinetoffice.gov.uk/newsroom/news_releases/2005/050310_detainees.asp?ID=67
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coerced during or in conjunction with an SIS interview of them. If circumstances allow, you 
should consider drawing this to the attention of a suitably senior US official locally.734   

With the developing scandals, this wording was later altered so that witnesses to such abuse are now 
instructed to report incidences of inhumane or degrading treatement against detainees.735  Furthermore, 
in response to these concerns, the Iraq Survey Group Joint Interrogation and Debriefing Cell now 
receive “in-theatre training on interrogation techniques and the Geneva Conventions.”736

H.  Special Tribunals for Terrorist Suspects  

Terrorists charged in the UK generally face trial through the open criminal justice system in the 
Crown Courts, although suspected terrorists subject to control orders face the prospect of a trial in 
which they, or their representative, may not personally view some of the evidence presented by the 
Crown.  This procedure was established to balance the rights of the defendants and the need to prevent 
disclosure of information that would be contrary to the public interest and compromise intelligence 
sources or techniques.  To achieve this measure, the government appointed Special Advocates737 with 
special security clearances to act on behalf of the detainees to ensure that they receive adequate 
representation but do not pose a threat to national security.738  The use of Special Advocates is modeled 
on the system that was previously used in the preventive detention regime and follows a Canadian 
precedent.739  Special Advocates are not responsible to the parties of the case, can only interact with the 
defendant in limited circumstances, and cannot question or discussthe closed materials of the case with 
detainees.    

I.  Special Courts in Northern Ireland 

The use of Special Tribunals or courts to try terrorist suspects has been controversial in the 
UK.  In 1972, a commission chaired by Lord Diplock believed that the criminal justice system in 
Northern Ireland was facing near imminent collapse in the criminal trials of terrorists.740  To prevent 
this, a controversial system of courts, known as Diplock Courts, were introduced in which terrorist 
suspects charged with certain specified offenses would be tried before a judge without the presence of a 
jury.  The intention was to remove the intimidation of jurors by either the defendant or others present in 
the court.  These provisions recently were continued by the Terrorism (Northern Ireland) Act 2006.741       

                                                      

734  Id. 

735  Id.. ¶ 123. 

736  Id., ¶ 89. 

737  Detailed information about Special Advocates and their role is contained in: Treasury Solicitor, Special 
Advocates: A Guide to the Role of Special Advocates Part I: Open Manual, 2005, available at 
http://www.lslo.gov.uk/pdf/open_induction_manual.pdf.  

738  The Civil Procedure (Amendment No. 2) Rules 2005, SI 656/2005; the Prevention of Terrorism Act 2005, c. 2; 
and the Civil Procedure Rules, part 76.  

739  Treasury Solicitor, Special Advocates: A Guide to the Role of Special Advocates Part I: Open Manual, 2005, ¶ 
7.2, available at http://www.lslo.gov.uk/pdf/open_induction_manual.pdf.  

740  Diplock Commission and Explanatory Notes to Terrorism (Northern Ireland) Act 2006, 2006 Chapter 4. 

741  Terrorism (Northern Ireland) Act 2006, c. 4, §1 continuing the powers contained in the Terrorism Act 2000, c. 
11, § 65-80.  

http://www.lslo.gov.uk/pdf/open_induction_manual.pdf
http://www.lslo.gov.uk/pdf/open_induction_manual.pdf
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With the peace process in Northern Ireland moving forward, the government has expressed its 
wish to “close the door on Northern Ireland’s past of violence and paramilitarism.”  It believes that 
bringing those responsible for terrorism related offenses to justice will bring closure to individuals both 
personally and indirectly affected by these acts.  To achieve this aim, the government has introduced a 
bill in 2005 that would allow the use of Special Tribunals for terrorist fugitives that committed 
terrorism-related offenses connected with the affairs of Northern Ireland prior to the Belfast Agreement 
that was concluded in April 1998.742  Under the terms of the bill, such individuals could apply for a 
certificate of eligibility, which would exempt them from arrest for offenses listed in the certificate, and 
allow them to be brought before a Special Tribunal for trial on those offenses.  The Special Tribunal 
would sit without a jury and have all the powers and procedures of a normal Crown Court.  The 
defendant does not have to appear before the Tribunal and, if convicted and sentenced to imprisonment, 
will be eligible for release on license, provided certain terms are complied with.743  The requirements to 
be eligible for both certification and satisfication of the terms for a license are that the person must:  

not support a specified organisation; is not concerned or likely to be concerned in the 
commission, preparation or instigation of acts of terrorism; not [have] been convicted of a 
terrorist-related offence committed on or after 10th April 1998; [had] no sentence of 
imprisonment for a term of five years or more has been imposed on him on conviction of an 
offence committed on or after 10 April 1998; or … not at any time been a supporter of an 
organisation which was not a specified organisation at the time of the grant of a licence but has 
become a specified organisation.744

The licenses may be suspended or revoked and are not granted to those that receive a life 
sentence and are still deemed dangerous to the public.  This law still is being debated. 

J.  Renditions  

The process of rendition in this context is interpreted as sending prisoners captured by British 
forces in Iraq, Afghanistan, or elsewhere, to interrogation centers that may use interrogation methods 
that are illegal in the UK; thus, bypassing the protections in extradition laws and the multiple 
prohibitions on torture contained in the law of UK.  The UK government has consistently stated it is:  

emphatically and vehemently oppose[d] to torture as a matter of fundamental principle … we 
have a very strong record in advocating the case against torture, urging other states not to use 
torture and most certainly not urging states to use torture and pass that information on to us.745

British law, stemming from the common law and more recently the Human Rights Act, 
prohibits the use of information gained through torture by British officials, or instances in which British 
officials have been complicit, as evidence in criminal or civil proceedings in the UK, regardless of 
where this evidence was obtained.  This prohibition does not, however, address the issue of information 
obtained by torture being used for intelligence purposes. 

                                                      

742  Northern Ireland (Offences) Bill, 2005-6, Bill 81. 

743  Northern Ireland (Sentences) Act 1998, c. 35 - also referred to as the Early Release Scheme.  

744  Northern Ireland (Offences) Bill, 2005-6, Bill 81, explanatory notes. 

745  Oral evidence from the Under Secretary of State Bill Rammell to the Foreign Affairs Committee, 11 January 
2005 31.   



Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 122 

Despite being at the forefront of promoting human rights and the move to eradicate torture, the 
UK government has been accused of participating in extraordinary renditions.  In December 2005, the 
government stated: 

We have researched the question of US rendition via the UK carefully and we have not 
identified any occasions since 11 September 2001 or earlier during the period in office of the 
Bush administration when we received a request from the United States for a rendition through 
UK territory [such as Diego Garcia] or airspace, nor are we otherwise aware of such a case.746   

In contradiction to this claim, a memo was leaked that was dated five days prior to the denial in 
which, the Foreign Office stated it was unable to undertake the necessary research to ascertain any 
figures.747  Furthermore, “air traffic controllers have said that planes suspected of being used to carry 
suspects have made about 200 flights through British airspace over the last five years,”748 although 
these figures would be difficult to definitively ascertain as the United States has general clearance to 
land military or state aircraft at military airfields and is not required to provide “passenger information 
when transiting UK territory or airspace.”749 These combined issues culminated in allegations that 
Government Minister’s are hindering investigations into the use of flights carrying these prisoners into 
the UK and over its airspace.   

In March 2006, the Foreign Affairs Committee published a report in which it noted that 
“government has a duty to enquire into the allegations of extraordinary rendition and black sites under 
the Convention against Torture, and to make clear to the US that any extraordinary rendition to states 
where suspects may be tortured is completely unacceptable.”750  Despite this strongly worded 
conclusion and the government’s consistent condemnation of torture,751 it has taken the conflicting 
position that the use of intelligence obtained in such a manner is still open for debate:  

as to whether intelligence, which may have been obtained by other countries through torture, or 
through cruel or inhumane treatment, should be rejected as a matter of principle, or whether it is 
a Government’s overriding duty to preserve the safety of its citizens and thus any intelligence – 
however obtained – should be evaluated and acted upon as necessary. There are separate 
questions as to whether intelligence obtained under torture is likely to be reliable, and whether 
principled refusal would deter those who might use such methods.752

                                                      

746  European Parliament plenary debate on the presumed use of European countries by the CIA for the transportation 
and illegal detention of prisoners: Speech by Douglas Alexander, UK Minister of State for Europe, 14 December 2005, 
Douglas Alexander, UK Minister of State for Europe, 14 Dec. 2005, available at 
http://www.eu2005.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1115146994906&a=
KArticle&aid=1134649726635&date=2005-12-14;  see also 12 December 2005, PARL. DEB., H.C.(5thser.) 1652W.    

747  Oliver Duff, Leaked Memo Reveals Torture Flights Cover-up, INDEPENDENT (London), Jan. 19, 2006, available 
at http://news.independent.co.uk/uk/politics/article339654.ece. 

748  BBC News, MPs Urge Terror Flights Probe, Feb. 23, 2006, available at 
http://news.bbc.co.uk/2/hi/uk_news/politics/4742644.stm.  

749  HOUSE OF COMMONS, FOREIGN AFFAIRS COMMITTEE, FIRST REPORT: HUMAN RIGHTS ANNUAL REPORT, 2005-6, 
HC  574, ¶ 45. 

750  Id.   

751  HOUSE OF COMMONS, FOREIGN AFFAIRS COMMITTEE, SIXTH REPORT, FOREIGN POLICY ASPECTS OF THE WAR 

AGAINST TERRORISM, RESPONSE OF THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS, 2004-5, Cm. 6590.  

752  INTELLIGENCE AND SECURITY COMMITTEE, THE HANDLING OF DETAINEES BY UK INTELLIGENCE PERSONNEL IN 

AFGHANISTAN, GUANTANAMO BAY AND IRAQ, 2005, Cm 6469, ¶¶ 32-33. 

http://www.eu2005.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1115146994906&a=KArticle&aid=1134649726635&date=2005-12-14
http://www.eu2005.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1115146994906&a=KArticle&aid=1134649726635&date=2005-12-14
http://news.independent.co.uk/uk/politics/article339654.ece
http://news.bbc.co.uk/2/hi/uk_news/politics/4742644.stm
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In November 2004, the Foreign Secretary gave evidence regarding the use of intelligence that 

may have been obtained through torture, noting:  
 

There are certainly circumstances where we may get intelligence from a liaison partner where 
we know, not least through our own Human Rights monitoring, that their practices are well 
below the line .… One of the things that is done with intelligence that comes from liaison 
partners, obviously an assessment is made about its provenance. … [this] is a real area of moral 
hazard which is that if you do get a bit of information which seems to be completely credible, 
which may have been extracted through unacceptable practices, do you ignore it? … Now, 
torture is completely unacceptable and [we would] query whether that was the reason why we 
got the information … but you cannot ignore it if the price of ignoring it is 3,000 people dead.753

 
  The Foreign Affairs Committee criticized the government with regard to its response to 
accusations of extraordinary rendition:  

The Government has failed to deal with questions about extraordinary rendition with the 
transparency and accountability required on so serious an issue. If the government believes that 
extraordinary rendition is a valid tool in the war against terrorism, it should say so openly and 
transparently so that it may be held accountable. We recommend that the Government end its 
policy of obfuscation and that it give straight answers to the Committee’s question[s].754

 
The Government has argued that it has provided clear answers and that its policy is 

 
not to deport or extradite any person to another state where there are substantial grounds to 
believe that the person will be subject to torture or where there is a real risk that the death 
penalty will be applied ... The British Government is not aware of the use of its territory or 
airspace for the purposes of ‘extraordinary rendition’. The British Government has not received 
any requests, nor granted any permissions, for the use of UK territory or airspace for these 
purposes ... The Government has also explained that it is not in a position to respond to all of 
the questions posed by the Committee without reference to information Parliament has decided is 
a matter for the Intelligence and Security Committee.755

 
After numerous investigations by various committees and all party groups, the Select 

Committee on Foreign Affairs took the stance that the Conventions to which the UK is a signatory not 
only prohibit torture by the UK, but require it to take active measures to guard against torture and thus 
require it to investigate allegations to “ensure that its territory is not used to send any person to a 
country where there is a real risk that he may be tortured.”  A scholar on the All Party Group on 
Extraordinary Rendition opined that “the duty to investigate arises where a prima facie case exists that 
the has been breached.  Credible information suggesting that foreign nationals are being transported by 
officials of another state, via the UK, to detention facilities for interrogation under torture, would imply 
a breach of the Convention and must be investigated.”756     

                                                      

753  Id. ¶ 33 citing Evidence from the Foreign Secretary, 11 November 2004. 

754  HOUSE OF COMMONS, FOREIGN AFFAIRS COMMITTEE, SIXTH REPORT, FOREIGN POLICY ASPECTS OF THE WAR 

AGAINST TERRORISM, RESPONSE OF THE SECRETARY OF STATE FOR FOREIGN AND COMMONWEALTH AFFAIRS, 2004-5, Cm. 6590, 
¶ 14. 

755  Id. 

756  Id. ¶ 46. 
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The Select Committee on Foreign Affairs ultimately concluded “the Government has a duty to 

enquire into the allegations of extraordinary rendition and black sites under the Convention against 
Torture, and to make clear to the US that any extraordinary rendition to states where suspects may be 
tortured is completely unacceptable.”757  

 
XII.  Non-proliferation Efforts 

Non-proliferation efforts are currently at the top of the Government’s international agenda as it 
considers this to be one of the main security threats facing the world in the 21st century.758  The 
government has a number of tools that it uses to lessen the threat posed by the proliferation of arms and 
weapons, and considers the tools at its disposal, are “necessary [but] none sufficient in itself.”759  The 
tools range from international conventions;760 international inspection regimes; multilateral 
cooperation;761 and national and multi-lateral export controls.  The government has been pushing the 
international community to attain a consensus on a “legally-binding international treaty on conventional 
arms exports ... that is a gap which the international community [should] fill.”  While the British 
government has been an active player in the international community on non-proliferation efforts, this 
report will focus on its domestic non-proliferation efforts. 

A.  UK’s Defense Industry 

As noted above, the government has extensive non-proliferation tools.  The use of these tools is 
best understood in the context of the UK’s defense industry exports, which contributes significantly to 
the UK’s economy, with exports averaging around £5 billion (approximately US$9 billion) per year, 
and directly accounting for 86,000 jobs.  Exporting these goods saves the UK’s defense budget around 
$300 million (approximately US$540 million) per year.762  The Ministry of Defense has stated that 
without defense exports, the UK’s defense industrial base would be less than half of its current size763 
as, from the 1960s, the “British defence market has been too small economically to support a 
comprehensive industrial base.”   

                                                      

757  Id. ¶ 52. 

758  Foreign and Commonwealth Office, Terrorism and Security: Counter-proliferation, 
http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1030522523536 (last 
visited Apr. 20, 2006).  

759  Id. 

760  The UK is a party to the Chemical Weapons Convention, which it has implemented into its national law through 
the Chemical Weapons Act 1996, c. 6.  

761  An example of international cooperation includes agreements such as with the Government of the United States of 
America which covers “strict enforcement of export policies for armaments and technologies; strong and compatible industrial 
security systems; close relationships in law enforcement and cooperation on industrial security matters and export control 
violations; and close relationships in intelligence sharing on matters of counterintelligence and industrial security, and 
countering economic espionage and export control violations.”  Claire Taylor, UK Defence Procurement Policy, Oct. 2003, 
House of Commons Library Research Paper 03/78, available at 
http://www.parliament.uk/commons/lib/research/rp2003/rp03-078.pdf. 

762  Defence Export Services Organisation, Why Export Defence Goods and Services,  
http://www.deso.mod.uk/policy.htm (last visited Nov. 29, 2005). 

763  Id.  

http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1030522523536
http://www.parliament.uk/commons/lib/research/rp2003/rp03-078.pdf
http://www.deso.mod.uk/policy.htm
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The government concluded several years ago that, in the current political climate, protectionism 
for the defense industry is no longer a viable option for the UK and it is currently pushing for “freer 
access to overseas markets … [and] to improve the flow of defense information and technology across 
borders.”764  Thus, while non-proliferation tools need to be comprehensive, they also need to be 
flexible to allow the technological and economic development of defense goods.  The government does, 
however, wish to maintain industrial operations in a number of strategic areas, such as “nuclear 
technology, defense against biological, chemical and radiological warfare, and some counter-terrorist 
capabilities.”765     

The UK’s export policy has thus been to “ensure that ... controls do not represent an 
unnecessary obstacle to industry undertaking legitimate business overseas.”766  As such, the use of 
export controls in the UK to prevent the exploitation of technology and goods by its enemies is 
tempered by the need to maintain a competitive environment that encourages the development of 
technology and the defense industry.  The result of this approach is that the global export market’s 
share of the UK’s defense industry is 21 percent, “second only to the United States.”767  The UK’s 
defense industry also wins orders that typically amount to half of the United States’ total overseas 
defense procurement spending each year.768  To ensure the success of the defense industry, one of the 
guiding principles for the government is to “implement effectively the UK’s framework of strategic 
export controls so as to ensure that sensitive goods and technology are kept out of the wrong hands 
[and] facilitate responsible defence exports, as these depend on a sound regime of controls.”769   

B.  Non-Proliferation of Arms, Materials and Delivery Systems through Export Controls 

The UK recently passed substantial amendments to its export control system for the first time 
since the Import, Export and Customs Powers (Defence) Act770 was passed as emergency legislation in 
1939 at the beginning of World War II.   The new Act was a result of an independent government 
inquiry to examine the export and import control regime.  The inquiry was established in response to 
the collapse in the prosecution of executives from a corporation that allegedly had breached the controls 
of the 1939 Act by exporting goods to Iraq in 1992.  The inquiry was highly critical of the existing 
system and recommended that the government take immediate steps to introduce new legislation.771  
The government responded to the criticisms and conducted a consultation on export controls and issued 
a command paper with proposals for new primary legislation.772  During this consultation period, the 
academic community was concerned about the new law’s implications for export controls regarding the 
transfer of technology and information by any means, considering that such a move would place an 

                                                      

764  Id.  

765  Id. ¶ 17. 

766  Id.  

767  Id.  

768  Id.  

769  FOREIGN AND COMMONWEALTH AFFAIRS, UK STRATEGIC EXPORT CONTROLS ANNUAL REPORT 2004, 2005, Cm. 
6646. 

770  Import, Export and Customs Powers (Defence) Act 1939, 2 & 3 Geo. 6, c. 69.  

771  SIR RICHARD SCOTT, REPORT OF THE INQUIRY INTO THE EXPORT OF DEFENCE EQUIPMENT AND DUAL-USE GOODS 

TO IRAQ AND RELATED PROSECUTIONS, 1996, H.M.S.O. 

772  STRATEGIC EXPORT CONTROLS, 1996, Cm. 3349 and STRATEGIC EXPORT CONTROLS, 1998, Cm. 3989 
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undue restriction on academic freedom and stifle innovation at British universities. The government 
considered these concerns and passed a somewhat watered down version of their initial bill in the form 
of the Export Control Act 2002.773  

C.  Export Control Act 2002 

The controls contained in the Export Control Act 2002 differ from export controls in the United 
States, by focusing on specific end uses of goods or information rather than the nationality of the person 
receiving the goods or information.  The export controls apply to the physical export, electronic 
transfer, or transfer by any means of goods, software, or technology that are on a “control list”774 to a 
country outside the European Community or to any country, including within the UK, if the exporter is 
aware that the final destination is a country outside the European Community.775  To prevent 
individuals from trafficking or brokering any goods specified by an order, the Export Control Act 
provides a system of trade controls that prohibits individuals from acquiring, disposing, or moving 
specified goods, or activities that facilitate their acquisition, disposal or movement.776

D.  Export Control List 

The government recognized that the list of items that can ultimately be used to develop weapons 
of mass destruction is extensive and thus includes items on the export control list.777  Also included are 
items that have either a military use; a use or end-use, related to weapons of mass destruction; or a 
dual-use (i.e., items that have both civil and military use).  The “end use” licensing system are for 
goods or technology that may have a “relevant use,” defined as items that can be used “in connection 
with the development, production, handling, operation, maintenance, storage, detection, identification, 
or dissemination of chemical, biological or nuclear weapons, or other nuclear explosive devices, or the 
development, production, maintenance, or storage of missiles capable of delivering such weapons.” 778   
The export controls do not extend to items considered to be “basic scientific research”779 or those in the 
public domain.   

                                                      

773  Export Control Act 2002, c. 28. 

774  The current control lists are contained in Schedules 1 and 2 of the Export of Goods, Transfer of Technology and 
Provision of Technical Assistance (Control) Order 2003, SI 2764/2003 (as amended). 

775  Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order 2003, SI 
2764/2003, ¶ 2-3 (as amended).  “Basic scientific research” is defined as: “experimental or theoretical work undertaken 
principally to acquire new knowledge of the fundamental principles of phenomena or observable facts, not primarily directed 
towards a specific practical aim or objective.” 

776  Export Control Act 2002, c. 28, § 4.  

777  Contained in schedules. 1 and  2 of the Export of Goods, Transfer of Technology and Provision of Technical 
Assistance (Control) Order 2003, SI 2003/2764. 

778  Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order 2003, SI 
2764/2003, ¶ 2 (as amended).  This definition of ‘relevant use’ is applied throughout the Order. 

779  Id. ¶ 4. 
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E.  Export Licenses 

To export these items, a license must be obtained from the Department of Trade and Industry 
by the exporter,780 and, for certain military exports, additional clearance from the Ministry of Defence 
is required.  A thorough review is conducted before granting an export licence for strategic goods and 
arms,781 with each application considered on a case-by-case basis782 using criteria contained in the 
Consolidated EU and National Arms Export Licensing Criteria.783  One criterion of the UK’s strategic 
export controls is the protection of the:  

National security of the UK, of territories whose external relations are the UK's responsibility, 
and of allies, EU Member States and other friendly countries … [when considering the grant of 
a licence].  The Government will take into account: a) the potential effect of the proposed export 
on the UK’s defence and security interests or on those of other territories and countries as 
described above, while recognising that this factor cannot affect consideration of the criteria in 
respect of human rights and on regional peace, security and stability; b) the risk of the goods 
concerned being used against UK forces or on those of other territories and countries as 
described above; c) the risk of reverse engineering or unintended technology transfer; d) the 
need to protect UK military classified information and capabilities.784 

The procedures for issuing export licenses has a degree of transparency because the Foreign 
and Commonwealth Office releases an annual report that details its licensing decisions for each year; 
lists the export licenses granted annually to each country; and includes the approximate value of the 
exported materials.785  

F.  Criticisms of the UK Export Control System  

Due to the substantial economic size of the defense industry in the UK, the efficiency of the 
export control system is a prime concern.  The UK attempts to balance timeliness with thorough 
reviews of applications for the export of sensitive technology and has been criticized for taking too long 
to process applications and for its strict decisions.786  A number of companies have claimed that the 
delays caused by processing time have resulted in a loss of competitiveness for British industry to other 
European players.  The government maintains that its processing targets are being met, with 79 percent 

                                                      

780  Applications for licenses are available at http://www.dti.gov.uk/export.control/applying.htm (last visited Nov. 
29, 2005).  

781  Such items range from phased-array radar antenna, weapons-locating systems, microorganisms and toxins, to 
navigation and avionics mechanisms. 

782  Foreign and Commonwealth Office, Export Controls Applying to All Countries, 
http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1007029391431 (last 
visited May 1, 2006).  

783  The Consolidated EU and National Arms Export Licensing Criteria 26 Oct. 2000 Parl. Deb. HC 199-203W. 

784  Id.  

785  FOREIGN AND COMMONWEALTH OFFICE, STRATEGIC EXPORT CONTROLS, ANNUAL REPORT 2004, 2004, Cm. 6646, 
available at http://www.fco.gov.uk/Files/kfile/Annual%20Report%20on%20Strategic%20Export%20Controls%202004.pdf.  

786  FOREIGN AND COMMONWEALTH AFFAIRS ET AL, STRATEGIC EXPORT CONTROLS: ANNUAL REPORT FOR 2002, 
LICENSING POLICY AND PARLIAMENTARY SCRUTINY, 2003-4, Cm. 6357, ¶ 48.  

http://www.dti.gov.uk/export.control/applying.htm
http://www.fco.gov.uk/servlet/Front?pagename=OpenMarket/Xcelerate/ShowPage&c=Page&cid=1007029391431
http://www.fco.gov.uk/Files/kfile/Annual%20Report%20on%20Strategic%20Export%20Controls%202004.pdf
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of applicants being processed within twenty working days in 2004,787 and that the system does not 
disadvantage British industry.788

G. Non-Proliferation of Arms, Materials and Delivery Systems through Other Measures 

Chemical and biological substances and related weapons are controlled by the Chemical 
Weapons Act 1996,789 which implements the Chemical Weapons Convention, and the Biological 
Weapons Act 1974,790 which implements the Biological and Toxin Weapons Convention 1972.  The 
Biological Weapons Act prohibits the development, production, acquisition, and possession of certain 
biological agents, toxins, and biological weapons by anyone in the UK or by UK nationals in any 
location worldwide.  An exemption exists for items kept or used for prophylactic, protective, or other 
peaceful purposes.   

After the events of September 11, 2001, the British government considered that the laws 
concerning technology transfer needed to be further tightened and added several provisions in the 
ATCSA. 791  The ATCSA strengthened the above controls on chemical, nuclear, and biological 
weapons, establishing specific offenses for transferring, or arranging the transfer, of a biological agent 
or toxin for use as a biological weapon; developing, producing, or participating in the development or 
production of a nuclear weapon; transferring nuclear weapons; or trafficking or brokering weapons of 
mass destruction.792     

Domestic controls on the sale of arms is provided for in the British Firearms Act 1968, which 
controls arms traffic and prohibits the purchase, acquisition, sale, or transfer of a number of weapons 
without authority of the Defence Council or Scottish Ministers for Scotland.793  The Defence Council or 
Scottish Ministers can authorize the sale of the prohibited weapons in writing and can include any 
conditions that either entity believes are correct to ensure that the prohibited weapon will not endanger 
public peace or safety.794    

H.  Non-Proliferation of Knowledge through Export Controls 

In addition to the obligations placed on individuals wishing to export the aforementioned items, 
a duty is placed on individuals that may directly or indirectly provide technical assistance; electronically 
transfer (i.e., through electronic mail or facsimile); or transfer through other means (i.e., discussions or 
demonstration or passing of course notes) software or technology that is not in the public domain795 to a 

                                                      

787  Defence Export Services Organisation, Export Licensing Performance, http://www.deso.mod.uk/ (last visited 
Nov. 29, 2005).  

788  FOREIGN AND COMMONWEALTH AFFAIRS ET AL, STRATEGIC EXPORT CONTROLS: ANNUAL REPORT FOR 2002, 
LICENSING POLICY AND PARLIAMENTARY SCRUTINY, 2003-4, Cm. 6357, ¶ 48. 

789  Chemical Weapons Act 1996, c. 6.  

790  Biological Weapons Act 1974, c. 6.  

791  Anti-terrorism, Crime and Security Act 2001, c. 24. 

792  Id. Part 6.  

793  Firearms Act 1968, c. 27, § 5 (as amended). 

794  Firearms Act 1968, c. 27, § 5 (as amended). 

795  Public domain is defined as “available without restriction upon further dissemination (no account being taken of 
restrictions arising solely from copyright).”  Export of Goods, Transfer of Technology and Provision of Technical Assistance 

http://www.deso.mod.uk/
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person or place outside the European Community or where the person is aware that the final destination 
of the information is outside the European Community.796  This provision applies to all individuals in 
the UK and all UK nationals,797 regardless of their location, when the transfer or assistance is 
provided.798   

Although the controls apply to all individuals, regardless of their nationality, the above 
provisions typically applies to individuals that are aware of, and assist in, a foreign national’s research, 
either in academic institutions or research centers.  The person supplying assistance must be aware that 
there is a “realistic prospect”799 the software, technology, information, or assistance, in its entirety or 
in part, will be put to “relevant use” in a country outside the European Community.800  The House of 
Lords has noted that when determining where the information will be used, the person should have a 
“positive belief”801 the software or technology may be, or is intended to be, used in a country outside 
the European Community.  The government also may inform a person that “the subject of the technical 
assistance is or may be intended, in its entirety or in part, for any ‘relevant use,’” outside the European 
Community and, as such, an offense is committed if this information is transferred, or if assistance 
provided, to the person or place named.802  Penalties for failing to comply with export controls range 
from a fine upon summary conviction, the revocation of any export licenses issued, and up to ten years 
imprisonment, depending upon the type and severity of the offense. 

The ATCSA placed an additional burden on the academic and scientific community to ensure 
that their technology and knowledge is not misused or misappropriated.803  It is a criminal offense to 
assist in the development of a weapon of mass destruction or to transmit intangible technology if it can 
be used to assist in the making of weapons of mass destruction.804  These provisions apply to all 
individuals that are present in the UK and have extra-territorial application for UK nationals, applying 
to acts conducted by them outside the UK’s territory.  Additionally, it is an offense for UK nationals to 
aid, abet, counsel, procure, or assist anyone outside the territory of the UK to commit an offense under 

                                                                                                                                                                           

(Control) Order 2003, SI 2764/2003, ¶ 2 (as amended).  The government department responsible for issuing licenses has stated 
that the intent to publish a research papers does not place the information in the public domain and that sharing any 
information prior to publication may require a licence.  DEPARTMENT OF TRADE AND INDUSTRY, GUIDANCE ON THE EXPORT 

CONTROL ACT FOR ACADEMICS AND RESEARCHERS IN THE UK (2004). 

796  Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order 2003, SI 
2764/2003, ¶¶ 8-10.  This implements a European Union Council Joint Action of 22 June 2000 (2000/401/CFSP) that involves 
the control of technical assistance related to certain military end uses. 

797  A person from the UK is defined in the Export Control Act 2002, c. 28, § 11(1) as a “UK national, a Scottish 
partnership or a body incorporated under the law of any part of the UK.” 

798  Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order 2003, SI 
2764/2003, ¶¶ 8-10. 

799  16 Dec. 2003, PARL. DEB., H.L. (2003) 1089.   

800  DEPARTMENT OF TRADE AND INDUSTRY, GUIDANCE ON THE EXPORT CONTROL ACT FOR ACADEMICS AND 

RESEARCHERS IN THE UK (2004). 

801  16 Dec. 2003, PARL. DEB., H.L. (2003) 1089.   

802  DEPARTMENT OF TRADE AND INDUSTRY, GUIDANCE ON THE EXPORT CONTROL ACT FOR ACADEMICS AND 

RESEARCHERS IN THE UK (2004). 
803  Dr Caitríona McLeish & Dr Paul Nightingale, The impact of dual use controls on UK science: results from a 

pilot study, 2005.  

804  Anti-Terrorism and Security Act 2001, c. 24 and the Export Control Act 2002, c. 28. 
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the Chemical Weapons Act, Biological Weapons Act or under section forty seven of the ATCSA 
regarding nuclear weapons.805  

Recent developments have implemented further controls on the transfer of software or 
technology by any means, including orally, within the UK or outside the European Community, when 
the person wishing to transfer the software or technology is either aware or has been informed by the 
government that the transfer is intended, in whole or in part, for uses related to weapons of mass 
destruction outside the European Community.806

The controls do not apply arbitrarily to all academics from certain countries studying certain 
subjects, but rather apply to all individuals when a specific end use would be made of the information, 
for example it applies to:  

Tutor[s] [who] become aware, through specific evidence, that one of their students intend to 
make use of their studies for a WMD programme outside the EC – regardless of their 
nationality.  Suspicion alone would not trigger an obligation under the controls … nor would the 
subject of research being of potential utility in the development of chemical weapons [trigger an 
obligation under the controls as it is only when the end use of the information is to be used in 
relation to weapons of mass destruction outside the European Community that the use of the 
controls are triggered].807

The Department of Trade and Industry has published the following guidelines to help academics 
assess whether their activities are regulated by the export controls: 

• whether the area of study is a subject that could be targeted by proliferators; 

• whether the technology or software is in the public domain; 

• whether the technology or software falls under a definition in the one of the 
export control lists; and 

• whether the technology or software could be used in relation to weapons of 
mass destruction and whether the academic is aware that the recipient of the 
information will use, or put the information to use outside the EC.808  

I.  Issues Involving Fundamental Freedoms  

The use of these non-proliferation measures arises in a number of constitutional issues 
regarding fundamental freedoms. Specific issues are the “communication of information in the ordinary 

                                                      

805 Anti-Terrorism and Security Act 2001, c. 24, § 50. 

806  Specifically, “the development, production, handling, operation, maintenance, storage, detection, identification 
or dissemination of chemical, biological or nuclear weapons or other nuclear explosive devices, or the development, 
production, maintenance or storage of missiles capable of delivering such weapons.”  Export of Goods, Transfer of 
Technology and Provision of Technical Assistance (Control) Order 2003, SI 2003/2764, ¶¶ 2 & 8. 

807  Department of Trade and Industry, Guidance on the Export Control Act for Academics and Researchers in the 
UK, May 2004. 

808  Id. 



Legal Responses to Terrorism – May 2006                                                        The Law Library of Congress – 131 

course of scientific research; the making [or communication] of information generally available to the 
public,”809 and academic freedom.  Academics have expressed concerns that: 

Preventing the diffusion of the necessary knowledge and technologies used to develop biological 
weapons is complicated because the underlying technologies often have legitimate and socially 
beneficial applications. Any controls to prevent their hostile application can also potentially 
disrupt legitimate activity, thereby generating social costs …Governments therefore need to 
balance these costs against the security benefits that such controls generate.810

The Export Control Act 2002 attempted to address these concerns by allowing the Secretary of 
State to restrict such activities, provided that interference was no more than necessary.811  To foster 
fluidity in the determination of what is necessary, the Export Control Act 2002 provides that the 
Secretary of State is to answer the question with “reference to the circumstances prevailing at the time 
the order is made and having considered the reasons for seeking to control the activity in question and 
the need to respect the freedom to carry on that activity.”812    

J.  The UK’s Preventive Approach to the Proliferation of Know-How 

The government introduced a non-compulsory counter-proliferation scheme, known as the 
Voluntary Vetting Scheme (VVS), in 1994 to prevent individuals from certain countries from obtaining 
sensitive information and the skills to develop technologies or software that can be harmful to the 
interests of the UK by studying at British academic institutions.813  The VVS aims to meet concerns 
regarding proliferation while not impinging upon universities and other institutions academic freedom.   

Reports claim that the VVS was introduced after it was discovered that the head of Iraq’s 
biological warfare program, Dr. Rihab Taha, followed a course of post-graduate studies at a British 
University in the 1980s. Additional reports state that at least ten top Iraqi microbiologists applied for 
and received a place to study in sensitive research facilities in the UK in the period preceeding the Gulf 
War.  In return, the institutions allegedly received free work on research from the highly qualified 
students and a £20,000 (approximately US$35,000) grant from the Iraqi government.814

i.  Operation of the Voluntary Vetting Scheme 

The VVS aims to prevent training scientists from countries of risk by targeting state 
proliferation programs through cooperation with universities and colleges that receive applications from 
post-graduate students from certain countries of concern,815 or students who apply to transfer their 
                                                      

809  Export Control Act 2002, c.28, § 8(1). 

810  Dr Caitríona McLeish & Dr Paul Nightingale, The impact of dual use controls on UK science: results from a 
pilot study, 2005.  

811  Export Control Act 2002, c. 28, § 8(1). 

812  Id. § 8(2). 

813  HOME OFFICE, THE SCIENTIFIC RESPONSE TO TERRORISM, 2004, Cm 6108, ¶ 141. 

814  BBC News, Press Release: BBC investigation exposes flaws in biological research vetting scheme, Nov. 19, 
2002, available at http://www.bbc.co.uk/pressoffice/pressreleases/stories/2002/11_november/19/scientists_vetting.shtml.  

815  Particularly Algeria; Cuba; Egypt; India; Iran; Iraq; Israel; Libya; North Korea; Pakistan; and Syria.  Foreign 
and Commonwealth Office, Guidance on the Voluntary Vetting Scheme for Post-Graduate Students and Post-Doctoral 
Researchers. 

http://www.bbc.co.uk/pressoffice/pressreleases/stories/2002/11_november/19/scientists_vetting.shtml
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studies to an academic discipline that is an area of concern.816  The VVS is not compulsory.  It invites 
colleges and universities to seek the advice of the Foreign and Commonwealth Offices’ Country 
Proliferation Departments on whether an applicant from one of the countries of concern poses a 
proliferation risk.  The Foreign and Commonwealth Office then provides a classified response that 
states whether, in terms of national security, the applicant poses: no proliferation risk; a moderate 
proliferation risk that could be lessened by restricting access to certain areas of research; or a high 
proliferation risk.817  If the applicant is deemed a high proliferation risk, the Foreign and 
Commonwealth Office then advises that it would prefer the candidate not be offered a place; however, 
the advice is not binding, and the final decision regarding admission remains with the university or 
academic institution.818

ii.  Problems Facing the Voluntary Vetting Scheme 

The VVS has been reviewed and subjected to much criticism that it is inadequate819 and does 
not work as intended,820 primarily because it is not compulsory and thus not applied universally.  The 
United States’ Technology Alert List (hereinafter TAL) system was examined as a model when the 
VVS was under review, but it was rejected because the government considered that creating such a 
system in the UK would raise objections from universities over undue restrictions on academic 
freedom;821 give rise to claims of racial discrimination; and result in “turning away a large number of 
research students for no good purpose.”822   

A House of Commons Select Committee considered that:  

Existing measures to regulate the use of biotechnology research in this country may be 
insufficient to prevent dangerous materials falling into the hands of terrorist groups.  We are 
also concerned that the voluntary vetting procedure does not apply to the National Health 
Service, wholly commercial research laboratories or other institutions, but is confined to the 
higher education sector.  Our anxiety is that a fully qualified research scientist, who unknown to 
the authorities was a supporter of a terrorist group, could be admitted to a postgraduate or other 
research institution within the UK to pursue an approved programme of research.  Such a 
scientist could thus gain unhindered access to the dangerous materials or pathogens.  The UK 
should be in a position to set an example to other States Parties in this respect.  We recommend 
that, in the light of current threats to the security of the UK, the Government take steps to 

                                                      

816  Academic subjects listed as areas of concern are: aeronautical engineering, biochemistry, biology, biotechnology, 
ceramics and glass, chemical engineering, chemistry, computing science, control engineering, electrical engineering, 
electronic engineering, genetics, materials science, mathematics, mechanical engineering, mechatronics, metallurgy, molecular 
biology and biophysics, physics (including nuclear physics), and production engineering.  Id. 

817  Foreign and Commonwealth Office, Guidance on the Voluntary Vetting Scheme for Post-Graduate Students and 
Post-Doctoral Researchers.  

818  Id.  

819  BBC Press Office, Iraqi scientists infiltrated British research centres, reveals File on 4, Nov. 17 2002, available 
at http://www.bbc.co.uk/pressoffice/pressreleases/stories/2002/11_november/17/fileon4_iraqi_scientists.shtml. 

820  HOME OFFICE, THE SCIENTIFIC RESPONSE TO TERRORISM, 2004, Cm 6108. 

821  HOUSE OF COMMONS SELECT COMMITTEE, FIRST REPORT: THE BIOLOGICAL WEAPONS GREEN PAPER, 2002-3, HC 
150, ¶ 26. 

822  HOUSE OF COMMONS SCIENCE AND TECHNOLOGY SELECT COMMITTEE, EIGHTH REPORT, 2002-3, HC 415-I.  

http://www.bbc.co.uk/pressoffice/pressreleases/stories/2002/11_november/17/fileon4_iraqi_scientists.shtml
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strengthen its control over biotechnological research in British universities and research 
institutions.823

iii.  Government Response to Criticisms of the Voluntary Vetting Scheme 

The government responded to the Committee’s recommendation by stating that it believed that 
the Committee had misunderstood the intention of the VVS – namely, that it is a counter-proliferation 
tool rather than a tool to combat terrorism.  Terrorism “is amorphous and … difficult to categorise,”824 
although the VVS’s use as a counterterrorism tool was considered but found impossible to use to 
“distinguish a potential terrorist against the ‘background noise’ of other students.”825     

The government agreed with the criticisms that the VVS has shortcomings due to its patchy 
implementation, with four Universities referring over five hundred applications within six months and 
others referring none.826  The government does consider that those academic institutions evoking the 
highest concern participate in the VVS.  However, only 70 percent of institutions in the medium 
concern category and 80 percent in the low concern category participate.827  The events of September 
11, 2001, also caused a significant rise in the numbers of applicants processed through the VSS, 
indicating that while it is still not universal, it is becoming a frequently utilized resource.828  Concerns 
also have been raised that, in addition to the national security implications from the inconsistent use of 
the VVS, due to the “competitive and income generating environment”829 in which educational and 
research institutions operate, the VVS may disadvantage financially the institutions that make full use of 
the scheme.   

XIII.  Countering Other Specific Threats 

A.  Bio-terrorism  

The misuse of biotechnology for the purposes of terrorism or weapons has been addressed in 
legislation dating back to the Biological Weapons Act 1974, which makes it a criminal offense to 
develop, produce, stockpile, acquire, retain, or transfer outside the UK any certain biological agents or 
toxins.  Legislation regarding bioterrorism has been supplemented by the Chemical Weapons Act 1996, 
and expanded upon in the TA and the ATCSA.  When combined, these Acts provide a broad legislative 
regime for the control, security, development, production, possession, and transfer of substances that 
could be utilized for the purposes of bio-terrorism.830  Certain offenses under these Acts are included 
                                                      

823  HOUSE OF COMMONS SELECT COMMITTEE, FIRST REPORT: THE BIOLOGICAL WEAPONS GREEN PAPER, 2002-3, HC 
150, ¶ 30. 

824  HOME OFFICE, THE SCIENTIFIC RESPONSE TO TERRORISM, 2004, Cm 6108., ¶ 141. 

825  Id. ¶ 142. 

826  HOUSE OF COMMONS SCIENCE AND TECHNOLOGY SELECT COMMITTEE, EIGHTH REPORT, 2002-3, HC 415-I.  

827  HOUSE OF COMMONS SELECT COMMITTEE, FIRST REPORT: THE BIOLOGICAL WEAPONS GREEN PAPER, 2002-3, HC 
150, ¶ 26. 

828  The number of applications processed through scheme rose from 270 in 2001 to 740 in 2002.  Foreign and 
Commonwealth Office, The Voluntary Vetting Scheme: Background Information, Sept. 2003. 

829  HOUSE OF COMMONS SELECT COMMITTEE, FIRST REPORT: THE BIOLOGICAL WEAPONS GREEN PAPER, 2002-3, HC 
150, ¶ 30. 

830  An overview of government policy for responding to a biological or chemical attack is available from the Civil 
Contingencies Secretariat, http://www.lga.gov.uk/lga/publicprotection/biological.pdf (last visited May 20, 2006).  

http://www.lga.gov.uk/lga/publicprotection/biological.pdf
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above in Section XII, subsection g, entitled non-proliferation of arms, materials and delivery systems 
through other measures.   

The Chemical Weapons Act provides a strict regime of controls for chemical weapons and 
certain toxic chemicals.  It specifically provides that the use, development, production, possession, 
transfer, or military preparation of chemical weapons is prohibited, unless the purpose is peaceful, for 
the protection against toxic chemicals, for legitimate military purposes, or to enforce the law.  When 
the use of chemicals is for a permitted purpose, a license must be obtained from the Secretary of State 
and should include terms such as the quantities of the chemicals that can be kept and requirements for 
record keeping.831   

During the drafting of the ATCSA, the government considered the possibility of a bio-terrorist 
attack and created a specific offense for the use, or threat of use, of a noxious substance832 to influence 
the government or intimidate the public.  This offense encompasses the use of any biological agent and 
would apply to individuals that send anthrax spores through the post regardless of the recipient’s 
location. Anyone found guilty of committing this offense can be imprisoned for up to fourteen years.  
Individuals in the UK that place or send substances with the intention of inducing a person, wherever 
that person is located, to believe that the substance is noxious and likely to cause harm, also are guilty 
of an offense under the ATCSA and can be imprisoned for up to seven years.833  The TA also 
specifically addresses the possibility of a bio-terrorist attack and establishes the offense of training 
terrorists, or receiving training, in the use of biological, chemical, or radioactive materials for terrorist 
purposes.834  The international impact of a bio-terrorist attack also was considered in the drafting of the 
TA and provisions with extraterritorial effect were included to make it an offense to aid, abet, counsel, 
procure, or incite a person outside the UK to commit acts of biological terrorism.835  This offense is 
punishable by up to life imprisonment. 

While the control of dangerous pathogens is dealt with primarily in the arena of health and 
safety legislation, antiterrorism legislation also has encompassed certain aspects relating to the security 
of pathogens and toxins, with the most relevant provisions contained in the ATCSA.836  The ATCSA 
provides that the Secretary of State must be notified prior to the storage or use of pathogens and toxins 
specified in a schedule to the ATCSA on a premises.  The police have extensive powers to request 
information regarding the security of, and access to, items from the occupant of a premises regarding 
which pathogens and toxins are kept.837  If the police are not satisfied that security measures are 
adequate, they may require the owner to improve them, and in certain instances, if the Secretary of 
State believes that satisfactory security measures are not in place and unlikely to be taken, he may 

                                                      

831  Chemical Weapons Act 1996, c. 6, §§ 20-22. 

832  Anti-terrorism, Crime and Security Act 2001, c. 23, §§ 113-114.  The noxious substance must be used in an act 
that “uses serious violence against a person anywhere in the world; causes serious damage to real or personal property 
anywhere in the world; endangers human life or creates a serious risk to the health or safety of the public or a section of the 
public; or induces in members of the public the fear that the action is likely to endanger their lives or create a serious risk to 
their health or safety.” 

833  Anti-terrorism, Crime and Security Act 2001, c. 23, § 114.   

834  Terrorism Act 2000, c. 11, § 54, as amended by the Anti-terrorism, Crime and Security Act 2001, c. 23, § 120. 

835  Anti-terrorism, Crime and Security Act 2001, c. 23, § 50. 

836  Anti-terrorism, Crime and Security Act 2001 (Commencement No. 4) Order 2002 (SI 1279). 

837  Anti-terrorism, Crime and Security Act 2001, c. 23, § 60. 
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require the disposal of the dangerous substances.  The police also may request information on 
individuals that have access to both the premises and the substances.  Once this type of request has been 
made, the owners of the premises are required to notify the police of any additional people granted 
access to the premises and delay their access for a period of thirty days, unless otherwise agreed with 
the police.  In the interests of national security, the Secretary of State can require that a person’s access 
to premises or to the dangerous substances be denied.838  Anyone denied access has a right of appeal to 
the Pathogens Access Appeal Commission, established under the ATCSA.839       

To ensure that the list of noxious substances reflects any advances in technology, the Secretary 
of State maintains a list in schedule seven of the ATSCA where additional animal or plant pathogens, 
pests, or toxic chemicals can be added by order,840 if he is satisfied that “the chemical could be used in 
an act of terrorism to endanger life or cause serious harm to human health.”841  The list currently 
contains “pathogens and toxins that potentially pose the greatest risk to human life if misused by 
terrorists.”842      

B.  Agro-terrorism  

Agro-terrorism has yet to become a separate item on the antiterrorism agenda, with the laws 
pertaining to it intertwined with those of bio-terrorism.  The British government is aware of the risk 
posed by agro-terrorism and the Department for Rural, Food and Agricultural Affairs has noted:  

[the] use of plant pathogens for malevolent purposes [is not considered to have] such high 
potential in comparison with human and animal diseases … nevertheless, attackers could 
potentially cause severe economic damage by spreading plant diseases, and agriculture is 
possibly more open to such a threat as a result of large scale production systems and 
monocultures … [and] the use [or threat of use] of plant pathogens as delivery systems … could 
severely undermine consumer confidence in a particular crop.843     

The UK has a certain degree of protection within its agricultural industry and has followed a 
protectionist approach, which involves a system of licenses to import animal pathogens and move such 
pathogens internally within the UK.844  The importation of certain plant pathogens that pose a threat to 
the health of plants is prohibited without a license.845  These licenses are administered by the 
Department for Environment, Food and Rural Affairs in England and Wales and by the Scottish 
Executive Environment and Rural Affairs Department in Scotland.   

                                                      

838  Id. § 64. 

839  Pathogens Access Appeal Commission (Procedure) Rules 2002 (SI 1845) and the Court of Appeal (Appeals from 
Pathogens Access Appeal Commission) Rules 2002 (SI 1844). 

840  The order must be approved by a resolution from both Houses of Parliament.  

841  Anti-terrorism, Crime and Security Act 2001, c. 23, § 75. 

842  Department for the Enviroment, Food and Rural Affairs, Contributions to a State-of-the-Art Review of 
Biosecurity Risk Management, ¶ 4.1, 
http://www.defra.gov.uk/science/project_data/DocumentLibrary/SD0310/SD0310_3042_FRP.doc, (last visited Apr. 25, 
2006). 

843  Id. 

844  The Importation of Animal Pathogens Order 1980 and the Specified Animal Pathogens Order 1998. 

845  Plant Health (Great Britain) Order 1993 (as amended) SI 1993/1320. 

http://www.defra.gov.uk/science/project_data/DocumentLibrary/SD0310/SD0310_3042_FRP.doc
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The British government also has been an active proponent of including animal and plant 
diseases in the international surveillance of biological agents, and thus has included animal and plant 
pathogens in the list of noxious substances that can be added to under the ATCSA.846  The controls of 
the ATCSA with regard to dangerous pathogens also apply to any animal or plant that may carry a 
pathogen listed in a schedule to the Act.847   

C.  Threats to the Infrastructure 

The government has taken a multifaceted approach to protecting the UK’s infrastructure and has 
opted for a decentralized approach, with the agencies and departments responsible for the day-to-day 
activities of infrastucture, bearing first responsibility for preventing and detecting further threats.  It has 
categorized critical national infrastructure into ten independent sectors: communications, emergency 
services, energy, finance, food, government and public services, health, public safety, transport and 
water.848  For example, the Drinking Water Inspectorate, part of the Department for the Environment, 
Food and Rural Affairs, conducts regular reviews for threats of contamination of drinking water and 
has been responsible for establishing a call of contract, “whereby the presence and concentration of a 
number of materials potentially usable by terrorists to contaminate drinking water supplies can be 
established. During the emergency phase of a biological terrorist incident, the Drinking Water 
Inspectorate would probably be required to provide technical and scientific advice to the Chief 
Constable's Co-coordinating Group.” 

The Civil Contingencies Act 2004 additionally has designated a number of bodies responsible 
for managing emergencies for their particular sectors.849  These bodies are required to assess the risk of 
an emergency and maintain plans for the body’s continued function during an emergency and, where 
possible, prevent the emergency or reduce, control, or mitigate its effects.  These bodies also must 
implement arrangements to warn the public and provide information and advice if an emergency is 
likely or has occurred.850

Threats to the transport infrastructure are addressed by TRANSEC, with the British Transport 
Police (BTP) bearing responsibility for the railways and the London Underground System.  While the 
BTP does not make information on its terrorist counter measures publicly available, so as not to 
compromise national security, the efficiency of the BTP has been tested on numerous occasions, with 
over half of terrorist attacks occurring in the UK after 1997 targeting the rail system.851  The fact that 
the information is not publicly available, nor available to government committees has subjected the BTP 
to criticism, with the Select Committee on Science and Technology noting the “[g]overnment’s refusal 
to allow us to examine the technologies employed by the London Underground is wrong. We fear that 

                                                      

846 Anti-terrorism, Crime and Security Act 2001, c. 23, § 75. 

847 Id. § 58. 

848 Home Office, Counter Terrorism Strategy: Critical National Infrastructure, at 
http://security.homeoffice.gov.uk/counter-terrorism-strategy/cni/ (last visited May 8, 2006).  

849  Civil Contingencies Act 2004, c. 36.  

850  Id. § 2. 

851  HOUSE OF COMMONS SCIENCE AND TECHNOLOGY SELECT COMMITTEE, EIGHTH REPORT, 2002-3, HC 415-I. 
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the Government’s refusal to discuss the problems simply creates the impression that it does not know 
how to solve them.”852
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